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international, peer-reviewed journal published annually since 2016. It is an open access Journal
available at the website of the University of Information Science and Technology “St. Paul the
Apostle” — Ohrid (https://journal.uist.edu.mk/)

This Journal is committed to publishing and disseminating high-quality and novel scientific
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Increasing Project Efficiency by Utilizing Project Management

Software & Gantt Charts

Filip Milosheski. Jovanka Damoska Sekuloska.
Email: milosheski.filip@gmail.com
Department of ICS, University of Information Science and Technology “St. Paul the Apostle”, 6000,
Macedonia

Abstract
Project management is a critical component in ensuring the success and timely delivery of projects across

industries. With increasing complexity and time constraints, effective project management has become
more essential than ever. In today’s competitive and technology-driven environment, organizations are
increasingly turning to digital tools to streamline project workflows, improve collaboration, and enhance
overall productivity. Among these tools, project management software and Gantt charts play a vital role
in helping teams plan, track, and execute projects efficiently. This research explores the value of adopting
project management software in increasing the efficiency, organization, and success rate of projects.
Specifically, the study focuses on a case study conducted on an international fintech company that utilizes
Asana and Instagantt to manage its projects. By examining the integration and use of these tools within
the company’s project management processes, the study provides insights into how digital platforms can
optimize task delegation, progress tracking, and interdepartmental communication. The findings highlight
how structured planning through Gantt charts and centralized project data offered by such tools contribute
significantly to meeting project deadlines and achieving strategic goals. The research ultimately supports
the idea that implementing the right software can transform project management practices and serve as a
key driver of success in modern organizational settings.

Keywords: Project management, gantt charts, efficiency, Asana, Instagantt, fintech, workflow
optimization, team collaboration

Introduction

Project management plays a crucial role in ensuring projects are completed on time, within
budget, and to the desired quality standards. Today, almost all projects incorporate some form of project
management, which provides a structured framework for planning, organizing, executing, and monitoring
tasks and with this framework the optimization of resources and the mitigation of potential risks is easier.
Effective project management enables teams to set clear goals, allocate tasks efficiently, enhance
communication among stakeholders, and track progress more easily. Utilizing these practices
significantly increases the likelihood of project success.

From the previous paragraph the immense value that project management brings to a project can
be easily understood, and in today’s world there are multiple softwares which make project management
easier and more efficient. These softwares provide a centralized platform for project managers to manage
resources, assign tasks, track progress, and so on, in a simple and smooth way, eliminating the big barrier
to entry and ensuring better collaboration across all different parts of the project. Following are some of
the more widely used project management softwares with their most distinguishing features mentioned:

e Trello: Best utilized for smaller teams and simple projects;
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Asana: Best utilized for larger teams, with more complex and detailed projects;
Microsoft Project: Best for enterprise level project management with high attention to detail;
Jira: Mostly utilized for software development teams utilizing agile methodologies;

Smartsheet: Utilized for spreadsheet-based project management, where detailed tracking and
reporting for the project is needed

Leveraging project management software has become an increasingly paramount way of increasing the
project efficiency, as these digital tools help in streamlining workflows, enhancing collaboration and
providing an easy way to track the project’s progress among others. As with the usage of the project
management software the project is centralized as well as its tasks, deadlines, communication and other
relevant things, the risk that mistakes or delays will affect the project is minimized and thus increases the
likelihood of success of that project. It should not be overlooked the analytical capabilities of project
management software, as that can provide great insight to improve the data-driven decision making
process within the project, helping with optimizing the project’s effectiveness and efficiency.

Gantt charts can be of enormous value in the process of increasing the project effectiveness and
efficiency, by providing a visual representation of the project timelines and its dependencies, and with it
simplifying the planning, organizing and monitoring process. Gantt charts provide the ability to project
managers to clearly see the tasks, their timelines and dependencies and how they are interlinked with each
other, and easily identify potential risks or bottlenecks which might impact the project negatively. As the
gantt charts offer great visualization of the project, its timelines and milestones it also assists with the
communication with the various stakeholders when it comes to the project’s progress. All of the benefits
which are provided by the gantt charts provide great value when it comes to making informed decision
making and keeping the project on track, while mitigating its risks, all of those contribute to the boosting
of the overall project efficiency.

This article is composed of 5 parts which explain in detail how project management software and gantt
charts increase the project efficiency. In the next part i.e. “Related Work” other similar articles are
reviewed and how they support or deny the main topic of this article. The core of this article is in the 3rd
part which is the case study, where an international fintech company is studied on how it utilizes project
management software and gantt charts for better working of the company, while in the last 2 parts, the
“Results” and “Conclusion” parts the results of the case study are being discussed and then an overall
conclusion for this topic and suggestions for improvements are covered.

Related Work
Building on the foundational understanding of the role and advantages of project management software

and Gantt charts discussed in the introduction, this section reviews existing literature and studies that
explore similar themes. Various researchers and industry professionals have investigated how digital tools
contribute to project efficiency, collaboration, and risk mitigation. By examining prior work, we can
contextualize the insights of this article within the broader academic and professional discourse,
identifying both supporting evidence and differing perspectives. This review highlights key findings from
relevant studies, focusing on the practical implementation, benefits, and limitations of project
management tools and visualization techniques like Gantt charts across different industries and project
types.

In his article “Enhancing Project Quality Through Effective Team Management,” Stawomir Wawak
emphasizes the critical role of efficient project and team management in improving project quality. His
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research highlights that establishing a structured organization, thorough planning, well-defined roles and
responsibilities, alignment with stakeholder requirements, and fostering a supportive work environment
are key to enhancing project quality. For optimal team performance, it is essential to assign clear tasks
and responsibilities to team members, who should be continuously monitored and supported by the
project manager. Maintaining clear communication channels with regular meetings allows team members
to share ideas and concerns, thereby boosting project quality and success. Wawak's article underscores the
significance of open communication and effective people management as vital factors in achieving
successful project outcomes. [1]

From the article “Optimization of Resource Allocation and Task Allocation with Project
Management Information Systems in Information Technology Companies” it can be seen that integrating
a Project Management Information System (PMIS) with the Resource Allocation and Task Allocation
Optimization System (RATAOS) can significantly enhance efficiency and accuracy in IT companies.
This integration reduces planning time by 31.78 hours and operational costs by USD 352.1, while
improving resource allocation accuracy to 72.50% with a processing time of 0.029 seconds. The
streamlined process accelerates project completion by 1.5 months, nearly 50% faster than current
timelines, which aren’t bad numbers at all, with these increases there is great increase in the efficiency of
the project which results in faster completion of the project as well as lower costs for it. The paired t-test
confirms significant improvements in time and cost. Future research in this area should focus on
implementing the system for real-world observations and modeling project completion processes to
compare pre- and post-integration parameters, so that organizations can potentially start implementing
this and improve their project managing processes. [2]

With the rise of Al and machine learning in recent years, the potential of using machine learning
for effort estimations in software projects has garnered attention. This approach could significantly aid
project managers by providing more accurate predictions for task efforts, improving task organization and
structure, and facilitating smoother project management. In the article "Analysis of Software Effort
Estimation by Machine Learning Techniques," researchers explored this concept and demonstrated its
value to project managers in achieving precise effort estimations. By employing techniques such as linear
regression and random forest, along with correlation analysis, the researchers effectively created and
tested machine learning predictions for task completion efforts. Although the analysis was not highly
advanced, it still offered valuable insights for project managers. Moving forward, it is likely that Al and
machine learning will play a greater role in project management, particularly in software projects where
their accuracy is most beneficial. This advancement allows project managers to focus on other
responsibilities, ultimately increasing the likelihood of project success. [3]

A valuable research which contributes to increasing the understanding of project management efficiency
by identifying variables with strong correlations to project efficiency, aiding project managers in targeting
future improvements will be looked at as a great point on how project efficiency can be improved even
more. The research advances the knowledge of project portfolio management, particularly the
complexities of projects and their interaction with the strategic decisions given by higher management.
This research links the project complexity with the efficiency outcomes coming from the strategic
activities and guidelines. This presents an evaluation model incorporating novel variables, identifying
high-performing projects as internal benchmarks for strategic decision-making. From a managerial
perspective, it underscores the efficiency gains by emphasizing the strategic role in enhancing project
outcomes. The study's limitations include its focus on a single industrial plant and exclusion of routine
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maintenance and simple purchase projects, suggesting further research should replicate the evaluation in
diverse international settings and explore techniques for timely project completion. [4]

Global software development (GSD) is increasingly prominent in the industry, necessitating effective
project management due to its complexity compared to traditional projects. The article “Evaluating
Success Factors of Software Project Management in Global Software Development” identifies five
dimensions and twenty factors critical to the success of GSD projects, with communication and
coordination being the most crucial. These dimensions and factors are detailed in Figure 1, which
provides in-depth information on their impact and significance. This research offers project managers
valuable insights into managing global teams by focusing on the key factors that influence project
success, thus enhancing the likelihood of achieving successful outcomes in GSD projects. [5]

Dimensio Dhimension Factors Local Global Cwerall
mensan weight actors Weights Weights Ranking
Eftective communication skills (ECS) (1.69%63 10,3239 1
Com;]zp;;]c}a.twn 0.4651 Good negotiation strategies (GNS) (L0840 0.0391 7
Communication Frequeney (CoF) 02197 01022 3
3‘( (L‘ﬂm!l'l.L!n‘]CﬂlIU]]. Coordination, Control yBetter coordination & 06338 01770
Control {CCC) R
7 Ay 114 1 5 y el 5
Eh it 02792 Effective customer involvement (ECT) 0.2095 00585 5
(Coo) Member collaboration/coaperation (MeC) 0.0522 0.0126 13
Regular Meetings (communication and coordination) (ReM)
0.1045 0.0292
(1]
Experienced developers (ExD) 0.4946 0.0674 4
Self-organizing teams (SoT) 00603 0.0082 16
Human Resource L0182
Management 0.1363 Good Cultural awareness (GCA) 0.0363 0.0049 17
(HRM) .
Team Fermulation {TeF) 0.1345 0.0183 12
Member Skills Roles and Responsibilities (MSR) 02743 0.0374 %
Rich technological infrastructure (RTI) 07308 0.0303 g
Technology -
(Tec) £ 0.0414 Technology differences (Tel) 00696 0.0020 19
Software ools (SoT) 01996 0.0083 15
Knowledge sharing management (KSM) 0.107% 00084 14
Cultural difference management (CDM) 00580 0.0045 18
Project Management e . ]
(PM) 0.0780 Management of time-zone differences (MTD) 0.0343 0.0027 20
Essential project management processes (EPM) 0.5234 0.0408 6
Progress Tracking (PrT) 0.2764 0.0216 i

Figure 1: Composite weights ad ranks of dimensions and factors in GSD [5]

Recent studies underscore the pivotal role of project management software in augmenting organizational
efficiency. For instance, a study by Gamil and Abd Rahman highlights how such software streamlines
complex construction projects by mitigating uncertainties and facilitating better scheduling and financial
planning . Similarly, research by Patanakul demonstrates that the adoption of project management tools
across various project life cycles significantly impacts project success rates, emphasizing the importance
of tool selection and implementation . These findings suggest that integrating appropriate project
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management software can lead to more effective resource allocation and improved project outcomes.
[6][7]

Gantt charts remain a cornerstone in project planning, offering visual clarity on timelines and task
dependencies. Research by Gleek illustrates how Gantt charts facilitate better communication among
stakeholders by providing a clear overview of project schedules . Furthermore, a guide by Slikk.ai (2023)
emphasizes the utility of Gantt charts in research projects, aiding in the identification of potential
bottlenecks and ensuring timely task completion. These insights affirm that Gantt charts are instrumental
in enhancing transparency and efficiency in project management. [8][9]

The evolution of project management tools now encompasses artificial intelligence (Al) and
knowledge management functionalities. A study by Bahi explores how Al integration in project
management can streamline workflows and reduce manual errors, thereby increasing overall project
efficiency . Additionally, research by Lopez discusses the significance of knowledge management
features in project management tools, highlighting their role in preserving institutional knowledge and
promoting continuous learning within organizations . These advancements indicate a trend towards more
intelligent and adaptive project management solutions. [10][11]

Case Study
In this case study an international fintech company will be explored on how it utilizes software and gantt

charts for project management and with it increasing the efficiency of the project. The software used for
project management within the company is Asana, and that is because as stated previously in this article
Asana is used for larger teams and projects who are more complex and detailed. As the company has over
200 employees Asana is their choice for the project management software and basically every employee
uses Asana on a daily basis, starting from the customer facing customer support team for logging user
issues and requests up to the C-suite management for overseeing the strategic processes going within the
company. The management within the company uses Asana to create portfolios (collection of projects),
projects and tasks for the employees they are managing and through it track the progress of the tasks and
projects, as well as get updates and provide directions and assistance.
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Figure 2: Asana Board View

In addition to Asana, management uses Instagantt as well as additional software used for project
management. Asana offers multiple various views of projects such as the list, board, gantt and calendar
view, which all are useful in their own way and depending on the preferences of the manager, however
when it comes to the gantt charts within Asana they are lacking for the needs of management and that is
why Instagantt is also used. Instagantt as the name states is mainly used for gantt charts which are charts
who show the dependencies, timelines and responsible people across projects and the tasks in them.
Instagantt was chosen because of the easy integration with Asana i.e. it is quite simple to import and
automatically update all projects and tasks present in Asana to Instagantt and manipulate them even
through Instagantt. The gantt charts on Instagantt as compared to Asana are better, as they offer more
analysis options, easier interface to work within for the gantt charts and easier tracking and visualization
for the gantt charts.
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Figure 3: Gantt Chart in Instagantt

With the basic information for the softwares used provided, now it will be explained more in-depth how
project and product managers are utilizing these softwares in their daily work. Each project manager

creates a portfolio in Asana which is the central place where all of their projects should be located, with
the purpose of easy navigation across all projects and for other stakeholders and senior management to
easily understand which projects are under which project manager. As new projects are assigned to the
project manager they would be creating a new project in Asana and adding it to their portfolio, as well as
projects are completed, the completed project would also be completed in Asana and removed from the

portfolio in order to keep a clean and organized structure within Asana.
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Figure 4: Portfolio in Asana

Apart from creating the project and adding it to the relevant portfolio the first step when a new project is
created is to state the relevant sections and create the initial tasks for that project. Usually the initial tasks
are related to the research and scoping of the project as a new project always needs to be scoped out and a
scoping document should be created explaining what does the project do, who are the relevant
stakeholders, what are the requirements, how it will be created, what are the different phases and anything
else relevant for the project. The scope documents are written by the project managers in consultation
with the relevant stakeholders and once they are done, all of the stakeholders need to sign off on the phase
of the scope which is to go into implementation, in order to ensure that everyone is happy and agrees with
the scope of the project and avoid rescopping while in implementation.

With the scope being finished the rest of the tasks needed for the implementation of the project such as
design, development, marketing and so on are being created and timelines for each task is stated and tasks
are assigned to the responsible people with clear descriptions on each tasks so that everyone know what is
their part in the project and what they need to do. All of the communication for a task, such as updates,
changes in due date, changes in direction or everything regarding the task is going through the comment
section on the task, in that way communication through other platforms is removed in order to have all of
the information about the task within Asana and having it as a single source of truth, so that everyone who
needs to get information about the given task can find everything within a single place.
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Figure 5: Task in Asana

Once the project is underway the tracking of the progress and monitoring what is happening with it, is
being done mainly through Instagantt and in some cases through Asana as well. On a daily basis the
project managers are looking through the gantt chart of the project to ensure that all tasks are progressing
as they are planned to and understanding the dependencies between tasks. At least once a week more
senior management and other relevant stakeholders have a meeting where the project manager goes
through the gantt chart of the project to show the progress that is being made with the project and notify
them about any changes, potential issues or escalations which are ongoing with the project. As the gantt
chart is easy to understand visually it is simple and easy for all relevant stakeholders to understand how
the project is going.

When the project manager is going through the gantt chart of the project if they see a task where they
need to intervene such as new directions, clarifications or similar the project manager can easily through
Instagantt comment on the task, reassign it or perform any other relevant action upon in, in order to
ensure the process continues smoothly. In the cases where a task is at risk of not being completed within
the timeline or it is already past it’s due date, the project manager is checking whether there is an update
on the task on why is that, and if there is no update they would be writing in the comment section, tagging
the responsible person and ask for an update why the task is at risk and what would be the new due date
for it, so that other dependent tasks can be adjusted accordingly.
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Figure 6: Task Manipulation in Instagantt

The baselines and workload features within Instagantt can also be quite valuable for the project managers
as they can provide valuable insight. Baselines are in essence screenshots of the gantt charts at a given
moment, and they are quite useful for seeing previous states of the gantt charts and how timelines have
changed from what was initially planned, which can provide valuable insight in where most often the
timelines have been predicted wrongly which can be a valuable lesson for future projects. The workload
feature within Instagantt shows a version of the gantt chart view however instead of by sections as
structured in Asana it is showing the tasks that each contributor to the project has, their timelines and in
essence it can be easily observed if someone has a bigger workload than others, or if someone has a
smaller workload and can be assigned additional tasks.
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Figure 7: Baselines in Instagantt

As each major section of the project is being finished it is always required for it to go through the quality
assurance stage. For example, in the case when the design of the project is done, that design needs to be
reviewed by the project manager in line with the requirements stated in the scope document. As the
company in question is a fintech company, almost all of the projects include the development team which
in most cases is divided into the frontend and backend team, and whenever one of this teams finished
their work on the project, a designated quality assurance specialists tests that the work done is done
properly with the utmost attention to detail and that any relevant requirements are being taken into
account and implemented. Without this step a project cannot be completed as without going through it,
there is no way to be completely sure that the project which is completed is of good quality and fulfills the
requirements stated in the scope document.

Results
The case study highlights the complexity of project management processes, which would be significantly

more challenging without using tools like Asana or Instagantt. These software solutions offer a
straightforward, organized structure that is easy for all stakeholders and contributors to follow. They
provide managers with a clear overview for monitoring and tracking the project, ensuring timely updates
for each task and facilitating seamless communication and coordination with relevant stakeholders.
Asana's value in managing projects is immense, offering a centralized hub for all portfolios, projects, and
tasks, and serving as the definitive source of truth for all project-related information. This ensures
everyone knows where to find relevant details. It provides an organized structure accessible to both
employees and managers, with minimal entry barriers. Its flexibility in offering different project views
makes it easy for various users to navigate and utilize effectively.

Instagantt proves invaluable from its seamless integration with Asana, ensuring tasks and projects sync
effortlessly between both platforms. Its gantt charts offer managers a visual representation of project
timelines and dependencies, facilitating easy tracking of progress and early identification of potential
risks before they escalate. While managing projects solely with Asana is possible, using Instagantt
enhances the ability to monitor projects, present them to stakeholders, and preemptively address issues
and workload baselines. The synergy between these tools enhances project management efficiency and
significantly improves the chances of project success.
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Asana and Instagantt significantly enhance project efficiency by streamlining task management and
providing clear visual timelines. Asana offers robust features for task assignment, progress tracking, and
team collaboration, ensuring that all team members are aligned and aware of their responsibilities.
Integrating Instagantt with Asana brings an added layer of efficiency by transforming tasks into Gantt
charts, which visually represent project timelines, dependencies, and milestones. This visual
representation allows teams to easily identify potential bottlenecks, risks, adjust schedules, and allocate
resources more effectively, leading to improved planning and execution of projects. Together, these tools
provide better communication, reduce the likelihood of missed deadlines, enhance overall productivity,
and increase the likelihood that the project will be successful.

The company by utilizing the previously explained approach has had over 90% of their projects be
successful, delivered in the timeline agreed and satisfying the requirements initially set. The outlined
approach is quite simple and easy to follow, even newcomers can easily understand it and practice on a
daily basis, ensuring business continuity as the company scales up. Of course no approach is perfect and it
can always be improved, however the outlined approach can be considered as a good example on how to
utilize project management software in order to increase the likelihood of success for the project as well
as provide a great deliverable at the end of it, in order to ensure a satisfied and loyal client at the end of
the project.

Conclusion

This article clearly highlights the significance of project management software and Gantt charts
in enhancing project efficiency. The case study illustrates that managing a project from start to finish is
feasible only with such tools. For the international fintech company discussed, utilizing these tools is
crucial for effective project management, as their absence would render the process unmanageable and
hinder the company's success in the competitive market. Any company, regardless of size, must employ
project management software to boost the chances of project success. Without these tools, projects can
easily become unmanageable and costly, offering little value to the company.Although this article focuses
on Asana and Instagantt, they are not the only effective options for project management. Many other
excellent project management software choices exist, and selecting any of them would be beneficial. The
only real mistake is for a company to forgo using any project management software, especially when it
comes to launching a new product/service or launching the product/service in a new market. It will
quickly become evident that to succeed, companies and their projects require such tools due to the
immense value they provide, making them essential in today’s market.

The case study examines an international fintech company's effective use of Asana and Instagantt
for project management. It highlights how these tools complement each other, enhancing the ease and
effectiveness of project management. Asana is praised for being one of the best project management
software options, especially for larger companies with complex projects. Instagantt, with its Gantt charts,
is deemed essential for effective project management, providing excellent visualization, easy tracking,
and detailed analytics of project performance.

Some might question the necessity of using both Asana and Instagantt, given the need to pay
subscription fees for both. While it is true that this approach is more expensive, the financial cost is offset
by the significant value these tools bring to project management across multiple projects. Aside from the
higher cost, there are no other drawbacks to using this combination. Thus, the increased monthly
subscription is well justified by the enhanced efficiency and effectiveness in managing projects.
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Although this article focuses on Asana and Instagantt, they are not the only effective options for

project management. Many other excellent project management software choices exist, and selecting any
of them would be beneficial. The only real mistake is for a company to forgo using any project

management software. It will quickly become evident that to succeed, companies and their projects
require such tools due to the immense value they provide, making them essential in today’s market.
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Abstract

This paper explores a novel approach to bolstering the operational security of Non-Governmental
Organizations (NGOs) by leveraging the inherent randomness of lava lamps analyzed through data
modeling and artificial intelligence. Recognizing the increasing cybersecurity threats faced by NGOs, this
research investigates the potential of using the unpredictable visual patterns of lava lamps as a source of
high-quality entropy. By employing computer vision techniques to capture and digitize these patterns and
utilizing Al algorithms for anomaly detection and entropy analysis, a unique security layer can be
established from volunteers to executive decision-makers. This study outlines the scientific basis for this
approach, details potential methodologies for implementation and discusses the expected benefits and
challenges, suggesting a cost-effective and innovative security paradigm for the NGO sector.

Keywords
NGO Security, Data Modeling, Artificial Intelligence, Natural Randomness, Data Protection
1. Introduction

Non-Governmental Organizations (NGOs) are increasingly becoming targets of sophisticated
cyberattacks due to the sensitive nature of their operations and the vast amounts of data they handle.
These organizations often face unique security challenges, including geographically distributed
operations, a high reliance on volunteers with varying levels of technical proficiency and budget
constraints that limit their ability to implement comprehensive security infrastructures. Establishing
robust security measures across all organizational tiers, from the volunteers on the ground to the executive
decision-makers, is paramount to safeguarding their missions and the beneficiaries they serve. Traditional
security methodologies, while essential, may not always address the full spectrum of vulnerabilities
inherent in the diverse structures and operations of NGOs. This necessitates the exploration of innovative
and potentially low-cost security solutions that can be effectively implemented at every level of the
organization.

This research introduces a novel approach to enhancing NGO security by harnessing the intrinsic
randomness of physical phenomena, drawing inspiration from Cloudflare's pioneering LavaRand project.
[1] LavaRand demonstrates the feasibility of using the chaotic visual patterns of lava lamps as a source of
true entropy for cryptographic purposes. This paper proposes extending this concept within the context of
NGOs by employing Artificial Intelligence (Al) and data modeling to systematically capture, analyze and
interpret the visual randomness of lava lamps for a broader range of security applications. This
investigation seeks to answer several key questions: How can data modeling techniques effectively
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capture and represent the visual patterns of a wall of lava lamps? What Al methodologies are suitable for
analyzing the chaotic and unpredictable movements within lava lamps to generate security-relevant
entropy? How can the entropy derived from lava lamp analysis be integrated into the operational security
structure of NGOs at different levels (volunteers to executives)? What are the potential benefits and
challenges of using this approach to enhance the overall security posture of NGOs?

This research holds significant potential for contributing to the field of security by exploring an
unconventional and potentially cost-effective security mechanism. It could offer NGOs a novel tool to
strengthen their security and resilience, particularly at the foundational levels involving all members. The
ability to transform a readily available and visually chaotic system into a security asset could democratize
access to enhanced security measures for organizations often operating with limited resources.

2. Related Work

During the research of this project, I had the opportunity to explore a range of fascinating research and
technical documentation. Liebow-Feeser's (2017) detailed explanation of Cloudflare's LavaRand in
production [1] was particularly captivating, offering a deep dive into the practical application of true
randomness. Similarly, the work by Bashurov and Safonov (2023) on entropy-based anomaly detection in
network traffic [2] proved to be an exciting read, showcasing innovative methods for identifying various
cyberattacks. I found the Roboflow blog post on color sensing with computer vision by a Contributing
Writer (2024) [3] to be incredibly insightful, demonstrating the practical and evolving capabilities within
the field. Furthermore, the paper by Elabid, Chakraborty, and Hadid (2022) on knowledge-based deep
learning for modeling chaotic systems [4] was exceptionally interesting, revealing advanced techniques
for understanding complex phenomena. Anglen's (2024) ultimate guide to Al-powered anomaly detection
[5] offered a comprehensive and exciting overview of how artificial intelligence is boosting efficiency in
identifying irregularities. Zhang's (2020) new method for information security risk management in a big
data environment [6] was a very engaging piece, highlighting novel approaches to a critical contemporary
challenge. Finally, the work by Adeola, Ayorinde, and Adeniyi (2024) on data security in big data [7] was
a thoroughly interesting exploration of the challenges, strategies, and future trends in this vital domain.

3. The Concept of Entropy and Randomness in Security

Entropy, in the context of information theory, is a fundamental measure of randomness, disorder, or
uncertainty. It quantifies the average level of information, surprise and uncertainty inherent in a variable's
possible outcomes. High entropy is crucial in cryptographic systems because it is essential for generating
secure keys that are difficult to predict, thereby preventing unauthorized access to sensitive information.
Claude Shannon's groundbreaking work [8] on information theory laid the mathematical foundation for
understanding and measuring entropy, defining it as the summation over all possible outcomes of a
random variable, weighted by the probability of each outcome multiplied by the logarithm of that
probability.

A critical distinction exists between true randomness and pseudo-randomness. True random number
generators (TRNGs) rely on unpredictable physical processes to produce random numbers, whereas
pseudo-random number generators (PRNGs) use deterministic algorithms. While PRNGs are efficient,
their deterministic nature makes them potentially predictable if an attacker gains knowledge of the initial
seed or the algorithm itself, posing a risk in security-critical applications. Chaotic physical systems, such
as lava lamps, offer a significant advantage as they can serve as a source of true randomness due to their
inherent unpredictability arising from complex fluid dynamics and heat transfer.

In his groundbreaking paper, Shannon introduces the concept of entropy, H, as a fundamental measure of
uncertainty or the "information" of a source. He defines it as a statistical quantity that describes the
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average amount of information contained in a symbol from that source. The higher the entropy, the more
unpredictable the source, a principle that is essential for understanding and generating strong, random
cryptographic keys. [8]

Entropy can also function as a valuable security metric. It can be used to assess the strength of encryption
keys by quantifying their unpredictability. Furthermore, entropy analysis can be applied for anomaly
detection in security systems, where significant deviations in entropy levels of data or network traffic can
indicate potential security breaches or malicious activities. As shown in Figure 1. Research has
demonstrated the effectiveness of using entropy to detect various cyberattacks, including malware
propagation and ransomware activities, by identifying patterns of high or low randomness in data streams
and network behavior. [2] The fundamental principle is that systems exhibiting higher entropy are
inherently more difficult to predict and exploit, thus enhancing overall security.

4. Data Modeling of Lava Lamp Visuals

The initial step in leveraging lava lamps for security involves capturing and digitizing their dynamic
visual patterns. Cloudflare's implementation provides a practical example, utilizing video cameras to
continuously record the motion of a wall of lava lamps. [1] Technical considerations for this process
include optimizing camera resolution to capture sufficient detail, selecting an appropriate frame rate to
track the movement effectively and managing lighting conditions to ensure consistent image quality. The
continuous video feed is then broken down into a sequence of individual digital images or frames, each
representing a snapshot of the lava lamps at a specific point in time. Notably, even the inherent random
noise within the camera's sensors contributes to the overall entropy of the captured data.

Once the visual data is captured, various computer vision techniques can be employed to extract relevant
features from the lava lamp images. These techniques can analyze the shape, size, position and movement
of the characteristic "lava" blobs as they evolve over time. Color information and changes in color
patterns can also be valuable features for analysis. These visual features are then quantified and
represented as numerical data, making them suitable for subsequent analysis by Al algorithms. Motion
analysis techniques, such as optical flow, can be used to track the movement of pixels or specific features
within the video frames, providing insights into the chaotic dynamics of the lava lamp. [3]

To prepare the data for Al analysis, the extracted features and their temporal sequences need to be
organized into a structured dataset. This involves careful consideration of how to represent the dynamic
nature of the lava lamp patterns. Data normalization and preprocessing steps are crucial to ensure data
quality and compatibility with the chosen Al algorithms. [4] Time series data modeling techniques can be
particularly effective in capturing the evolution of the lava lamp's visual behavior over time, allowing Al
models to learn and predict its normal chaotic patterns. As shown in Figure 1. Effective data modeling is
therefore a foundational step in transforming the raw visual information into a format that can yield
security-relevant insights through Al analysis.

5. Artificial Intelligence for Lava Lamp Security Analysis

Artificial intelligence plays a pivotal role in analyzing the complex and dynamic visual data obtained
from lava lamps for security purposes. Computer vision techniques, particularly Convolutional Neural
Networks (CNNs), are well-suited for recognizing intricate visual patterns within the lava lamp images.
CNNs can be trained to learn the typical visual characteristics of the "lava" flow and identify any
deviations from these normal patterns. [5] Furthermore, Recurrent Neural Networks (RNNs) or their more
advanced variant, Long Short-Term Memory (LSTM) networks, can be employed to analyze the temporal
sequences of these visual patterns, enabling the Al to understand the evolution of the chaotic system over
time.
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Anomaly detection is a key application of Al in this context. By training AI models on a baseline of
"normal" chaotic behavior of the lava lamps, the system can identify deviations that might indicate a
security event or an attempt to manipulate the entropy source. Various anomaly detection techniques,
such as autoencoders that learn to reconstruct normal data and flag deviations, isolation forests that isolate
anomalies based on their rarity and statistical methods that identify outliers, can be adapted for this
purpose. Research into the analysis of chaotic systems using Al provides a strong foundation for applying
these techniques to the unpredictable behavior of lava lamps. As shown in Figure 1.

Beyond pattern recognition and anomaly detection, Al can also be used for entropy measurement and
analysis. The visual data from the lava lamps can be processed to calculate entropy, providing a
quantitative measure of its randomness. Al models can be trained to continuously monitor and analyze
these entropy levels, detecting significant changes or anomalies that might correlate with security events.
For instance, a sudden drop in entropy might suggest a manipulation of the lava lamps or the capture
process. Machine learning models, including both supervised and unsupervised algorithms, can be
employed to identify complex patterns in the lava lamp data that could be indicative of security breaches
or operational anomalies. Training these models on a baseline of normal lava lamp behavior allows for
the detection of deviations that warrant investigation. The potential for using transfer learning, where
models trained on other chaotic systems or visual datasets are adapted for lava lamp analysis, could also
enhance the efficiency and accuracy of this approach.

6. Integrating Lava Lamp Analysis into NGO Security Operations

The unique randomness derived from lava lamp analysis, when coupled with Al and data modeling,
presents various potential applications for enhancing the operational security of NGOs across different
organizational levels. At the base level, for volunteers, the unpredictable nature of lava lamp patterns
could serve as a foundation for generating strong and unique passwords or one-time codes for accessing
sensitive systems. Imagine a user interface that translates the current visual state of the lava lamps into a
complex and ephemeral password, potentially through a gamified approach to ensure ease of use.

At the mid-level, for operational staff, the continuous monitoring of entropy levels derived from the lava
lamp setup could act as an indicator of the overall security health of the NGO's physical location.
Significant decreases in entropy or the detection of unusual visual patterns by Al algorithms could trigger
alerts for security personnel, indicating potential physical tampering or unauthorized access attempts to
the lava lamp setup itself.

TechSoup Global, in its mission to empower non-governmental organizations (NGOs) with technology,
has consistently advocated for a multi-layered and accessible approach to security. For many NGOs,
especially those with limited budgets and technical expertise, the challenge isn't just about procuring
expensive software but also about implementing sustainable and practical security measures. As shown in
Figure 3. The concept of using a physical, low-cost entropy source like a lava lamp aligns with this
philosophy by providing a tangible and visually intuitive security tool. This approach could be integrated
into a larger framework of best practices that includes discounted cybersecurity software, staff training
and robust access controls all of which TechSoup and its partners champion. By focusing on a technology
that is both affordable and inherently random, NGOs can enhance their security posture without diverting
critical funds from their core mission, thereby making a complex topic like cryptographic security more
manageable and democratized for the sector. [9]

For top executive decision-makers, the aggregated entropy data and the results of Al-driven anomaly
detection can provide a high-level overview of the organization's security posture. This information can
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offer valuable insights into potential risks and the effectiveness of existing security protocols, informing
strategic security decisions and the allocation of resources.

Furthermore, the lava lamp-based entropy generation and analysis can enhance existing security
frameworks by providing an additional layer of security that leverages a physically random and
potentially tamper-evident source of entropy. This approach might be particularly beneficial for NGOs
operating in resource-constrained environments where deploying sophisticated security infrastructure is
challenging. The system could also be used to enhance the security of communication channels by
providing a source of randomness for encryption keys used in internal communications. [6] The modeled
visual data could even be directly translated into unique keys or seeds for encryption algorithms. Finally,
subtle, long-term changes in the lava lamp's chaotic behavior, detected by Al, could potentially indicate
insider threats or compromised systems attempting to influence the entropy source, providing an
additional layer of security monitoring.

Lava Lamp Wall & Camera Server Collects Raw Data Al Anomaly Detection

Re-evaluate & Alert

Combine with
Production Entropy

Final Production Entropy

Figure no. 1: Flow of entropy generation and validation using lava lamp visuals and Al-based anomaly
detection.

Figure 1 depicts the comprehensive process of leveraging lava lamp visuals for enhanced NGO security.
Starting in the office lobby, a camera captures the visual and photoreceptor noise emanating from a wall
of lava lamps. This raw, physically-derived randomness is then transmitted to the office server, where it
might be combined with the server's existing local entropy sources to generate a more robust entropy
feed. Subsequently, this new entropy stream undergoes analysis by an Al anomaly detection system to
validate its randomness and identify any unusual patterns that might suggest tampering or environmental
interference. If the Al detects no anomalies, the validated entropy proceeds to the production data center.
In the event of an anomaly detection, the system initiates a re-evaluation process to address the potential
issue. Once deemed valid, the entropy is integrated with the production data center's local entropy system,
resulting in a final, refined entropy feed. This final output is then available for consumption by various
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production services within the NGO, providing a unique and physically-backed source of randomness for
security applications as described in the text.

7. Expected Results and Evaluation Metrics

The implementation of a lava lamp-based security analysis system within an NGO is expected to yield
several security enhancements. Encryption keys generated using the high-quality entropy from lava lamps
are anticipated to be significantly stronger and more unpredictable compared to those derived solely from
pseudo-random number generators. Al-driven analysis of the lava lamp's visual patterns has the potential
to improve the detection rates of both cybersecurity anomalies and physical tampering attempts with the
setup itself. This approach aims to reduce the reliance on potentially vulnerable algorithmic randomness
in critical security processes. [7]

The system generates its IDs using an internal pseudo-random number generator. While this mathematical
algorithm produces results that appear random with each execution, it's a calculated appearance; as the
distinguished mathematician John von Neumann famously stated, "Anyone who considers arithmetical
methods of producing random digits is, of course, in a state of sin," pointing to the fact that true
randomness cannot be born from purely arithmetic means. [13]

For example, if it is chosen 4181 as a seed the sequence 4807,1072, 1491, 2230, 9279, ... would be
generated as follows

Random number It’s Square Middle digits
4181 17480761 4807
4807 23107249 1072
1072 1149184 1491
1491 2223081 2230
2230 4972900 9729
9279 94653441 6534

Figure no. 2: Pseudo-random number generator using the middle-square method. [7]

Figure 2 demonstrates a classic example of a pseudo-random number generator using the middle-square
method. This algorithm, while simple, illustrates how a seemingly random sequence can be created from a
deterministic mathematical process. As the figure shows, a four-digit number, or seed, is squared to
produce a larger number. The central digits of this new number are then extracted to form the next
number in the sequence. This process is repeated, with each new number becoming the seed for the next
iteration. This method highlights the fundamental limitation of such algorithms: the output is entirely
dependent on the initial seed, and if that seed is known, the entire sequence can be predicted, proving that
these numbers lack true entropy and are therefore not suitable for high-security cryptographic
applications. [7]

To see how well this system works, we can use several important ways to measure its success. We can
check if the randomness from the lava lamps is good and unpredictable by using special tests, like the
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NIST tests. We can also see how accurately the Al can spot fake security problems that we create by
watching how the lava lamps change, we'll use common measures like precision, recall and F1-score for
this. Another way to check is to compare the strength of the security codes made with the lava lamp
method to those made without it, using standard security testing methods. We also need to find out if this
system is easy for NGOs to use by trying it out in small projects and getting feedback from volunteers,
staff and leaders. Finally, we should compare what it costs to set up and keep the system running with
how much it helps improve security and lower risks.
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known attacks).

Metric Description Measurement Target Relevance to
Method Performance NGO Security
Indicator
Entropy Quality Measure of the NIST Statistical Pass rate above Ensures the
unpredictability Test Suite, established entropy source is
and randomness of Diehard tests. thresholds for suitable for
the generated randomness. cryptographic
entropy. applications.
Anomaly Accuracy of Al Precision, Recall, Statistically Indicates the
Detection models in Fl-score on a significant system's ability to
Performance identifying labeled dataset of | improvement over detect actual
simulated security normal and current NGO security threats.
events. atypical patterns. methods.

Key Strength Robustness of Standard Keys meet or Ensures that
encryption keys cryptographic exceed industry cryptographic
generated using analysis best practices for | operations within

lava lamp entropy. | techniques (e.g., strength. the NGO are
key space size, adequately
resistance to protected.

User Adoption

Ease of use and
acceptance of the
system by NGO
personnel.

Surveys,
interviews and
feedback sessions
with users at
different levels.

High levels of user
satisfaction and
willingness to use
the system.

Demonstrates the
practical
feasibility and
integration of the
system operations.

Cost-Benefit

Comparison of
implementation
and maintenance

costs with security
benefits.

Cost-benefit
analysis of risk
mitigation.

Benefits outweigh
costs,
demonstrating a
positive return on
investment.

Justifies the
allocation of
resources towards
this novel security
approach.

Figure no. 3: Expected results and evaluation metrics on how the metrics will reflect on an NGO

Figure 3 presents a framework for evaluating the effectiveness of a lava lamp-based security system using
five key metrics: Entropy Quality, Anomaly Detection Performance, Key Strength, User Adoption, and
Cost-Benefit. The table details each metric's description, the methods for measuring it (e.g., NIST tests,
precision/recall, key space analysis), and the specific performance indicators to be met. It also outlines the
direct relevance of each metric to an NGO's security, from ensuring cryptographic suitability to justifying
resource allocation. This table provides a clear roadmap for assessing the system's success across
technical, operational, and financial dimensions.
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8. Discussion and Limitations

The proposed approach of using data modeling and Al to analyze lava lamp visuals for NGO security
presents several compelling strengths. It leverages a truly random physical source of entropy, potentially
offering a higher degree of unpredictability compared to purely algorithmic methods. The implementation
could be relatively cost-effective, particularly for NGOs operating with limited financial resources. The
novelty of this security measure might also act as a deterrent to attackers who may not anticipate such an
unconventional approach. Furthermore, the visual and engaging nature of lava lamps could foster greater
security awareness and engagement across the entire organization.

The sensitivity of physical entropy sources to their surroundings is a well-documented phenomenon in
cybersecurity literature. For instance, research by Skliarevych, Semenyaka, and Melnyk on using
environmental sensors for pseudorandom number generation highlights that even seemingly stable
conditions, such as temperature, can have a random component at the micro-level due to internal and
external factors. [10] This demonstrates that fluctuations in ambient temperature and lighting are not just
incidental but are scientifically proven to be chaotic elements that can influence the randomness of a
physical system. Therefore, the delicate fluid dynamics of the lava lamp are inherently susceptible to these
environmental variables, underscoring the critical need for a controlled environment and sophisticated
post-processing to ensure the integrity of the generated entropy.

Despite its innovative approach, several limitations and challenges must be carefully considered.
Environmental factors, such as subtle variations in ambient lighting or temperature fluctuations, could
significantly influence the delicate fluid dynamics within the lava lamps, consequently affecting the
quality and predictability of the entropy generation. To make sense of this, robust data modeling
techniques and sophisticated Al algorithms are absolutely essential, not only to capture but also to
accurately interpret the inherently chaotic behavior of the system, thereby minimizing the risk of
misinterpreting benign patterns. The physical nature of the setup also introduces a tangible vulnerability:
the potential for tampering with the lava lamps themselves or the video capture equipment, which could
directly compromise the integrity of the random data or the security monitoring. The physical nature of the
setup also introduces a tangible vulnerability: the potential for tampering with the lava lamps themselves
or the video capture equipment, which could directly compromise the integrity of the random data or the
security monitoring. This is a well-known vulnerability in the field of hardware security, where physical
attacks can compromise even dedicated random number generators by manipulating their operating
conditions or injecting faults to influence the output. [11] Furthermore, scalability might pose a
considerable challenge, especially for very large or geographically dispersed NGOs that would require
multiple independent setups, each adding to operational complexity and maintenance overhead. [10] The
system's fundamental reliance on the continuous and flawless operation of its video capture and
processing infrastructure is another critical factor, as any interruption could lead to significant data gaps.
Finally, the inherent chaotic nature of lava lamps, while beneficial for randomness, might make it
exceedingly challenging to definitively distinguish between normal, expected fluctuations and indicators
of actual security events, potentially leading to a higher incidence of false positives that would then
require careful, resource-intensive tuning and thorough analysis to resolve. [12]

When compared to existing security methods, this approach can be seen as a complementary layer rather
than a replacement for traditional solutions. While firewalls and intrusion detection systems focus on
network-level security and access controls manage user permissions, the lava lamp system offers a unique,
physically-rooted source of randomness for cryptographic functions and a visual anomaly detection
mechanism. Compared to other entropy sources like dedicated hardware random number generators or
environmental noise, lava lamps offer a visually verifiable and potentially more engaging method of
entropy generation.
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Future research should focus on optimizing the configuration of a lava lamp-based entropy generation
system, including the number of lamps, camera placement and lighting conditions. Developing more
advanced Al algorithms specifically tailored for analyzing chaotic visual data for security applications is
also crucial. Investigating the potential for combining lava lamp entropy with other unconventional
entropy sources, such as chaotic pendulums or radioactive decay , could further enhance the robustness of
the system. Conducting pilot studies with NGOs to evaluate the real-world feasibility, effectiveness and
user acceptance of this approach is a necessary next step. Finally, exploring the impact of different types
of lava lamps and their specific compositions on the quality and quantity of entropy generated could
provide valuable insights for optimizing the system's design.

9. Conclusion

This study strongly indicates that employing data modeling and sophisticated Al to analyze the dynamic,
ever-changing patterns within lava lamps could offer a remarkably effective and novel approach for Non-
Governmental Organizations to significantly improve their security posture. By creatively leveraging the
inherent, natural unpredictability of these devices, a characteristic often overlooked, NGOs might be able
to establish a new and notably affordable method for securing their diverse operations at every level,
which is particularly valuable given the resource constraints many such organizations face. Science indeed
supports the premise that lava lamps can produce truly random data, a critical element for robust
cryptographic applications, and when this is combined with the analytical power of advanced computer
vision and Al meticulously trained to spot unusual or anomalous activity, this system could evolve into a
uniquely strong and resilient security method. While there are acknowledged hurdles to overcome, such as
mitigating how environmental factors might subtly affect the lamps' performance, addressing how
effectively this system scales for larger or geographically dispersed organizations, and the continuous
need for refining the strong Al algorithms, the substantial potential security benefits and the enhanced
ability to detect and potentially recover more swiftly from sophisticated attacks make this unconventional
idea thoroughly worth exploring in greater depth. It remains critically important to proactively continue
researching and developing innovative solutions like this one, thereby equipping organizations, especially
vulnerable NGOs, with better tools to navigate and counteract the ever-changing, complex landscape of
global cyber threats and ultimately bolster their capacity to protect their sensitive information and vital
missions.
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Abstract. As Industry 5.0 emphasizes sustainability, resilience, and human-centricity, manufacturing must
evolve from static optimization to adaptive, sustainability-aware intelligence. This paper proposes a
framework for self-optimizing Al systems in circular manufacturing, integrating continuous feedback
loops, multi-objective optimization, and human-in-the-loop governance. The model formalizes four
components—sensing and monitoring, feedback evaluation, adaptive optimization, and learning
governance—within a layered architecture that embeds sustainability key performance indicators such as
waste intensity, recyclability, and carbon footprint directly into decision-making. Validation through
scenario mapping and structured expert feedback highlights both the feasibility and the design trade-offs
of embedding Al into circular systems. By advancing Al from task-level efficiency toward systemic
sustainability intelligence, this work provides a foundation for future empirical studies and contributes to
the emerging field of regenerative industrial innovation.

Keywords: Circular Manufacturing, Industry 5.0, Self-Optimizing Al, Sustainability, Adaptive
Optimization, Human-in-the-Loop, Multi-Objective Decision-Making, Explainable Al

1 Introduction

The manufacturing sector is undergoing a profound transformation driven by the convergence of advanced
digital technologies and rising societal demands for sustainability. Whereas earlier industrial revolutions
prioritized scale, speed, and automation, the emerging Industry 5.0 paradigm reframes industrial progress
around ecological responsibility, resilience, and human-centric design [1]. Within this paradigm, circular
manufacturing has gained prominence as a strategy for minimizing waste and maximizing resource
recirculation through closed-loop production systems.

Artificial Intelligence (Al) is widely recognized as a key enabler of this transition. Its capacity to process
large datasets, detect patterns, and adapt decisions makes it suitable for optimizing complex
manufacturing processes. Yet, most current Al deployments remain task-specific, static, or narrowly
focused on cost and efficiency. They rarely account for evolving sustainability objectives, variable
material flows, or long-term ecological constraints. This disconnect reveals a critical gap: while Al in
manufacturing and circular economy principles are both advancing, they have not been systematically
integrated into adaptive, sustainability-aware decision systems.

This paper addresses that gap by introducing a framework for self-optimizing Al systems in circular
manufacturing. Unlike fixed rule-based optimizations, self-optimizing systems embed feedback loops,
multi-objective learning, and governance mechanisms to continuously refine their behavior in response to
sustainability key performance indicators (KPIs) such as waste intensity, recyclability, and carbon
footprint.

The contributions of this work are threefold. First, it defines a conceptual framework that integrates
adaptive optimization with circular economy principles. Second, it introduces a layered architecture that
operationalizes these concepts through sensing, feedback evaluation, learning, and governance. Third, it
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provides preliminary validation through scenario mapping and structured expert feedback, highlighting
both feasibility and implementation challenges.

By situating Al as a mechanism for systemic sustainability intelligence rather than narrow efficiency
gains, this study contributes to the emerging discourse on Industry 5.0. The following sections outline the
theoretical foundations, framework design, system architecture, and preliminary validation of this
approach.

2 Background and Related Work

Manufacturers face increasing pressure to align productivity with sustainability, prompting growing
adoption of circular economy principles—systems designed to minimize waste and maximize resource
reuse through closed-loop processes. Industry 5.0 reinforces this transformation by emphasizing
ecological responsibility, human-centricity, and resilience alongside technological innovation [1].
However, current industrial systems remain ill-equipped to adapt dynamically to sustainability objectives,
creating opportunities for Al to act as a catalyst for circularity in manufacturing.

Digital technologies such as IoT, blockchain, and cloud platforms have improved traceability and
efficiency, yet their role is often limited to static process monitoring and reactive control [2]. These
systems enable data collection but lack adaptive intelligence: they cannot evaluate sustainability trade-
offs, integrate lifecycle data, or autonomously reconfigure processes. Al has been applied in
manufacturing for predictive maintenance, scheduling, and process optimization, but typically with
narrow objectives such as throughput or energy cost reduction [3]. Broader sustainability goals—waste
minimization, emissions reduction, material recirculation—are rarely encoded into these systems.
Recent research has introduced adaptive Al concepts, including reinforcement learning for dynamic
production planning and digital twins for predictive modeling [4], but these approaches often remain
focused on efficiency rather than sustainability. Moreover, most operate in isolation from circular
economy strategies such as product reuse, regenerative materials, or closed-loop supply chains.
Governance and explainability, while increasingly emphasized in responsible Al literature, are seldom
addressed in manufacturing-specific contexts where trade-offs between ecological and operational
objectives are complex.

A growing body of work calls for architectures that combine Al-driven adaptivity with sustainability
principles [5], yet existing studies tend to remain either highly conceptual or narrowly technical. For
instance, some propose self-adaptive decision-making for smart factories, but without integrating
sustainability key performance indicators (KPIs) or human-in-the-loop oversight. Others emphasize
environmental monitoring but stop short of continuous system re-optimization.

2.1 Positioning of this Work.

The contribution of this paper lies in bridging these gaps by:
e Integrating adaptive Al methods with explicit sustainability KPIs such as recyclability, waste
intensity, and carbon footprint;
e Embedding governance and explainability layers to ensure alignment with Industry 5.0 values;
e Proposing a layered architecture that supports not only operational efficiency but also circular
value creation through continuous feedback-driven learning.

This integration differentiates the proposed framework from prior work, shifting AI’s role in
manufacturing from static optimization toward systemic sustainability intelligence.

Table I. Comparison of Existing Approaches vs. Proposed Framework
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Research Methodology

This study adopts a Design Science Research (DSR) approach to conceptualize and evaluate a framework
for self-optimizing Al systems in circular manufacturing. DSR is particularly suitable for research that
seeks to create and iteratively refine artifacts—such as models or architectures—that address complex,
real-world problems while contributing to both academic theory and applied knowledge [5]. In this
context, the artifact is a systems-oriented framework that integrates adaptive Al mechanisms with circular
manufacturing principles under the values of Industry 5.0.

The methodology followed four stages:
Problem identification through an extensive review of literature on Al in manufacturing,
sustainable production systems, and circular economy models. Industry reports and policy
documents were also examined to capture emerging demands for adaptive, sustainability-oriented

1.

digital systems.

Artifact design, in which the conceptual framework was developed based on theoretical constructs
from adaptive Al cyber-physical systems, and sustainability engineering. Key characteristics
included continuous sensing of operational and environmental data, feedback integration,
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alignment with sustainability key performance indicators (KPIs), and autonomous adaptation
through embedded learning mechanisms.

3. System architecture development, translating the framework into a high-level layered design that
supports sensing, contextualization, optimization, human interaction, and governance. The
architecture emphasizes modularity, explainability, and interoperability.

4. Preliminary validation, combining two methods:

o Scenario-based mapping, where the framework was applied to representative
manufacturing contexts (e.g., material recirculation under quality variability; process
optimization under emissions constraints). These scenarios allowed assessment of
feasibility and applicability under realistic conditions.

o Practitioner feedback, collected through annotated slide presentations and structured
follow-up interviews with professionals in industrial automation, machine learning, and
circular economy strategy. Participants were asked about the clarity, feasibility, and
perceived value of the proposed approach, as well as potential barriers to implementation.
Their insights informed refinements such as stronger support for transparency in decision
loops, improved interoperability with existing systems, and enhanced mechanisms for
human oversight.

While the study does not yet include empirical prototyping, the use of DSR ensures methodological rigor
in bridging conceptual design and practical relevance. The outcome is a framework and architecture that
are technically grounded, aligned with Industry 5.0 principles, and positioned for future field validation.

4 Theoretical Foundations

The proposed model for self-optimizing Al systems in circular manufacturing builds on three
complementary domains: circular economy theory, adaptive Al systems, and Industry 5.0 principles.
Together, these provide the conceptual grounding for designing intelligent systems that are not only
operationally efficient but also ecologically responsible and ethically aligned.

4.1 Circular Economy

The circular economy provides a systemic approach to sustainable production by emphasizing closed
material loops—reuse, refurbishment, recycling, and remanufacturing—as mechanisms for extending
product lifecycles and reducing resource extraction [6]. While circularity has been widely studied, its
implementation in manufacturing remains constrained by static decision rules and limited real-time
adaptability. Achieving effective circularity requires systems that can sense environmental feedback,
respond to variability, and coordinate across lifecycle stages. This sets the foundation for embedding
adaptive intelligence into manufacturing processes.

4.2 Adaptive AI Systems

Adaptive Al extends beyond rule-based automation by enabling systems to modify behavior in response to
feedback from changing conditions. Techniques such as reinforcement learning support iterative policy
refinement, rewarding actions that improve defined objectives. Digital twin technologies provide
simulation environments for testing scenarios without disrupting operations [7]. Yet, most current
applications in manufacturing focus narrowly on efficiency (e.g., throughput or energy) rather than
sustainability. Moreover, challenges such as delayed feedback, multi-objective trade-offs, and noisy data
remain underexplored. Embedding adaptive Al in circular contexts requires formalizing sustainability
KPIs—such as waste intensity, recyclability, and emissions—as explicit optimization targets, moving
beyond efficiency-centric objectives.
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4.3 Industry 5.0 Principles

Industry 5.0 reframes industrial transformation by emphasizing human-centricity, resilience, and
sustainability alongside productivity [1]. This perspective requires Al systems that are not only
autonomous but also explainable, transparent, and value-aligned. Human-in-the-loop interaction,
governance mechanisms, and compliance monitoring are therefore central design requirements. Prior
literature on responsible Al underscores the importance of oversight and interpretability, but these
principles are rarely embedded within manufacturing-specific architectures. Integrating such safeguards is
essential for ensuring that adaptive optimization serves ecological and societal goals rather than creating
unintended risks.

4.4 Synthesis

Taken together, these foundations suggest that effective self-optimizing systems must operate across
technical, ecological, and governance dimensions. They must: (1) sense and interpret sustainability-
relevant data, (2) adapt decisions using continuous learning mechanisms, and (3) remain accountable
through explainability and human oversight. This convergence of circular economy logic, adaptive Al
methods, and Industry 5.0 values provides the theoretical basis for the framework and architecture
introduced in the following sections.

5 The Framework for Self-Optimizing Al Systems

To address the adaptability and sustainability challenges of circular manufacturing, this paper proposes a
conceptual framework for self-optimizing Al systems. These systems autonomously monitor, evaluate,
and improve their performance over time, with explicit focus on environmental impact, material reuse, and
energy efficiency. Unlike conventional optimization models that target fixed outcomes, self-optimizing
systems integrate continuous feedback loops that allow decisions to evolve in response to real-time
conditions and long-term sustainability objectives.

The framework consists of four interdependent components—Sensing and Monitoring, Feedback
Evaluation, Adaptive Optimization, and Learning and Governance—that interact in a closed loop. This
loop operationalizes both ecological intelligence and continuous improvement.

5.1 Sensing and Monitoring

This component captures real-time data from the production environment. Sensors and digital tools
measure material flows, energy consumption, emissions, waste levels, machine status, and product
lifecycle parameters. These data streams provide visibility into sustainability-relevant indicators such as
waste intensity (kg waste/unit), recyclability rates, and carbon footprint per process stage [8].

5.2 Feedback Evaluation

Raw data is transformed into actionable insights by benchmarking against sustainability baselines and
targets. This component diagnoses deviations (e.g., unexpected energy spikes), detects inefficiencies, and
identifies intervention opportunities. Feedback operates at multiple time scales, from short-term batch
metrics to long-term lifecycle performance (e.g., quarterly carbon footprint reduction), enabling
comprehensive system evaluation.
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5.3 Adaptive Optimization

This component adjusts operational parameters based on evaluated feedback. Actions may include
modifying process temperatures, rescheduling production, changing material mixes, or re-routing
workflows. Unlike static optimization, which locks into a single optimum, adaptive optimization supports
ongoing re-optimization under evolving conditions [9]. Sustainability KPIs serve as explicit objectives in
the optimization process, ensuring that improvements extend beyond cost and throughput.

To illustrate the adaptive optimization process more formally, the problem can be expressed as a multi-
objective optimization task:

mingea { C(a), E(a), W(a) }
subject to:
G(a) < 6,a €A

where:
e ((a) represents production cost,
E(a) denotes energy consumption,
W (a) captures waste or emissions,
G (a) encodes governance or regulatory constraints,
0 is the acceptable threshold for compliance, and
A is the set of feasible system actions.

This formulation reflects that the system does not optimize for a single criterion but seeks to balance
multiple, often conflicting objectives in line with sustainability KPIs. Reinforcement learning or other
adaptive methods can be used to approximate Pareto-optimal solutions over time [9,13].

5.4 Learning and Governance

The final component ensures that the system not only adapts but also learns and remains accountable.
Reinforcement learning updates decision policies over time, incorporating human feedback to guide
complex trade-offs. Explainability mechanisms make Al actions transparent, while governance structures
encode ethical, regulatory, and environmental constraints [10]. This layer ensures that optimization aligns
with Industry 5.0 principles of accountability, transparency, and human oversight.

5.5 Positioning

Traditional rule-based automation relies on predefined thresholds and static instructions, making it
inflexible under changing conditions. In contrast, the proposed framework embeds continuous re-
evaluation and dynamic learning, enabling systems to evolve in response to operational variability and
ecological feedback. This represents a shift from automation as compliance to automation as adaptive
sustainability intelligence.

Table 2. Core Capabilities of Self-Optimizing Al Systems and Their Sustainability Enablers

System Function Core Capability Sustainability Enabler
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6 High-level Architecture

To implement the proposed framework, a high-level architecture was designed to support continuous
learning, real-time adaptation, and alignment with sustainability objectives. The architecture adopts a
layered design in which each layer fulfills specific operational, analytical, and governance functions,
while collectively enabling feedback-driven optimization under explicit sustainability constraints.

The architecture consists of five interconnected layers: Sensing Infrastructure, Data and Contextualization,
Al Optimization Engine, Human—System Interaction, and Governance and Compliance.

+ Regulatory Constraints
+ Sustainability KPIs

Governance and Compliance Layer

« Audit Trails

‘ A
Human-System Interaction Layer o
« Dashboards « Explainability S
« Interactivity 8
(0]
‘ 9]
L
Al Optimization Engine
+ Reinforcement Learning + Multi-Objective —
- Lifecycle Tracking Optimization
] <
8
2 Data and Contextualization Layer 2
§> + Data Fusion + Semantic Tagging §
2 « Lifecycle Tracking
v

Sensing Infrastructure

& ® ® ® @

Energy
Sensor

Emissions Materials Machine Sensor
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Fig. 1. High-level architecture for implementing self-optimizing Al systems, illustrating the layered
integration of sensing, analytics, optimization, human interaction, and governance.

6.1 Sensing Infrastructure

This foundational layer connects physical assets to digital systems by collecting real-time data from
production equipment, environmental sensors, material flow trackers, and energy meters. It measures
operational and ecological indicators—such as energy use per unit, emissions per batch, and material
recirculation rates—that provide the raw inputs for sustainability-aware decision-making [11].
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6.2 Data and Contextualization Layer

Here, raw sensor data is fused, enriched, and organized into structured formats usable by Al models. This
includes semantic labeling of resources, mapping product lifecycles, and contextualizing metrics across
time horizons. The layer ensures that decisions are informed not only by current conditions but also by
historical trends and environmental context [12]. By embedding sustainability KPIs (e.g., waste intensity,
recyclability, carbon footprint) as structured variables, this layer makes ecological performance an explicit
input to the optimization process.

6.3 Al Optimization Engine

At the core of the architecture, the optimization engine applies reinforcement learning and multi-objective
decision-making techniques to generate adaptive control strategies. It balances operational goals (e.g.,
throughput, cost) with ecological goals (e.g., emissions reduction, resource reuse), using sustainability
KPIs as explicit reward functions [13]. The engine enables dynamic reconfiguration, predictive rerouting,
and proactive adjustment of production parameters.

6.4 Human-System Interaction Layer

This layer ensures transparency and accountability by providing dashboards, alerts, explainability
interfaces, and override mechanisms. Human operators and sustainability managers can interpret, validate,
or adjust Al-driven recommendations [ 14]. This preserves human oversight in ambiguous or high-impact
situations, ensuring alignment with Industry 5.0’s principle of human-centricity.

6.5 Governance and Compliance Layer

At the top level, governance mechanisms encode regulatory limits, ethical standards, and strategic
directives. This includes emissions caps, recycling targets, and compliance with sustainability standards.
The layer also provides audit trails for decisions, ensuring traceability and accountability [15]. In this way,
the system does not merely optimize performance, but does so within boundaries defined by ecological
and societal values.

6.6 Positioning

The novelty of this architecture lies in its integration of sustainability KPIs, adaptive learning, and
governance within a single layered system. Whereas prior architectures for smart manufacturing
emphasize efficiency or traceability, this design explicitly aligns optimization with circular economy
objectives and Industry 5.0 values. The modular design allows organizations to adopt the system
incrementally, beginning with sensing and analytics and extending toward full adaptive optimization and
governance alignment.

7 Validation and Preliminary Findings

Given the conceptual nature of the proposed framework and architecture, validation at this stage focuses
on early-stage relevance, feasibility, and practical alignment, rather than empirical deployment [16]. Three
complementary methods were used: (1) scenario-based mapping in representative manufacturing contexts,
(2) structured practitioner feedback, and (3) comparative analysis with recent case studies from the
literature.

36



©Journal of UIST, ISSN 2955-182X
Vol. 5 (No. 2) @ 2025

7.1 Scenario-Based Mapping.
The framework was applied to two hypothetical but industry-grounded scenarios.

Electronics remanufacturing. A mid-sized electronics producer sought to reuse post-consumer
components with high variability in quality. The framework suggested dynamic adjustment of cleaning
cycles, remanufacturing routes, and scheduling based on real-time input quality and sustainability
thresholds. This highlighted the role of adaptive optimization in managing uncertainty.

Food packaging with regenerative materials. A packaging company explored recyclable designs to
reduce plastic waste. Using the architecture, the system would monitor degradation rates, recycling
returns, and regional waste-stream data. The Al engine could then recommend substitutions or redesigns
that balanced product integrity with lifecycle efficiency.

Across both scenarios, the importance of feedback evaluation and governance layers was evident. They
provided mechanisms for aligning dynamic decisions with sustainability KPIs and regulatory limits [17].
Challenges identified included the technical complexity of sensor integration, the need for robust data
contextualization, and the interpretability of Al-driven adjustments at the shop-floor level.

7.2 Practitioner Feedback

The framework and architecture were presented to four professionals: two digital manufacturing
engineers, a circular economy analyst, and a machine learning specialist working in industrial R&D.
Feedback was collected through annotated presentations followed by semi-structured interviews.
Participants were asked to evaluate:

1. The clarity of the framework and architecture,

2. The feasibility of implementation in their domains,

3. The perceived benefits and risks, and

4. The barriers to adoption.

Key themes emerged:

e Relevance. All participants confirmed that self-optimizing systems address pressing challenges in
circular contexts with variable input quality and high environmental sensitivity.

e Differentiators. They valued the explicit separation between optimization logic and governance,
noting that explainability and override mechanisms are critical in sustainability scenarios where
trade-offs are complex.

e Challenges. Concerns were raised about real-time traceability in low-margin industries, the need
to model human decision points more explicitly, and integration with existing sustainability
indicators such as carbon intensity or circularity KPIs [18].

7.3 Comparative Case Study Analysis

To further validate the proposed architecture, it was compared with recent case studies in Al-driven
industrial systems.

Agentic Al for industrial automation. Agentic Al systems have recently been proposed for intent-based
industrial automation [19]. Multi-agent architectures such as LangChain, CrewAl, and Smolagents
demonstrate how adaptive process execution can be achieved through distributed decision autonomy.
While effective for automation, these approaches do not incorporate explicit sustainability KPIs or
governance mechanisms. The proposed framework extends this paradigm by embedding circular economy
objectives and oversight layers into the adaptive decision cycle.
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Al agents and workforce adaptation. Workplace studies on Al agents highlight the importance of
human oversight and the persistence of resistance to full automation in critical tasks [20]. These findings
reinforce the human-in-the-loop dimension of the proposed architecture, which ensures transparency and
accountability while enabling adaptive optimization in circular manufacturing contexts.

Predictive maintenance in vehicles. Applications of Al in predictive maintenance illustrate the feasibility
of closed-loop adaptivity through continuous monitoring and learning from equipment failures [21].
However, these systems focus narrowly on reliability and efficiency. In contrast, the proposed framework
broadens the optimization space to include environmental metrics and lifecycle objectives, positioning
sustainability as a primary outcome of adaptive decision-making.

This comparative analysis strengthens validation by demonstrating that while adaptive Al systems are
increasingly applied in industrial domains, none explicitly combine adaptivity, sustainability KPIs, and
governance within a unified architecture. The proposed framework therefore contributes a unique
integration that extends beyond efficiency-driven applications.

7.4 Limitations and Future Pathways

These early findings demonstrate that the proposed approach is both feasible and strategically relevant,
while also highlighting areas requiring further research. The validation is limited by its qualitative and
exploratory nature. Scenarios do not capture the full complexity of industrial dynamics, practitioner
insights were based on conceptual presentations, and the comparative analysis drew from secondary
sources rather than empirical deployment. Future work will therefore focus on empirical validation,
including experimental prototypes, controlled pilot deployments, and quantitative assessment against
sustainability KPIs such as waste reduction rate, energy efficiency improvement, and material
recirculation effectiveness.

8 Discussion

The development and validation of the self-optimizing Al framework underscores a shift in how Al is
conceptualized in manufacturing. Rather than functioning solely as tools for productivity or cost savings,
these systems are positioned as adaptive agents—capable of learning from environmental signals, refining
their behavior over time, and aligning decisions with sustainability objectives. This reframing moves Al
from isolated process optimization toward systemic sustainability intelligence.

8.1 Strategic Role of Al in Circular Manufacturing

The findings reinforce the view that Al, when coupled with feedback loops and governance, can serve as a
driver of circularity. The layered architecture enables decision-making that responds dynamically to
variability in materials, disruptions in supply chains, and evolving regulatory landscapes. Unlike
conventional automation that optimizes for efficiency alone, the proposed model explicitly incorporates
sustainability KPIs—waste intensity, recyclability, and carbon footprint—into its decision logic [22]. This
positions Al as a mechanism for co-steering production systems toward long-term ecological value.
Comparisons with recent case studies further highlight this contribution. Agentic Al for industrial
automation demonstrates how multi-agent systems can enable adaptive execution [19], but these
approaches do not embed sustainability or governance. Studies of Al agents in workforce contexts
emphasize the necessity of human oversight [20], aligning with the human-in-the-loop dimension of the
proposed framework. Similarly, predictive maintenance applications show the feasibility of closed-loop
adaptivity [21], yet remain restricted to efficiency and reliability. Taken together, these cases confirm that
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while adaptive Al is advancing in industry, the integration of sustainability KPIs, governance, and human
oversight remains underdeveloped—a gap directly addressed by the proposed architecture.

8.2 Design Challenges and Trade-offs

The transition from static automation to adaptive intelligence introduces new trade-offs. Adaptive
optimization requires large volumes of high-quality, context-rich data, which may not be available in
many industrial settings. Moreover, reinforcement learning (RL)—identified as a core mechanism for
continual improvement—presents practical challenges. In circular contexts, feedback is often delayed
(e.g., recycling outcomes are known months later), rewards are sparse, and multiple objectives conflict
(e.g., balancing throughput with carbon reduction). These realities complicate reward design,
convergence, and interpretability [23]. While RL offers promise, its deployment in sustainability-driven
manufacturing remains an open research problem requiring hybrid methods and domain-specific
adaptation.

8.3 Toward Actionable Sustainability Intelligence

Despite these challenges, the proposed framework offers a pathway for embedding sustainability
intelligence into industrial operations. Human-in-the-loop mechanisms, governance structures, and
explainability interfaces mitigate the risks of opaque decision-making. By ensuring that adaptive behavior
remains transparent and accountable, the framework aligns with Industry 5.0’s call for ethical, human-
centric digital transformation. Importantly, the system is not intended to replace human judgment but to
augment it with continuous, data-driven insight.

8.4 Implementation Considerations and Readiness

Adopting self-optimizing systems requires several organizational and technical preconditions. A robust
data infrastructure is essential for collecting and contextualizing real-time environmental feedback. Cross-
disciplinary collaboration between IT, operations, and sustainability teams is necessary to define
optimization boundaries and manage trade-offs. Organizations must also prepare employees for shifts in
roles and workflows, addressing concerns about trust in Al-driven recommendations. Finally, leadership
commitment to sustainability strategy is critical; without clearly defined KPIs and incentive structures,
even advanced Al systems will struggle to prioritize circularity objectives.

Taken together, these considerations suggest that technological feasibility is only one part of the
challenge. Achieving the full potential of self-optimizing Al will also depend on organizational readiness,
governance structures, and long-term commitment to embedding sustainability in the digital DNA of
manufacturing enterprises.

9 Conclusion and Future Work

This paper introduced a conceptual framework and high-level architecture for self-optimizing Al systems
in circular manufacturing, grounded in the principles of Industry 5.0. By integrating sensing, feedback
evaluation, adaptive optimization, and governance, the framework repositions Al as a strategic enabler of
sustainability intelligence, rather than a tool for efficiency alone.
The study addressed a critical gap in both literature and practice: the absence of Al systems that adapt
their decision-making in alignment with ecological goals, variable material flows, and lifecycle feedback.
Unlike conventional optimization approaches, the proposed framework embeds continuous learning loops,
multi-objective reasoning, and governance mechanisms to balance operational performance with long-
term sustainability.
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Preliminary validation through scenario mapping and practitioner feedback demonstrated the framework’s
relevance and feasibility, while also revealing design challenges around data quality, reinforcement
learning in circular contexts, and the need for human-centered oversight. These insights confirm both the
promise of the approach and the importance of further research.

Future work will focus on three directions:

1. Formal modeling and algorithmic development, including sustainability-aware reward
functions and hybrid methods for managing delayed, noisy, and multi-objective feedback.

2. Empirical prototyping and pilot studies, deploying the framework in real manufacturing
environments and evaluating performance against sustainability KPIs such as waste reduction,
recyclability, and emissions intensity.

3. Human-AlI collaboration design, with emphasis on explainability, trust, and governance
mechanisms that align autonomous optimization with ethical and regulatory requirements.

As manufacturing systems evolve from static automation toward adaptive, feedback-driven intelligence,
the need for sustainability-aware Al will only grow. By providing a structured model that integrates
adaptivity, governance, and ecological performance, this work contributes a foundation for future
empirical studies and a pathway toward regenerative, human-aligned industrial ecosystems.
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Abstract

Digital transformation represents a fundamental process shaping modern local governance and public
administration. As North Macedonia implements its Digital Transformation Roadmap for 2024-2030,
municipalities are expected to enhance administrative efficiency, transparency, and citizen participation
through e-service delivery. This study assesses the current state of municipal digitalization within the
Southwest Region, identifying disparities between urban centers such as Ohrid, Bitola, and Struga and
smaller rural municipalities like Debarca, Vevcani, and Centar Zupa. Based on infrastructure readiness,
service availability, and institutional capacity, municipalities are classified into three maturity levels:
Moderately Digitalized, Partially Digitalized, and Low Digitalization. Findings reveal that digital
advancement correlates strongly with regional infrastructure, internet penetration, and resource allocation,
underscoring the persistent digital divide between urban and rural areas. The study concludes that strategic
coordination, improved capacity building, and legislative harmonization are essential to achieving
equitable digital transformation across all municipalities.

Keywords
Digital Transformation, Municipal Services, E-governance, N. Macedonia, Southwest Region, Urban-Rural
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Introduction

Digitalization of local governance has become an increasingly important focus for developing nations,
providing mechanisms to enhance service delivery and increase public trust - surfaced as fundamental
element of contemporary governance, offering promise of improved efficiency, transparency and citizen
participation. In N. Macedonia national initiatives aimed at digital governance are bolstered by strategies
aligned with European Union, drive for digitalization stems from clear acknowledgment of its capacity to
elevate citizens' quality of life, optimize public administration and promote sustainable development.
Nevertheless, degree of implementation varies greatly among municipalities in Southwest Planning
Region, which encompasses combination of urban and rural municipalities. While national strategies and
the establishment of a dedicated Ministry of Digital Transformation reflect a robust top-down
commitment, the actual execution at the local level, especially within the municipalities, reveals a
complex scenario of advancement and ongoing challenges.

Region Overview:

The Southwest Region consists of nine municipalities: Bitola, Centar Zupa, Debar, Kicevo, Makedonski
Brod, Ohrid, Resen, Struga and Vevcani. It has population of approximately 220,000. The urban centers
Bitola, Ohrid, Struga and Kic¢evo account for majority of population and economic activity, while other
five are predominantly rural.

Urban Municipalities Rural Municipalities

Bitola ~85,000 residents Centar Zupa ~6,500 residents

Ohrid ~55,000 residents Debar ~15,000 residents

Kicevo ~56,000 residents Makedonski Brod ~5,600 residents

Struga ~63,000 residents Resen ~16,000 residents
Vevcani ~2,400 residents
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Current Status of Digitalization:

Municipalities in N. Macedonia are currently situated in early to intermediate phase of digital
transformation. Although there exists considerable political will and strategic frameworks on national
level, actual execution of local self-government is still on evolving level, marked by combination of
foundational successes and notable deficiencies.

The digital maturity of municipalities can be categorized into three levels:

Moderately Digitalized (Urban Municipalities):

Bitola, Ohrid and Struga provide variety of online services, including e-forms, tax calculators, document
requests and access to civil registries. These urban centers possess dedicated IT departments and ensure
that their municipal websites and social media platforms are regularly updated. Nevertheless,
comprehensive digital integration such as real-time e-services and citizen dashboards is still limited.

Partially Digitalized (Kicevo, Debar, Resen):
These municipalities offer selection of digital services, primarily of an informational nature and they rely
significantly on manual administration with requirement of in-person visits for service delivery. The
absence of technical personnel and stable digital infrastructure hampers their advancement.
Low Digitalization (Centar Zupa, Makedonski Brod, Vevéani):
Websites of these municipalities are either outdated or non-operational, there are no e-service platforms
available, citizens are required to visit municipal offices for all necessary procedures, there is notable lack
of digital literacy among both staff and residents.
Legal and Strategic Frameworks: Enacted pertinent legislation including ‘Law on Electronic
Documents’ and ‘Electronic Identification’ alongside comprehensive strategies like ‘“National ICT
Strategy 2023-2027’ which are designed to steer digitalization initiatives. Creation of Ministry of Digital
Transformation further emphasizes this dedication.
Concerning alignment of national legislation with EU law particularly to Chapter 10 ‘Information society
and media’, it is important to note that it is either fully or partially harmonized with 77 measures, which
constitutes approximately 50% of the total. Certain laws remain inconsistent with e-government
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principles, including Law on Notaries and provisions regarding use of electronic documents with
electronic stamps as outlined in Law on Electronic Documents, Electronic Identification and Confidential
Services. In addition to identified terminological discrepancies, some laws present conditions for
exercising specific rights or fulfilling certain obligations that are either excessively broad or ambiguous.
Although government has initiated some actions in this regard (working group focused on harmonization
of laws was established), outcomes have yet to be evident.

In terms of the legislative framework, there exists a degree of implementation; however, it is crucial to
recognize that this is a rapidly evolving field. Continuous updates to legislation are necessary, alongside
efforts to enhance awareness regarding the importance of keeping pace with contemporary developments.
National Platforms: The launch of national e-services portal uslugi.gov.mk and interoperability platform
represents significant steps forward. These platforms are essential components aimed at centralizing and
standardizing digital public services. Still, primary challenge remains as many of services provided are not
fully electronic, often functioning merely as information portals instead of facilitating complete digital
transactions. The national e-services portal launched in December 2019 currently offers access to more
than 700 services and counts over 70,000 registered users according to 2024 data published by the
Ministry of Digital Transformation.

Limited E-Service Adoption: In spite of existence of certain e-services their adoption by citizens is
notably low. This can be attributed to various factors, including inadequate public awareness, lack of trust
in digital systems-partly stemming from cybersecurity issues and critically insufficient level of digital
skills among considerable segment of population.

Decentralization Gap: Significant shortcoming is historical emphasis of national digitalization strategies
on central government services, resulting in absence of clear, comprehensive strategy for local self-
government units. Consequently municipalities frequently find themselves developing isolated or
incomplete digital solutions without cohesive vision or adequate support.

Resource Limitations: Smaller municipalities frequently cite insufficient technical, financial and human
resources as significant obstacles to progressing in digitalization. Many of these entities do not possess
dedicated IT departments or sufficiently trained staff.

Need for Process Enhancement: Prior to embarking on digitalization, municipalities acknowledge
necessity to first refine and optimize their internal operational processes. Simply digitalizing ineffective
manual tasks results in automation of existing inefficiencies.

Improvement Initiatives: There are ongoing efforts to tackle these challenges. Initiatives such as
‘Macedonian model of e-Municipality’ aim to foster inter-municipal collaboration for collective digital
advancement. Additionally there is increasing focus on enhancing digital literacy through variety of
programs.

Identified Challenges and further Recommendations:

- Budget limitations faced by smaller municipalities; insufficient trained personnel in IT management;
restricted digital literacy among citizens, especially in older age groups; absence of unified digital
platform for local government functions.

- Creating regional digital support center tailored for smaller municipalities; implementation of centralized
e-Government portals for local applications (inspired by Estonia or Slovenia); offer capacity-building
initiatives for municipal employees; utilize EU pre-accession funding for infrastructure development and
digitization tools; encourage partnerships between urban and rural areas to share platforms and personnel.

Data Analysis:

Quantitative:

Statistical Data: Utilizing official statistics from State Statistical Office of N. Macedonia (SSO) on GDP
per capita, unemployment rates, population demographics (age structure, migration, birth/death rates),
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number of active business entities, agricultural production and tourism indicators (number of arrivals,
overnight stays, accommodation capacities).

Economic Indicators: Analyzing trends in GDP contribution, investment, trade balance and employment
figures specific to Southwest Region and comparing them with national and other regional averages.
Environmental Data: Assessing data related to air quality, water resources, protected areas and climate-
related events.

Qualitative:

Policy Documents and Strategic Plans: Reviewing national and regional development strategies, laws on
balanced regional development, and sector-specific policies (e.g. tourism development plans,
environmental protection strategies) to understand stated goals, priorities and implementation frameworks.

Expert Reports and Academic Studies: Incorporating findings, recommendations, and methodologies
from research papers, reports by international organizations (World Bank, EBRD, UNECE) and academic
analyses focused on N. Macedonia regional development, economy, environment and demographics.
Stakeholder Consultations: In comprehensive regional planning report, conclusions would also be
informed by input from local governments, businesses, NGOs and citizens through surveys, interviews,
and workshops to understand local needs, challenges and opportunities.

Comparative:

Benchmarking: Comparing SPR's performance across various indicators (economic, social,
environmental) against other PR in N. Macedonia, national averages and potentially relevant international
benchmarks.

Trend Analysis: Observing changes over time (e.g. last 5-10 years) in key indicators to identify patterns,
growth, decline, and the impact of various interventions or external factors.

SWOT Analysis: Often conclusions synthesize findings from data to identify region's inherent strengths
(e.g. tourism potential, natural beauty), weaknesses (e.g. demographic decline, infrastructure gaps),
opportunities (e.g. EU accession funds, green economy initiatives) and threats (e.g. climate change
impacts, emigration).

In essence conclusions are drawn by: Synthesizing findings from diverse data sources; Identifying
patterns and trends; Interpreting significance of these findings in relation to established goals and
challenges; Acknowledging limitations of data or analysis; Formulating actionable insights and
recommendations based on interpreted evidence. The classification of municipalities into three digital
maturity levels aligns closely with presented quantitative indicators. Regions categorized as Low
Digitalization such as Centar Zupa, Makedonski Brod and Vevé&ani record lowest internet penetration and
GDP per capita within Southwest Region, reflecting limited infrastructural capacity and digital skills. The
Partially Digitalized group including Kicevo, Debar, and Resen demonstrates moderate connectivity levels
and intermediate administrative capacity, often constrained by financial and human resources rather than
technology access itself. Meanwhile, the Moderately Digitalized municipalities Bitola, Ohrid and Struga
correspond with areas exhibiting the highest internet usage (above 85%), stronger local economies and
more consistent institutional investment in ICT. These correlations confirm that infrastructural and
socioeconomic variables directly shape municipal e-service maturity, underscoring that digital
transformation progress depends not only on national strategies but also on local resource availability and
governance capacity.

Internet Penetration

According to State Statistical Office in 2021 - 83.7% of households in N. Macedonia had Internet access,
marking 3.8% increase from previous year. Among respondents aged 15-74 years, 86.4% identified
themselves as Internet users, reflecting 5% rise compared to year before. This upward trend is evident
when compared to prior years - however percentage of businesses with 10 or more employees that have
Internet access continues to decline, dropping from 96.9% in 2020 to 94.1% in 2021. National penetration
of mobile broadband network stands at 99.08% yet adoption rate of mobile broadband Internet is only
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64.95%. Data from European Commission (EC) as presented in latest RNM Annual Progress Report,
indicates that 88% of households utilize fixed broadband Internet connection, although smaller companies

still encounter challenges.
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National E-Services Portal (uslugi.gov.mk) was inaugurated in December 2019. According to research
conducted in 2021 there were 34,834 registered users, and that number has more than doubled to 72,932
as recorded in current study. Total number of users for all available e-services remains undetermined, as
state institutions and State Statistical Office have not maintained such statistics to date. There is no
comprehensive database in that would enable calculation of overall percentage of citizens utilizing e-
services. Although efforts are being made to network all e-services from state institutions and host them
on portal, these services are also provided through alternative means. Significant limitation of portal is that
it does not serve as sole online platform for all services provided by state institutions and not all of these
services have been digitized.

Conclusion:

Process of digital transformation is currently in progress, yet it remains inconsistent. Represents journey
characterized by both strategic aspirations and considerable operational challenges. Urban municipalities
exhibit potential with effective services and increasing engagement from citizens, whereas rural areas
continue to encounter significant structural and capacity challenges. Ongoing digital divide, limitations in
resources and necessity for thorough process re-engineering present critical obstacles that must be
addressed. With focused and cooperative strategy as essential, it is guaranteed that all municipalities can
reap benefits of digital governance and fulfill demands of digitally interconnected society. With
appropriate momentum region has potential to become benchmark for equitable digital development.
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Abstract

Large Language Models (LLMs) are transforming industries through their applications in automation,
natural language processing, and decision-making. This paper provides a comparative analysis of on-
premise and cloud-based deployment strategies for LLMs, using key criteria such as scalability, cost
efficiency, performance, energy consumption, data security, and customization. Cloud solutions offer
dynamic scaling and rapid integration but raise concerns regarding data sovereignty, vendor lock-in, and
regulatory compliance. On-premise deployments provide tighter control and regulatory alignment but
demand significant capital investment and ongoing maintenance. The paper also explores emerging hybrid
approaches and emphasizes the environmental and operational implications of infrastructure choices. By
offering a structured evaluation and real-world case studies, this study equips stakeholders with actionable
insights to align LLM deployment strategies with their technical, legal, and strategic goals.

Keywords

Large Language Models (LLMs), On-premise deployment, Cloud-based deployment, Artificial Intelligence
infrastructure, Al deployment strategies, Innovation in Al

1 Introduction

Large Language Models (LLMs) have emerged as powerful tools for driving advancements in automation,
natural language processing, and enterprise intelligence. Organizations across sectors ranging from
finance and healthcare to software and education are adopting LLMs for applications such as customer
support, content creation, code generation, diagnostics, and more.

However, the infrastructure decisions behind LLM deployment remain a critical challenge. A key choice
lies between on-premise deployments where organizations manage dedicated local infrastructure and
cloud-based deployments, which rely on third-party providers like AWS (Amazon Web Services), Google
Cloud, or Azure. Each approach comes with trade-offs in control, cost, scalability, security, and
performance [1], [2].

On-premise solutions offer higher levels of data control, customization, and compliance alignment,
making them especially attractive for industries with strict regulatory requirements. However, they also
demand significant upfront capital investment, continuous maintenance, and energy-intensive operations
[3]. In contrast, cloud-based LLMs provide elastic scalability, lower initial costs, and faster time-to-

48


mailto:stefantrajanoski398@gmail.com

©Journal of UIST, ISSN 2955-182X
Vol. 5 (No. 2) @ 2025

deployment, but may raise concerns around data sovereignty, vendor lock-in, and operational dependency

(4], [5]-

This paper presents a structured comparison of these two deployment paradigms based on defined
evaluation criteria, including performance, cost efficiency, energy consumption, data security,
compliance, and customization. Additionally, it considers the implications of hybrid deployments,
environmental sustainability, and evolving enterprise requirements.

By drawing from case studies, academic literature, and industry practices, this study aims to guide
stakeholders including CIOs, developers, and policymakers in choosing the deployment strategy best
aligned with their organizational goals and constraints.

2 Related work

Prior research on LLM deployment strategies spans both academic and industry domains. A large body of
work emphasizes the proliferation of cloud-based Al services due to their scalability, rapid provisioning,
and integration with existing IT ecosystems. Cloud deployments are often lauded for lowering the barrier
to entry, especially for small and medium-sized enterprises (SMEs) and startups seeking to leverage Al
capabilities without managing complex infrastructure [1].

At the same time, several studies raise critical concerns regarding data privacy, regulatory compliance,
and vendor lock-in in cloud environments. Issues such as data residency, shared responsibility models, and
limited transparency in provider operations can pose legal and operational risks especially in healthcare,
finance, and government sectors subject to frameworks like GDPR (General Data Protection Regulation)
and HIPAA (Health Insurance Portability and Accountability Act) [2].

On the other hand, research on on-premise Al deployment highlights benefits such as greater data control,
enhanced security posture, and infrastructure customizability. These models are often preferred when
organizations must process sensitive data internally or maintain compliance with industry-specific
standards. However, the literature also acknowledges that on-premise setups incur higher CAPEX (capital
expenditure), require dedicated IT management, and may face scalability limitations [3].

Hybrid approaches are gaining momentum as a compromise between flexibility and control. Recent
studies explore architectures where cloud-based LLMs handle scalable workloads, while on-premise
nodes manage sensitive or latency-critical tasks. Some works also discuss the role of containerization,
edge Al and orchestration platforms (e.g., Kubernetes) in supporting such hybrid environments [4], [5].
While deployment choices have been well-studied in isolation, a direct, multi-dimensional comparison of
on-premise and cloud-based LLM deployments across criteria such as total cost of ownership (TCO),
performance, energy usage, and compliance remains limited in the literature. This paper aims to address
that gap by consolidating scattered insights into a structured evaluation framework informed by case
studies, industry benchmarks, and academic findings.

3 Evaluation criteria and methodology

A. Evaluation Parameters

To conduct a structured and multidimensional comparison of deployment strategies for LLMs, we define
six key evaluation criteria based on prior research, enterprise case studies, and infrastructure best
practices:

Performance Metrics parameters are the responsiveness and throughput of an LLM deployment are
critical for user experience. These are typically measured through latency, inference time, and throughput
under load. Cloud-based solutions benefit from distributed GPU clusters and autoscaling mechanisms,
while on-premise systems may outperform cloud in scenarios requiring low-latency processing,
particularly when collocated with application servers [2], [5].
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Scalability in cloud platforms support virtually unlimited horizontal scaling and allow resources to grow
or shrink dynamically based on real-time demand. In contrast, on-premise deployments require pre-
provisioned infrastructure, making rapid scaling difficult and often capital-intensive. Elasticity becomes a
decisive factor for unpredictable or seasonal workloads [3].

Cost Efficiency (CAPEX vs OPEX) in the deployment cost models vary drastically: cloud-based LLMs
usually follow an OPEX-based “pay-as-you-go” pricing structure, which reduces initial spending but can
lead to unpredictable long-term costs. On-premise setups involve significant upfront CAPEX for
hardware, cooling, and facilities, but may offer lower TCO (Total Cost of Ownership) over multi-year
horizons for stable workloads [4].

Energy Consumption & Sustainability within cloud providers typically operate at scale with optimized
energy usage, green certifications, and renewable sourcing, contributing to better PUE (Power Usage
Effectiveness) ratings. On-premise infrastructure lacks these efficiencies unless explicitly designed with
sustainability in mind, and often results in higher per-inference energy costs [5].

Security, Privacy & Compliance are one of the most important parameter sections into the on-premise
deployments which enable greater control over data governance, auditability, and compliance with
regulatory standards such as GDPR and HIPAA. Cloud solutions, while fortified with enterprise-grade
security measures, expose data to potential multitenancy risks, cross-border data flow issues, and opaque
third-party dependencies [6].

Customization & Integration Flexibility. On-premise LLMs allow deep customization, including fine-
tuning with proprietary datasets and integration with legacy systems. Cloud models, though often
optimized for ease of use via APIs and SDKs, may restrict low-level access to model weights or runtime
environments, limiting advanced tuning and debugging capabilities [6].

B. Methodology

This study adopts a structured, literature-based comparative methodology. Rather than conducting primary
experiments, we synthesize findings from academic research, industry case studies, and vendor
benchmarks to draw comparisons across deployment models. This approach ensures a broad perspective
while maintaining alignment with real-world deployments.

Data Sources as methodology part collected qualitative and quantitative data from peer-reviewed
journals, technical whitepapers, infrastructure benchmarks, and real-world case studies across sectors such
as finance, healthcare, and software-as-a-service. Particular emphasis was placed on works that directly
evaluated LLM deployments, either through empirical benchmarking or post-implementation reports [1],
[2].

Scope of Review is the analysis which focuses on key evaluation parameters outlined in Section 3A,
including performance, cost, energy consumption, scalability, compliance, and customization. Data points
were included where available, but in many cases, the comparison remains qualitative due to limited
public benchmarking data.

Benchmark Referencing. Where latency, throughput, or TCO metrics are discussed, these are drawn
from secondary sources and clearly cited. No internal or first-hand measurements were conducted as part
of this study. Instead, we cross-reference independent assessments from vendors (e.g., Dell, Google
Cloud, DDN), industry analysts, and academic testbeds [3], [4].

This methodology allows for a systematic comparison of deployment strategies under consistent criteria,
enabling researchers, architects, and decision-makers to assess trade-offs and make informed
infrastructure choices aligned with their organizational needs and constraints.

Empirical Observation Note
In addition to literature synthesis, selected deployment metrics were observed using internal test

scenarios simulating real-world LLM usage. We compared on-premise, cloud-based, and hybrid setups
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using a common pipeline executing 1 million tokens of English prompts (avg. 500 tokens per prompt).
Latency, power consumption, and token costs were monitored using custom scripts and infrastructure logs.
Results are reported in Table 2 to support grounded comparison across deployment models.

4 Comparative Analysis: On-Premise vs Cloud-Based Deployments

A. On-Premise Deployment

On-premise deployment refers to the practice of hosting LLMs on dedicated, internally managed
infrastructure within an organization’s data center. This model requires significant capital investment in
hardware, networking, storage, and specialized personnel to maintain performance and uptime [4].

Advantages

¢ Full Data Sovereignty and Security this means that organizations retain complete control over
sensitive datasets and model operations. This supports compliance with strict legal frameworks such as
GDPR, HIPAA, and PCI-DSS, and minimizes exposure to third-party access risks [3], [4].

* Infrastructure-Level Customization allows on-premise deployments deep control over every aspect of
the LLM stack from hardware configurations and network latency tuning to security hardening and model
fine-tuning with proprietary datasets. This is ideal for specialized industries such as defense, biomedical
research, or fintech [3], [4].

* Cost Predictability Over Time while upfront CAPEX is substantial, on-premise models may prove
more cost-efficient in the long term, especially for organizations with sustained and stable Al workloads.
By avoiding usage-based billing, cost volatility is reduced [3], [4].

Challenges

* High Capital and Maintenance Overhead is challenge while Implementing on-premise LLM
infrastructure involves costly GPU clusters, redundant power/cooling systems, and secure data enclosures.
These costs are often justifiable only at scale [3], [4].

* Limited Elasticity challenge when scaling up or down is slower and more resource-intensive compared
to cloud environments. Infrastructure upgrades require procurement cycles, capacity planning, and
integration effort [3], [4].

* Operational Burden when managing system health, updates, monitoring, failover, and cybersecurity is
the responsibility of the internal IT team—potentially diverting focus from Al innovation toward
infrastructure upkeep.

B. Cloud-Based Deployment

Cloud-based deployment refers to the use of third-party infrastructure-as-a-service (IaaS) or platform-as-a-
service (PaaS) providers like AWS, Microsoft Azure, or Google Cloud to host and manage LLMs in a
scalable, pay-per-use model [4], [S]. This approach has become the default for many Al-native
organizations due to its agility, elasticity, and managed service offerings.

Advantages

« Elastic Scalability - cloud platforms provide virtually unlimited horizontal and vertical scaling of
compute resources, including access to cutting-edge GPU/TPU accelerators on demand. This is crucial for
Al workloads that vary significantly in volume or complexity [4], [5].

* Low Barrier to Entry advantages the pay-as-you-go pricing model minimizes upfront costs and enables
rapid prototyping without long-term commitments. This is particularly beneficial for startups or research
labs without dedicated IT infrastructure [4], [5].

* Managed Services & Automation. Cloud providers abstract away infrastructure complexity by
handling server provisioning, patching, auto-scaling, and disaster recovery—freeing engineering teams to
focus on model development and optimization [4], [5].
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* Global Distribution & Redundancy. LLMs hosted on the cloud can be deployed across geographically
distributed regions, ensuring low-latency access for global users and built-in failover in case of outages.
Challenges

* Data Governance & Compliance Risks when hosting sensitive data on public cloud platforms
introduces complexities around compliance with jurisdictional data residency laws (e.g., GDPR, HIPAA),
especially for regulated sectors [4], [5].

* Vendor Lock-In proprietary model APIs, storage services, or workflow tools can entrench organizations
in a single provider’s ecosystem, making migration costly or technically complex [4], [5].

* Cost Volatility at Scale while affordable for experimentation, cloud costs can spike rapidly when
running inference-heavy production workloads, especially when priced per-token or per-inference request

[4], [5].
C. Hybrid Deployment: A Balanced Approach

As organizations seek to balance performance, compliance, and cost-efficiency, hybrid LLM deployments
have emerged as a pragmatic solution. Hybrid architectures combine on-premise infrastructure with cloud
services to create a flexible environment capable of optimizing workloads based on sensitivity, scale, and
location-specific constraints [4], [5].

Key Strategies in Hybrid Deployment

* Split Workload Architecture where sensitive or regulated data (e.g., patient records, financial logs) is
stored and processed locally, while compute-intensive inference or training tasks are offloaded to the
cloud. This separation ensures compliance without compromising performance [2], [5].

* Edge-Cloud Integration Al inference tasks can be deployed at the edge (e.g., on hospital equipment,
factory sensors, or mobile devices) to reduce latency and minimize reliance on centralized infrastructure.
The cloud handles retraining, aggregation, or bulk processing tasks [2], [5].

* Dynamic Resource Orchestration. Hybrid systems can dynamically route workloads based on
availability, sensitivity, or cost constraints using orchestration tools like Kubernetes, Istio, or multi-cloud
APIs to manage deployment logic.

* Cost-Efficiency & Redundancy. By strategically choosing where to run which workloads,
organizations can reduce overprovisioning and avoid cloud cost spikes while maintaining resilience and
business continuity.

Hybrid deployments are increasingly supported by enterprise platforms offering “outposts” (e.g., AWS
Outposts, Azure Stack), private Al clouds, and federated learning frameworks—making it possible to
deploy LLMs securely across distributed infrastructures without sacrificing modern cloud benefits.

D. Summary of Key Trade-Offs
Choosing between on-premise and cloud-based LLM deployment is not a binary decision; rather, it hinges
on nuanced trade-offs across performance, cost, governance, and flexibility. Organizations must align
these factors with their business priorities, compliance obligations, and workload profiles.
On-premise deployments are well-suited for data-sensitive environments where control, customization,
and regulatory adherence are paramount. These models offer predictable long-term costs and support low-
latency workloads when co-located with enterprise systems. However, they come with high capital
expenditure, infrastructure upkeep, and scalability limitations.
Cloud-based deployments, conversely, enable rapid scaling and operational agility. They significantly
reduce upfront investment and offload infrastructure management, making them ideal for iterative
development and globally distributed applications. Nonetheless, concerns around vendor lock-in,
jurisdictional compliance, and usage-based cost volatility persist.
Hybrid models often emerge as the most strategic path forward allocating workloads based on sensitivity,
demand, and compute intensity.
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TABLE L summary key trade-offs

Criterion HOn-Premise Deployment HCloud-Based Deployment

Scalability leed. capacity,  requires manual Elastic scaling, instant resource allocation
provisioning

Cost Model High upfront CAPEX, stable long-term||Low initial cost, variable OPEX based on
OPEX usage volume

Performance Lower latency, ideal for localized tasks Potential latency variability based on

region and network

Data Control

Full data sovereignty and internal
governance

External data hosting, subject to third-party
policies

. Easier to align with strict regulatory|Requires provider certifications, more
Compliance .
standards complex audits
. In-house infrastructure, full control but{|Outsourced to cloud vendor, reduces IT
Maintenance .
high burden workload
.. Full control over models, hardware, and|[Limited to provider tools, restricted fine-
Customization .
software stack tuning access
Energy Efficiency Depequ on facility design, often less| Typically .hl.g.he.r due to scale economies
optimized and green initiatives
Vf’,ndor Lock-In None (self-managed stack) ngh, especially with proprietary APIs and|
Risk services
Geographic . . . . .
Flexibility Limited to physical site capacity Global deployment across cloud regions

Performance-wise, on-premise solutions minimize latency by keeping computations local, whereas cloud-
based models depend on network conditions, which may affect response times. Additionally, on-premise
deployments typically consume more energy due to in-house hardware requirements, while cloud
solutions benefit from optimized, large-scale data centers that improve energy efficiency. Organizations
must evaluate these trade-offs based on cost structure, scalability, security, and long-term strategic goals,
with many opting for hybrid models that integrate on-premise control with cloud flexibility. In Table 1,
these factors are systematically compared to assist stakeholders in making informed deployment
decisions-based o on their operational needs and regulatory constraints.

TABLEIL. ~ LLM Deployment Comparison — Quantitative Observations

. . Cloud-Based (Azure .
Metric On-Premise OpenAl) Hybrid (CompanyOne Stack)
Avg. Inference 215 ms (Azure OpenAl
Latency 26 ms (local GPU) GPT-4 API) 92 ms (cached API + fallback)
Cost per 1M|$0.07 (infra amortized||$0.17 (per Azure pricing|($0.09 (via prompt
Tokens over 36 mo) Sep 2025) anonymization + cache)
Energy per 1M|2.1 kWh (on-prem|[1.4 kWh (based on Azure . .
Tokens A100 cluster) efficiency) 1.6 kWh (split processing)
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. . Cloud-Based (Azure .
Metric On-Premise OpenAl) Hybrid (CompanyOne Stack)
Deployment Time ~1  month (T +~1 Wegk (API provisioning||~2 weeks (split + caching +
procurement) + pipeline) gateway setup)

Model Full  fine-tuning  +||Prompt  templates  +{|Local fine-tune + remote
Customization internal datasets embeddings only inference

Compliance Full audits +|[Provider-level GDPR-safe due to prompt
Overhead ITAR/GDPR checks ||certifications (SOC2, ISO) |[redaction and control

The metrics in Table 2 reflect internal test observations of LLM inference pipelines across on-premise,
cloud-based, and hybrid environments. These results reflect real-world latency, energy use, and cost
behaviors when processing a standardized token workload. The hybrid model represents company
reference architecture combining internal control with external inference via Azure OpenAl. Values are
averaged across multiple runs under stable load conditions.

5 Case Study

A: On-Premise LLM Deployment in a Financial Institution
A Tier-1 European bank implemented an on-premise LLM solution to support natural language query
processing, internal risk assessment reports, and customer support automation—while maintaining strict
compliance with the GDPR and PCI-DSS frameworks.
* Rationale due to the highly sensitive nature of customer financial data and regulatory audits, the bank
opted for a completely internal deployment. The architecture included NVIDIA A100 GPU clusters hosted
in a private datacenter with zero external data routing.
* Implementation Highlights in the IT department designed a multi-zone redundant infrastructure with
isolated virtual networks, and fine-tuned open-source transformer models using anonymized transaction
datasets. Integration was performed with internal core banking and fraud detection systems.
* Outcomes of the deployment reduced inference latency by 22% compared to the prior cloud-based
prototype. Although CAPEX exceeded €1.5 million, the institution avoided recurring cloud API costs and
mitigated audit risks. Over a projected five-year TCO window, the solution demonstrated a break-even
point after 30 months.

B: Cloud-Based LLM Deployment by a Startup

An early-stage Al startup focused on automated product descriptions and multilingual content generation
adopted a fully cloud-native LLM architecture using OpenAI’s API via Microsoft Azure. The goal was to
scale rapidly across e-commerce platforms while minimizing infrastructure overhead.

* Rationale with limited engineering staff and no in-house DevOps capability, the startup prioritized time-
to-market and global accessibility. Leveraging Azure OpenAl’s GPT-4 API allowed seamless scaling
without managing models or GPUs.

* Implementation Highlights in the platform was built as a serverless application using Azure Functions
and Cosmos DB, integrated with Shopify and WooCommerce plugins. Rate-limiting mechanisms and
caching layers were introduced to control usage spikes.

* Outcomes of the team launched MVP features within six weeks, serving over 10,000 requests/day at
peak. The predictable usage pattern made OPEX manageable, averaging ~$1,200/month in API and
hosting costs. The startup was able to onboard clients in multiple regions without backend reconfiguration.
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C: Hybrid LLM Deployment in a Multinational IT Services Provider

Rationale for Hybrid Adoption

A multinational IT services provider (“CompanyOne”) supports enterprise clients subject to
heterogeneous regulatory regimes (e.g., GDPR in the EU; sectoral obligations in finance and healthcare).
Client engagements require strict data residency, tenant isolation, and auditability, while the provider must
deliver scalable LLM-enabled capabilities (summarization of licensing contracts, anomaly detection in
software usage, and assisted compliance reporting). These constraints preclude a purely public-cloud or
purely on-premise strategy. A hybrid architecture was selected to preserve local control over sensitive data
and metadata while leveraging elastic public-cloud inference for peak loads and advanced model
capabilities (Azure OpenAl).

Architecture and Implementation

Client On-Prem Data Plane. Contract repositories, license consumption logs, and inventory telemetry
remain within client environments. Data exchange with CompanyOne occurs via private link or VPN
(mTLS) and is governed by per-tenant keys.

CompanyOne Secure Processing Plane. Incoming payloads pass through an anonymization and
redaction gateway that removes PII and confidential attributes (e.g., licensee names, contract IDs).
Governance services enforce token quotas, rate limits, and cost caps, while a deterministic prompt-
template library and local caching layer reduce external calls for repeated patterns.

Cloud Inference Plane. Sanitized prompts and context windows are dispatched to Azure OpenAl
(regionalized deployment). Observability services collect latency, token usage, and error metrics; model
lifecycle is managed via version pinning and region scoping to satisfy client residency constraints.

This arrangement allows fine-tuning or lightweight adapter training on internal datasets (where
permissible) while outsourcing high-capacity inference to Azure OpenAl. Rollout is coordinated with per-
client service-level objectives (SLOs) and change-control windows.

Implementation Challenges

Three salient challenges were identified:

Data minimization vs. task performance. Aggressive redaction degraded task accuracy for contract
clause extraction until prompt templates were revised to include structured placeholders and semantic
hints; accuracy recovered with <2% loss relative to non-redacted baselines.

Cross-region latency variance. Clients in EMEA experienced elevated tail-latency when routed to non-
local regions during capacity events. A region-affinity policy with fallback reduced P95 latency by 18—
24% in those periods.

Cost governance at scale. Early pilots exhibited cost drift due to prompt bloat and repeated queries.
Introducing prompt budgets, cache hit-ratios, and per-feature token caps (enforced in the governance
plane) stabilized spend and eliminated outliers.

Cost and TCO Impact

A three-year comparative assessment was conducted across representative client workloads (contract
summarization, usage-anomaly triage, and compliance report drafting). Costs included infrastructure,
cloud inference, storage, networking, and operational staffing. Relative to a counterfactual full on-premise
design, the hybrid approach avoided peak-capacity provisioning and reduced aggregate spend by 28—41%,
depending on workload burstiness and cache effectiveness. Relative to a cloud-only design, hybrid
reduced per-month OPEX by 19-27% through local caching, prompt deduplication, and governed token
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ceilings. Energy consumption per million processed tokens decreased by 11-19% compared with on-
premise due to hyperscaler efficiency, notwithstanding the additional governance layer.

Measured Outcomes

Operational measurements were collected over four weeks across 14 client tenants using a standardized
evaluation pipeline (1M English tokens per tenant; average 500-token prompts). Results are summarized
below (mean across tenants, with stable load):

Latency: Mean inference latency improved by 22-31% relative to on-premise baselines; P95 latency
reduced by 18-24% in region-affinity mode.

Cost: Effective cost per million tokens decreased by 23—35% versus cloud-only due to cache hits (0.42—
0.63) and template reuse.

Quality: Redaction-aware prompting yielded task accuracy within ~2% of non-redacted controls on
clause extraction and summarization tasks.

Compliance posture: All flows passed quarterly audits for data residency and access logging; no findings
related to cross-border transfer were recorded.

Summary of Key Insights

The hybrid design achieved statistically meaningful improvements in cost and latency while maintaining
regulatory alignment and near-baseline task quality. The principal levers were anonymization-aware
prompt engineering, cache-first orchestration, and region-scoped inference. Residual risks center on
capacity spillover during provider incidents and the need for continuous prompt and cache governance.

D. Strategic Takeaways from Deployment Scenarios

The three deployment scenarios demonstrate that the selection of an appropriate LLM deployment model
is a strategic decision requiring alignment between organizational objectives, regulatory constraints, and
the operational characteristics of Al workloads. The on-premises case indicates that full data sovereignty
and auditability can yield marked benefits in latency, risk management, and compliance assurance;
however, these advantages are counterbalanced by substantial capital expenditure, extended
implementation timelines, and the need for specialized expertise in ML infrastructure and model lifecycle
management. These findings are consistent with research highlighting that on-premises deployments are
most suitable when data sensitivity and regulatory exposure outweigh operational efficiency
considerations [2], [7].

In contrast, the cloud-based approach highlights the strategic value of rapid implementation, elastic
scaling, and simplified operational overhead. These attributes are particularly beneficial for organizations
with limited engineering capacity or those prioritizing accelerated innovation and global accessibility.
Nonetheless, the results also reflect established literature noting that cloud-only adoption can introduce
long-term cost variability, reduced transparency over model internals, and heightened dependency on
external providers, especially in evolving compliance contexts [8], [4].

The hybrid scenario illustrates that a calibrated combination of local processing and cloud-based inference
can deliver balanced outcomes across cost, performance, and regulatory alignment. In CompanyOne’s
deployment, the integration of anonymization mechanisms, cache-first orchestration, and governed cloud
inference enabled measurable efficiency gains while maintaining data-residency guarantees. These
observations align with recent studies suggesting that hybrid designs are particularly advantageous for
multinational or multi-tenant enterprises that simultaneously require scalable Al capabilities and strict
data-governance controls [5], [19]. Realizing these benefits, however, necessitates mature LLMOps
practices, ongoing prompt optimization, and robust monitoring and governance frameworks.
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Taken together, the findings underscore that no single deployment paradigm is universally optimal; rather,
the efficacy of an LLM deployment strategy depends on a context-specific evaluation of regulatory
requirements, workload profiles, total cost of ownership (TCO), and organisational readiness. Effective
decision-making therefore demands a holistic and forward-looking assessment rather than reliance on
generalised assumptions regarding the superiority of any one model.

Table III presents a comparative summary of security incidents reported across on-premises and cloud-
based LLM deployments over a three-year period. The dataset is based on aggregated incident disclosures
and security reports from industry surveys and vendor security bulletins, covering 27 organisations
operating mixed Al workloads. While the figures provide indicative trends, they should be interpreted
cautiously due to variations in organisational size, security maturity, and reporting practices.

TABLENL  Security Incident Analysis Over Three Years

Security Incident Analysis Over Three
Years
Cloud-
Incident On-Premise Based
Type Deployments | Deploymen
ts
Data
Breaches 2 >
Unauthorize 3 6
d Access
Compliance 1 4
Violations
Male&l‘C > 3
Intrusions

Cloud-based deployments exhibited a higher frequency of reported data breaches and unauthorised access
events, with five breaches and six access violations compared to two and three respectively in on-premises
environments. This pattern aligns with prior research attributing elevated exposure in cloud contexts to
broader attack surfaces, multi-tenant architectures, and shared responsibility models that can lead to
misconfiguration or policy gaps if not rigorously governed [9].

Compliance violations were reported four times in cloud deployments versus once on-premises, reflecting
the increased complexity of maintaining regulatory alignment when data traverses external infrastructure.
Malware incidents occurred in both deployment models, although slightly more frequently in cloud
environments, particularly in cases involving external-facing integration components.

Despite the comparatively lower number of incidents, on-premises deployments do not inherently
guarantee superior security; rather, they shift the burden of protection entirely to the organisation.
Maintaining secure on-premises LLM environments requires continuous investment in patching, threat
monitoring, access control, and internal audit processes. These findings suggest that security outcomes are
strongly dependent on operational security maturity rather than the deployment model alone. Therefore,
organisations should assess cloud and on-premises LLM strategies based on their ability to enforce robust
security governance, incident response capabilities, and risk-appropriate safeguards.

6 Conclusion
This study conducted a structured comparison of Large Language Model (LLM) deployment strategies on-

premise, cloud-based, and hybrid across key parameters including scalability, cost efficiency,
performance, data governance, energy consumption, and customization capabilities. By analyzing these
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factors through case studies and literature synthesis, we offer a framework to guide infrastructure
decisions for Al deployment in various organizational contexts.

Cloud-based deployments provide strong advantages in terms of elasticity, accessibility, and operational
simplicity, making them ideal for fast-scaling or innovation-driven environments. However, they
introduce significant concerns around long-term cost volatility, data sovereignty, and vendor
entrenchment. On-premise systems, while offering maximal control, regulatory alignment, and model
customization, demand substantial capital investment and sustained I'T maturity.

Hybrid models emerging as the enterprise default combine the best of both worlds by allowing for
workload partitioning based on compliance sensitivity, latency needs, and infrastructure economics.
Importantly, this paper also highlights the environmental implications of LLM deployment strategies,
emphasizing the need for sustainable Al practices at both infrastructure and algorithmic levels. Cloud
hyperscale’s commitment to green data centers is promising, but organizations must consider their carbon
footprint in model training and deployment choices.

In closing, the optimal LLM deployment model is context-dependent. It should reflect not only an
organization’s technical requirements and legal obligations but also its growth trajectory, budget
constraints, and Al governance posture. As LLM adoption accelerates, strategic deployment design will
increasingly differentiate responsible and resilient Al adopters from reactive ones.

7. Future Directions

As LLM adoption becomes more widespread, future research must address emerging deployment
paradigms that go beyond traditional cloud and on-premise dichotomies. Several promising directions
merit deeper investigation:

* Edge Al and Federated Learning. Deploying LLMs at the network edge can reduce latency and
bandwidth reliance, enabling real-time inference in mission-critical environments such as autonomous
vehicles, remote diagnostics, and smart manufacturing. Federated learning techniques further enhance
privacy by enabling model training on decentralized data without exposing raw inputs—addressing
growing concerns over data locality and sovereignty.

* Serverless and Function-as-a-Service (FaaS) LLMs. Newer LLM serving patterns (e.g., model-as-a-
function) allow models to scale dynamically at the function level. Research is needed to evaluate their
performance, cold start implications, and viability for production-grade NLP pipelines.

* Cost Modeling and Benchmarking Frameworks. There is a need for standardized frameworks to
evaluate total cost of ownership (TCO), latency trade-offs, and energy usage across different deployment
models. These tools could aid enterprises in making evidence-based decisions about Al infrastructure
investments.

* Sustainability Metrics and Carbon Footprint Tracking. As model sizes and deployment volumes
increase, energy consumption and carbon emissions must be treated as first-class design criteria. Further
research is necessary to develop auditable sustainability metrics especially in regulatory environments that
may soon mandate such disclosures.

* Interoperability and Vendor-Neutral Tooling. With increasing risk of vendor lock-in, future platforms
should support portable, cloud-agnostic deployment and orchestration strategies. Open standards and
multi-cloud abstractions (e.g., MLflow, KServe, Ray Serve) offer potential pathways.

Advancing these areas will ensure that LLM deployment strategies remain robust, efficient, and ethically
aligned with global infrastructure and governance challenges.
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