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ABSTRACT

Renewable energy projects, particularly wind and solar farms, have garnered significant attention as a potential
solution to global energy challenges. Despite the energy production obstacles, the steady availability of fossil
fuels continues to compete due to established distribution systems, as societies increasingly rely on electricity.
Hydrogen fuel has emerged as a promising avenue for energy production, storage, and distribution, involving
converting surplus renewable electricity into hydrogen through electrolysis, storing it, and distributing it. Our
novel approach leverages blockchain technology to enhance the efficiency and traceability of hydrogen fuel
production, offering a unique synergy of transparency, security, and decentralized governance. We showcase
its viability and effectiveness using the ERC-1155 token standard to tokenize renewable resources and convert
them into hydrogen fuel. Within our tokenized fuel blockchain architecture, we simulate the forecasted growth in
hydrogen production and vehicle demand, highlighting our approach’s efficiency, traceability, and transparency.
This integration showcases the potential for a sustainable hydrogen fuel ecosystem. The gas consumption data
analysis indicates that the daily gas consumption remains below 194 million Gas for refilling 3245 vehicles
(including the cost of one-time contract deployment), demonstrating the feasibility and efficiency of our approach.

1. Introduction

The rise of renewable energy projects like wind and solar farms has
gained global attention due to their potential to address energy chal-
lenges [1]. More than 130 countries worldwide have set a target to
achieve net-zero emissions by 2050. The Paris Agreement, a legally bind-
ing international treaty on climate change, has prompted 110 of the 191
participants to submit updated national action plans to reduce emis-
sions and provide financial assistance to more vulnerable nations [2].
The European Union (EU) has set emission reduction targets for its 27
members. In July 2021, the EU released proposals to revise its climate
legislation, including an emissions trading system focused on carbon
dioxide (CO,), nitrous oxide (N,0), and perfluorocarbons emissions in
the energy, chemical, and aviation sectors. National plans are expected
to submit reports on reducing emissions [3]. However, a significant chal-
lenge for effectively storing and utilizing intermittent energy production
remains [4]. As society increasingly adopts electricity for various appli-
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cations, fossil fuels like coal, oil, and gas remain competitive due to
their ease of storage and established distribution infrastructure [5,6].
The contrast between the intermittency of renewable energy and the
constant availability of fossil fuels highlights the need for innovative
and sustainable energy storage solutions.

Hydrogen is the most promising clean energy source for realizing
low-carbon energy transformation in the 21st century [7]. Hydrogen
Council forecasted that the global demand for hydrogen energy is pro-
jected to reach over 18% of the terminal energy demand by 2050, with
the hydrogen market valued at over USD 2.5 trillion [8]. Incorporat-
ing hydrogen storage methods with Fuel Cell technology is a promising
avenue for energy production, enhancing future material development
and manufacturing processes [9-11]. The strategy entails the conversion
of excess renewable electricity into hydrogen via electrolysis, subse-
quent storage, and eventual utilization through Fuel Cells to reconvey
the stored hydrogen into electricity during peak demand [12,13]. This
approach aims to bridge the temporal disparity between sporadic renew-
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able energy generation and consistent energy consumption, thereby cur-
tailing wastage and enhancing the efficacy of renewable energy sources
as a steadfast and dependable energy reservoir.

The intersection of this energy paradigm with blockchain technology
presents a distinctive synergy. The qualities intrinsic to the blockchain,
including transparency, cryptographic security, and decentralized gov-
ernance, have the potential to amplify the efficiency and reliability
of this multifaceted energy framework [14-17]. Deploying blockchain-
driven smart contracts can automate secure transactions encompassing
storing energy acquisition, distribution, and sale [18]. Furthermore,
blockchain inherent distributive ledger attributes can facilitate metic-
ulous traceability of energy fluxes, ensuring precise bookkeeping and
alleviating fraudulent practices [19-21]. The amalgamation of hydro-
gen storage, Fuel cell technology, and blockchain systems is poised to
inaugurate a seminal era in the energy sector, potentially ushering in a
paradigm shift toward a more ecologically sustainable and progressively
viable energy landscape.

This paper contributes to the process of hydrogen fuel production by
proposing a novel approach that leverages blockchain technology to en-
hance the efficiency and traceability of the production process. Through
blockchain integration, we introduce a tokenization mechanism that
represents these water and electrical resources as tokens. We address
the hydrogen production process using electrolysis, enabling secure and
transparent transfer and creating new hydrogen tokens distributed to
designated filling stations, facilitating a seamless and auditable distri-
bution of hydrogen fuel to vehicles.

Furthermore, our proposed tokenized fuel blockchain architecture is
used to conduct a simulation-based analysis of the forecasted growth in
hydrogen fuel production, distribution, and corresponding demand for
the vehicle. This simulation is conducted within the framework of our
proposed tokenized fuel blockchain architecture, allowing us to quan-
tify the required production volume and resource allocation to meet
future demands. By running a simulated scenario, we demonstrate the
feasibility and effectiveness of our approach in ensuring a sustainable
and well-regulated hydrogen fuel production and distribution ecosys-
tem while meeting the requirements of hydrogen-produced vehicles.
Our research contributes to advancing hydrogen fuel technologies in
a blockchain-enabled paradigm.

This paper is organized as follows: a comprehensive literature review
(Section 2), an overview of blockchain technology and related informa-
tion to the architecture (Section 3), blockchain implementation using
the presented methodology (Section 4), a case study and application
development (Section 5), a simulation demonstrating the effectiveness
of this method (Section 6), and a discussion of this work and potential
future works (Section 7). Finally, Section 8 provides concluding remarks
of the paper.

2. Literature review

This section presents a comprehensive literature review that synthe-
sizes and analyzes existing knowledge of the subject matter. It explores
various scholarly works, research articles, and relevant publications.
The section is divided into two distinct parts. The first part examines the
energy conversion and distribution landscape literature, providing valu-
able insights into current research in this domain. The second part in-
vestigates the domain of blockchain-based tokenization in supply chain
assets, drawing parallelization to the hydrogen fuel production process
for our current research. This segmented approach ensures a thorough
exploration of the underlying themes while facilitating a systematic un-
derstanding of the reviewed literature.

2.1. Blockchain and sustainable fuel development
Andoni et al. [22] comprehensively explored the applicability of

blockchain technology in the energy industry. It evaluates ongoing busi-
ness cases, categorizes initiatives based on their field, platform, and
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consensus approach, and analyzes potential drawbacks and technical
challenges. The review also provides an overview of current research,
industrial projects, and startups in various scenarios. It concludes by ad-
dressing challenges and market barriers that blockchain must overcome
to establish its commercial viability and broader adoption. Wang and
Su [23] reviewed the intersection of blockchain and energy using vi-
sual bibliometric analysis and the Scopus database from 2014 to 2020.
The study identifies increased publications related to blockchain in the
energy sector, particularly since 2018, suggesting a growing research do-
main. Developing countries are emerging as key contributors to energy
blockchain research, focusing on renewable energy. Blockchain technol-
ogy is expected to promote renewable energy advancement and energy
sustainability. The paper examines 783 articles in the energy blockchain
field, evaluating global and national perspectives. Empirical evidence
supports the positive impact of energy blockchain on renewable energy
development, with a surge in related literature since 2017.

Barcelo et al. [24] explored how blockchain technology can be in-
tegrated into the energy sector, offering the benefits of transparency,
security, and efficiency. The combination of blockchain and renewable
energy can lead to innovative business solutions. This study analyzes
the evolving landscape of blockchain in the energy sector. Blockchain
can help overcome challenges and promote energy independence by fo-
cusing on renewable energy. The study also highlights the potential for
secure energy transactions with decentralized trading systems. Mould et
al. [25] explored the potential benefits of combining certification and
blockchain technology to ensure that gases such as hydrogen and biogas
originate from environmentally friendly sources. This integration could
lead to a more sustainable future. Despite blockchain’s energy-intensive
consensus mechanisms, they are being redefined to promote energy ef-
ficiency with renewables, making them a viable addition to the energy
industry. By integrating blockchain with certificates, this technology can
go beyond transportation and foster standards and consumer awareness.
Hydrogen and biogas are emerging as promising renewable fuels.

Wang et al. [26] presented a new approach to pricing hydrogen fuel
at renewable electricity filling stations. The proposed method involves a
two-way decentralized trading system integrating real-time information
to improve profits and energy efficiency. Through cross-chain interoper-
ability, the approach is made more effective. A case study shows that the
dynamic pricing approach is more advantageous than a constant pricing
model. The article also presents a blockchain-based decentralized appli-
cation (DApp) demonstrating how this approach can be implemented
in electric-hydrogen coupling systems. By eliminating third-party inter-
mediaries, the approach reduces operating costs and promotes credible
transactions, leading to a more vibrant market. This new approach has
the potential for wider applicability and further research in comprehen-
sive energy-demand studies.

2.2. Tokenization

In supply chain management, tokenization refers to creating unique
digital tokens on the blockchain to represent physical or digital assets.
These tokens act as digital versions of real-world assets and commodi-
ties, such as products, resources, or materials, and are assigned a specific
digital identity that is securely recorded on the blockchain. Tokenization
offers multiple advantages for supply chains. It allows for precise track-
ing of each asset’s origin and movement, increasing transparency and
decreasing the risk of fraud or counterfeiting. Additionally, tokeniza-
tion simplifies and automates various supply chain processes to prove
operational efficiency. Madhwal [27] proposed using a private permis-
sioned blockchain with tokenization to permanently record transaction
data by establishing a transparent supply chain network, fostering trust
at all levels and mitigating corrupt practices and product counterfeiting.
Harish et al. [28] presented a system that uses blockchain technology
to improve traceability in logistics financing through digital asset tok-
enization, aiming to enhance visibility and traceability in the physical
and digital aspects of supply chain transactions. The primary objec-
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tive suggests a blockchain-powered solution that utilizes digital asset
tokenization to create unique blockchain tokens, resulting in more pre-
cise traceability in logistics financing. It has also explored integrating
this system with stakeholder devices, privacy concerns, and practical
implementation. The proposed system facilitates the sharing, tracking,
and tracing of digital assets in logistics financing. Madhwal et al. [29]
presented a new architecture for representing real-world production
processes using a tokenized directed acyclic hypergraph (DAG). The
proposed approach involves using smart contracts for various entities
in the supply chain and managing tokens representing products in their
possession. Token standards ERC-1155 simplify integration processes,
enabling efficient tracking and assessment of contractor reliability. This
approach combines blockchain data integrity with clear representation
of tokenization products and their states, fostering a trustworthy and
efficient supply chain ecosystem.

After thorough research, we suggest implementing a tokenization
system for hydroproduction in electric-hydrogen systems, specifically
for hydrogen filling stations. This model involves a mechanism for tok-
enizing renewable energy sources and a method for converting hydro-
gen. Utilizing blockchain technology can ensure the smooth and efficient
operation of this approach.

3. Background

Blockchain technology, a decentralized system facilitating secure
and transparent transactions without intermediaries [30], employs a
digital ledger distributed among various entities or nodes, each main-
taining an immutable record copy [31]. Its distributed nature eliminates
central points of failure or vulnerability [32], ensuring high resistance
to hacking, fraud, and manipulation. Transactions within a block are
organized into pairs to form a Merkle root hash, computed using a cryp-
tographic hash function like SHA256 [33]. Originating from Satoshi
Nakamoto’s white paper on Bitcoin [33], blockchain technology extends
to manage cryptocurrencies like Ethereum [34], operating as a peer-to-
peer (P2P) network without central authority. Each node independently
updates the ledger, creates new blocks, and broadcasts them to others
using the gossip protocol [35]. Various consensus algorithms, such as
proof-of-work (PoW), proof-of-stake (PoS), or Byzantine fault-tolerant,
verify block validity [36-39]. Beyond cryptocurrency, blockchain finds
applications in diverse domains like supply chain management, health-
care, and real estate [19,40,41], enhancing logistics by ensuring respon-
sible and sustainable goods movement [19,42].

Ethereum [34], the second-largest blockchain platform following
Bitcoin, provides a robust ecosystem for building DApps on its decen-
tralized infrastructure without a central point of control. Central to its
functionality is the Ethereum virtual machine (EVM), an essential com-
ponent within every Ethereum node, which facilitates the execution of
arbitrary bytecode and ensures deterministic outcomes in a trustless en-
vironment [43]. Deploying Ethereum clients like Geth or Parity enables
transaction synchronization, validation, and execution, with the EVM’s
Turing completeness allowing for the execution of any conceivable al-
gorithm. Smart contracts deployed within the network interact via net-
work explorers or DApps [44,45]. DApps operate on a P2P blockchain
network, are open-source, and support P2P interactions [46]. While net-
work explorers serve as conduits for blockchain transactions, DApps
interact through clients like Geth and OpenEthereum, although they
may face increased complexity due to storage demands. Third-party
platforms like Infura and Alchemy [47,48] provide APIs to streamline
Ethereum blockchain interactions. Blockchain token standards, such as
ERC-20, ERC-721, and ERC-1155, define rules and protocols for token
operation within an ecosystem, ensuring interoperability and consis-
tency [49-51]. These standards facilitate the creation, management,
and interaction of both fungible and non-fungible tokens within a single
smart contract [52,53].
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4. Blockchain implementation
4.1. Tokenized representation of fuel

ERC-1155 is a token standard on the Ethereum blockchain that en-
ables the creation of a single contract capable of managing multiple
types of tokens. Tokens are organized into classes, each representing
a particular asset type. These classes can be either fungible or non-
fungible. ERC-1155 reduces the overhead of deploying individual con-
tracts for each type, saving computational resources and gas fees for de-
velopers and users. Various items in the supply chain can be represented
using tokens, with fungible tokens representing quantities like raw ma-
terials or components, while non-fungible tokens represent unique items
like finished products or high-value assets. Fig. 1 shows the fuel produc-
tion and distribution supply chain. Different system parts are converted
into tokens to make fuel generation easier. When the conditions for fuel
generation are met, a new token is created to represent the produced
fuel.

4.2. System design

The concept of tokenization is fundamental to our approach. We
leverage the ERC-1155 standard to facilitate hydrogen fuel production.
A precise combination of resources is necessary to generate 1 kg of
hydrogen fuel, i.e., 55 kWh of electricity and 10.9106 liters of water
[54,55], procured exclusively from renewable sources. By implementing
ERC-1155 standards, we intend to establish an indexed representation of
water, electricity, and hydrogen quantities. This approach ensures that
the minting of hydrogen tokens is intrinsically linked to the availability
of corresponding balances of water and electricity from the designated
renewable sources. Utilizing this framework, we aim to create a trans-
parent and traceable process for hydrogen fuel production, effectively
tokenizing the production process to align with sustainable and account-
able practices. The smart contract is designed to execute these specific
actions.

The system has five main roles:

1. Administrator: To effectively manage access levels, the adminis-
trator can authorize and define three roles of the user’s wallet:
Water Supplier/Grid, Electricity Supplier/Grid, and Fuel (Hydro-
gen) Generator. As the smart contract owner, the administrator can
assign roles and transfer ownership to another wallet address, al-
lowing for role transitions if needed.

2. Water Grid: The water grid manages and facilitates water-related
activities essential for producing hydrogen fuel. The “Mint” action
records the amount of water drawn from a designated grid and in-
puts this information into the smart contract. The “Transfer” action
allows the water plant to transfer a quantity of water (measured in
liters) within its storage capacity to the hydrogen producer station,
enabling the subsequent hydrogen production process. The water
grid is crucial in maintaining accurate water usage records and fa-
cilitating water resource movement for sustainable hydrogen fuel
creation.

3. Electricity Grid: The electricity grid manages and facilitates
electricity-related operations crucial for hydrogen fuel production.
The “Mint” action records the amount of electricity the plant gener-
ates and inputs the data into relevant smart contracts, focusing on
renewable sources like solar and wind. The “Transfer” action en-
ables the plant to transfer a specific amount of electricity (measured
in kilowatt-hours) to the hydrogen producer station, powering the
hydrogen production process. The plant uses smart contracts to ac-
curately transfer electricity to the intended station, much like the
water station. Ultimately, the electricity plant’s role is to document
electricity generation accurately and distribute it efficiently and in
an environmentally friendly way for hydrogen fuel production.
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Fig. 1. Tokenized supply chain of fuel production and distribution.

4. Hydrogen Producer: The hydrogen plant effectively manages and
facilitates all hydrogen production operations. The system admin-
istrator assigns specific wallets to carry out two crucial activities.
Firstly, “Mint H,” calculates and records hydrogen production us-
ing available water and electricity. Secondly, “Transfer” moves the
produced hydrogen fuel to the filling station, maintaining the fuel
balance.

5. Fuel Station: The fuel station carries out vehicle refills by the
predefined requirements. The system has established specific fill-
ing amounts for different vehicle types, including cars, buses, and
trucks.

4.2.1. Establishing access

Entities are created to grant access to the hydrogen production sys-
tem. In order to gain access, an entity must input its wallet address.
However, only the smart contract admin is authorized to execute trans-
actions. If an attempt is made to execute a transaction as a non-admin,
the smart contract will throw an error, and the transaction will fail to
execute.

4.2.2. Production

A designated entity must have resources to produce hydrogen fuel,
and it can adjust the amount according to specific demands. The entity
responsible for fuel production is responsible for making any neces-
sary adjustments. If the sender’s address does not match the entity’s
address, a transaction reversion process is triggered, and an authoriza-
tion error occurs, indicating that the sender is not authorized to proceed
with the transaction. The entity’s resource utilization depends upon the
quantity of water extracted or electricity produced from the water and
electricity grids, and this utilization is tokenized. The corresponding
amounts are then attributed to the respective wallets and recorded onto
the blockchain.

4.2.3. Data transfer

In production and distribution, entities can transfer inventory dig-
itally and record these transactions on the blockchain. However, only
the responsible entity is authorized to initiate transfer actions. Any at-
tempt by an unauthorized entity to initiate such actions will result in a
revert error, indicating a lack of authorization.

Note: There is a difference in timing between digital and physical trans-
fers. Digital transfers happen immediately, assuming the time of transaction
commitment to the blockchain is negligible compared with transportation,
while physical transfers may experience delays because of the need for phys-

ical movement. For more information on this situation, please refer to Sec-
tion 7.

4.2.4. Fuel production

maxWater = balanceWater/waterRequired
maxEnergy = balanceEnergy/electricityRequire
hydrogenProduction = min(maxWater,maxEnergy) (€8]

Algorithm 1 describes the fuel production process. The fuel produc-
tion process algorithm utilizes ERC-1155 to manage token balances. It
begins by verifying that the sender’s address matches the authorized
entity address. Next, it checks the available water and electricity bal-
ances in the hydrogen plant and compares them with the required
amounts. If there are sufficient balances, the algorithm calculates the
maximum amount of hydrogen that can be produced based on the avail-
able resources. Eq. (1) shows the calculation of the maximum amount
of hydrogen fuel that can be produced based on the available resources.
However, if the available resources are limited, this will constrain the
estimated hydrogen production from water and electricity resources.

To accurately track resources and maintain balance, the algorithm
mints new tokens to record hydrogen production and burns the corre-
sponding amount of water and electricity tokens. This automated ap-
proach aligns with the initial text description and provides a structured
method for the hydrogen plant to calculate, produce, and account for
hydrogen fuel based on available resources.

4.2.5. Fuel filling

In fueling vehicles, Algorithm 2 is essential for efficiency and pre-
cision. It verifies sender authorization to ensure that only authorized
entities can execute fueling. Once authorized, the algorithm identifies
different entities, such as cars, buses, and trucks, based on the input
provided.

Building upon this, the algorithm describes how the system estab-
lishes predefined fueling requirements for each type of vehicle: 6 kg for
cars, 23 kg for buses, and 50 kg for trucks [56-58]. These predefined
requirements are ingrained in the system and are tailored to vehicles
with empty fuel tanks. After each successful fueling operation, the sys-
tem automatically adjusts the hydrogen fuel balance, enabling seamless
future transactions. Depending on the underlying system architecture,
the filling amount can be sourced from the smart contract or off-chain
resources. This algorithm and textual explanation integration highlight
the system’s ability to precisely and effortlessly manage hydrogen fuel
distribution across various vehicle types.
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Algorithm 1 Fuel production.

Import: Setting Parameters, ERC-1155 Instance,
Input: address entity, uint waterIndex, uint _electricitylndex
1: ERC-1155 h2bal

2: dataString « ’0x0’
3: if (msg.sender #_entity) then
4:  Revert with an authorization error
5: else
6: waterBalance « h2bal.balanceOf(msg.sender, waterIndex)
7: requiredWater < waterRequirement
8: electricityBalance < h2bal.balanceOf(msg.sender, electricityIndex)
9: requiredElectricity « electricityRequirement
10: if (waterBalance < requiredWater) then
11: Revert with “Insufficient Balance” error
12:  elseif (electricityBalance < requiredElectricity) then
13: Revert with “Insufficient Balance” error
14:  else
15: maxWater < waterBalance / requiredWater;
16: maxEnergy < electricityBalance / requiredElectricity
17: fuelProduced « min(maxWater, maxEnergy)
18: waterConsumed < fuelProduced - requiredWater
19: electricityConsumed « fuelProduced * requiredElectricity
_mint(fuelProduced)
_burn(waterConsumed)
_burn(electricityConsumed)
20: end if
21: end if

Algorithm 2 Fuel filling.

Input: Setting Parameters, ERC-1155 Instance,
Output: string entity

1: if (msg.sender # entity) then
2:  Revert with an authorization error
3: else
4:  if (_entity = ’Car’) then
5: _burn(6)
6: elseif (_entity = ’'Bus’) then
7: _burn(23)
8: elseif (_entity = 'Truck’) then
9: _burn(50)

10:  end if

11: end if

4.3. Security

The blockchain platform uses smart contracts to ensure reliable,
transparent, and secure decentralized systems. Smart contracts are pre-
defined rules and conditions based on algorithms that describe the sys-
tem workflow. These algorithms maintain security by preventing unau-
thorized users’ unintended actions or malicious activities. Transactions
in blockchain networks require private key signatures to prove owner-
ship and authorization, ensuring that only legitimate parties can initiate
actions on the blockchain.

Smart contracts provide a secure and reliable system by ensuring
consistent and tamper-proof execution based on workflows. This elim-
inates the risks associated with errors or fraudulent manipulation in
the production process. Additionally, predefined requirements are au-
tomatically enforced, which adds more security. Integrating blockchain
technology allows for an immutable record of all fueling transactions.
Each transaction is documented on the blockchain, forming an audit trail
that remains transparent and resistant to tampering. This transparency
enhances accountability and traceability, simplifying the verification of
the legitimacy of each fueling operation while thwarting unauthorized
access or fraudulent activities. Integrating blockchain and smart con-
tract technology adds security and trust to fuel filling.

5. Application prototype

The application is developed using a combination of programming
languages, frameworks, and tools, consisting of two main components:
a frontend and a blockchain-based backend. The backend consists of a
smart contract deployed on the Binance smart chain (BSC) testnet [59],
utilizing the EVM for executing smart contracts. The smart contract
is developed in Solidity, a programming language designed explicitly
for EVM-based smart contract development [60]. The Hardhat frame-
work is employed to develop, test, and deploy the smart contract on the
blockchain [61].

The frontend utilizes Vue3, an open-source JavaScript framework
for creating user interfaces and applications [62]. The design aspect is
accomplished using the utility-first CSS framework Tailwind CSS [63].
The frontend component interacts with the blockchain-based smart con-
tract to facilitate data read and write operations, ensuring a seamless
connection between the user interface and the underlying blockchain
infrastructure.

The application is available at https://hydrogenProduction.web.

app/.
5.1. Smart contract: development

The smart contract is developed using the Solidity programming lan-
guage based on the ERC-1155 token standard.

5.2. Smart contract: testing

The Hardhat network offers a local blockchain environment for de-
velopment and testing purposes. Automated smart contract testing is
executed by implementing predefined test cases that replicate the sim-
ulated workflow of the use case. These tests are conducted using the
ethers.js library, enabling interaction with the smart contract and en-
suring a comprehensive evaluation of its functionality.

The rigorous testing of the smart contracts is carried out into differ-
ent categories.

5.2.1. Smart contract testing: basic
On deployments, the following basic functionalities of the smart con-
tract are tested:
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Fig. 2. Solidity code coverage.

* Basic Contract Deployment
v Contract deployed address is not Null
v WATER generator address is Null
v Renewable generator address is Null
v WATER generator address is Null
v Decimal Value
+ Initializing the Roles
v Transaction Fails as No initialization for all roles
v Only the owner can set roles
v Cannot set the Null address as roles
v Setting roles and verifying the information
v Able to change the roles and verify the information
* Production Phase
v Renewables cannot generate Zero Energy
v Non-authorized renewable energy makers cannot make
energy
v Renewables cannot generate Zero Energy
v Non-authorized renewable energy makers cannot make
energy
Renewables can create tokens
When roles are changed, the new entities can mint, but
the previous ones cannot
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5.2.2. Smart contract testing: hydrogen fuel production
The production testing tests that the process of hydrogen production
is correct:

v Renewables cannot generate Zero Energy

v Non-authorized renewable energy makers cannot make en-
ergy

v/ Renewables cannot generate Zero Energy

v Non-authorized renewable energy makers cannot make en-
ergy

v Renewables can create tokens
1. Minting as per requirements
2. Minting
3. Transferring
4. Checking balance of water and renewables after transfer-

ring, should be 0

5. Minting H,
6. Checking balance of H,

v When roles are changed, the new entities can mint, but the
previous ones cannot

v Only the new entities can set new requirements to mint

5.2.3. Smart contract testing: workflow
v All balances, etc., should be at the initial state
v Producing 1 kg (10000) of H,
1. Minting: water: 109106 liters; electricity: 550000 kWh
2. Transferring
3. Minting H, = 1 kg (10000 units)
4. The balance of electricity at electrolysis should be 0, and
the balance of water at electrolysis should be 0.
v Producing 1 kg (10000) of H,
1. But Minting: water: 2 X 109106 liters; electricity: 550000
kWh

2. Transferring all the units

. Minting H, = 1 kg (10000 units)

4. The balance of electricity at electrolysis should be 0, and
the balance of water at electrolysis should be 109106 liters.

w

We evaluate test effectiveness by measuring code coverage. Fig. 2
shows the coverage of the proposed smart contract.
The code with instructions is available here [64].

5.3. Smart contract: deployment and verification

Hardhat Deploy simplifies the process of deploying smart contracts
onto a blockchain network. This process involves compiling the Solidity
smart contract code into bytecode and creating a transaction that ini-
tializes the contract’s state on the blockchain. Hardhat Deploy interacts
with the chosen blockchain network and submits the deployment trans-
action during deployment. This tool streamlines the deployment process
by automating various steps, ensuring accurate contract initialization,
and providing essential insights into the deployment procedure.

Smart contract verification guarantees the reliability and security of
the system’s operations. Verification of the smart contract ensures that
the smart contracts governing these interactions are free from vulnera-
bilities, bugs, and logical errors. If the smart contracts are verified, the
system gains enhanced trustworthiness, reducing the chances of unau-
thorized access, manipulation, or unauthorized changes. This increased
reliability bolsters the overall confidence of stakeholders, users, and par-
ticipants.

5.4. Frontend: deployment

Interacting directly with a smart contract via a blockchain explorer
might not be the most efficient approach, prompting the preference for
web applications for better user experience (UX). Blockchain networks
can be accessed through DApps, enabling users to execute network trans-
actions. A web application is developed using the Vue framework and
Tailwind CSS for design. Custom web pages corresponding to users’
roles were created and integrated, ensuring seamless workflow actions.
External wallets like MetaMask are also utilized, enabling users to in-
teract with blockchains running on EVMs (such as Ethereum, Binance,
Polygon, etc.). The wallet’s interaction streamlines user activities by
managing the private keys necessary for transaction signing and inter-
acting with the blockchain application.

The application consists of the following pages.

5.4.1. Administrator

The administrator can define three roles: Water Supplier/Grid, Elec-
tricity Supplier/Grid, and Fuel (Hydrogen) Generator. They have key
control over the authorization and own the smart contract, which can
transfer ownership to another wallet address (Fig. 3).

5.4.2. Water supplier/grid

The water plant’s user interface (Fig. 4) facilitates two key actions
the assigned wallet role enables. The role includes two main functions:
firstly, it allows the writing of the amount of water drawn from a wa-
ter grid into the associated smart contract, a process known as “Mint”;
secondly, the water plant can transfer water to the hydrogen producer
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Fig. 3. Interface for Admin, who can set roles for performing actions.
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Transfer
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Fig. 4. Interface for a water plant to mint and transfer water.

station, limited to its storage amount. This transfer is bound by the con-
dition that the transferred water should be less than or equal to the
stored amount. Additionally, the smart contract determines the trans-
fer’s recipient address, ensuring consistent delivery even if the hydrogen
station’s address changes. The amount of water stored in the plant is up-
dated when it draws or transfers water.

5.4.3. User: electricity grid

The user interface of the electricity plant (Fig. 5) has two functions
for the wallet role assigned by the administrator (discussed in Sec-
tion 5.4.1). First, the wallet role allows the plant to “Mint” its electricity
by updating the smart contracts, assuming it is generated from renew-
able sources. Second, the plant can transfer electricity (in kWh) from its
storage to the hydrogen producer station, with the transfer amount lim-
ited to the stored amount. The smart contract determines the recipient
address for this transfer to ensure accurate delivery to the intended user.
The plant’s stored electricity balance is continuously updated based on
generation and transfer activities.

5.4.4. User: hydrogen producer

The user interface of the hydrogen plant, depicted in Fig. 6, explains
its operational capabilities based on the role assigned by the adminis-
trator (as discussed in Section 5.4.1). This role enables two fundamental
activities. Firstly, the hydrogen plant calculates and records the amount
of hydrogen produced based on its available water and electricity re-
sources using the “Mint H,” function. Secondly, the hydrogen plant can
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C Mint )

Balance: 0 KWh

( Transfer )

Fig. 5. Interface for an electricity plant to mint and transfer electricity.

Balance Water: O Liter(s)
Balance Electricity: 0 KWh(s)

( Mint H2 )

Balance: 0 Kg(s)

( Transfer )

Fig. 6. Interface for a hydrogen plant to mint and transfer hydrogen fuel gener-
ated.

transfer the hydrogen fuel it has produced (limited by the fuel balance)
in kilograms to the designated filling station. The recipient address for
this transfer is not derived from the smart contract in the current ver-
sion, but incorporating such functionality in future iterations is possible.
The hydrogen plant’s stored balance of hydrogen fuel changes dynami-
cally due to its production and transfer activities.

5.4.5. User: fuel station

Each vehicle type has a hard-coded filling requirement of 6 kg for
cars, 23 kg for buses, and 50 kg for trucks, assuming empty fuel tanks.
The balance of hydrogen fuel is updated after each fill. Fig. 7 shows the
filling station interface.
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Fig. 7. Interface for fuel station to transfer hydrogen fuel to car, bus, and truck.
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Table 1
Requirements of Water and Electricity to generate 1 kg of Hydrogen.
Source Amount Unit
Water 10.9106 liter
Electricity 55 kWh

6. Simulation results and discussion

6.1. Workflow

6.1.1. Production

Table 1 presents the minimum amounts of water and electricity elec-
trolysis that should be used to generate 1 kg of hydrogen fuel (Fig. 8).
The hydrogen production phase includes the following stages.

1. Renewable procurement:
+ Water Minting: WATER PROVIDER generates water tokens, rep-
resenting the amount of water available from renewable sources
such as water reservoirs or dams.

» Energy Minting: RENEWABLES PROVIDER produces energy to-
kens, symbolizing the energy harnessed from renewable sources
like solar panels or wind turbines.

2. Renewable transfer:

+ Water Transfer: WATER PROVIDER transfers the water tokens to
FUEL GENERATOR, which will be used in the hydrogen produc-
tion process.

+ Energy Transfer: Similarly, RENEWABLES PROVIDER sends the
energy tokens to FUEL GENERATOR for further use.

3. Fuel Creation: Assuming that FUEL GENERATOR has an adequate
supply of water and energy tokens, it utilizes an electrolysis process
to create hydrogen fuel. This is where water is broken down into
hydrogen and oxygen using the supplied energy.

4. Resource Consumption: FUEL GENERATOR consumes the energy
tokens and water tokens during the electrolysis process to generate
the hydrogen fuel. This ensures that the consumed resources are
accounted for and used in the fuel production process.

6.1.2. Distribution

After producing hydrogen fuel through electrolysis at the plant, it is
transported to the filling station by trucks and distributed to end users.
Specialized containers ensure safety and integrity during transit. Note:
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Table 2
Daily requirement for electrolysis to produce the minimum amount of Hydrogen
production to fill the demand in 2030.
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Table 3
Average Gas consumption of the fuel filling process, including the contract de-
ployment.

Type Size Single unit requirement  Total requirement Role Action Gas used
NEXO 3000 6 18000 Contract Deployment 3658896
BUSSES 200 23 4600 Admin Water Authorization 46430
TRUCK 45 50 2250 GRID Authorization 46399
Electrolysis Authorization 46444
Mint Water 50196
; : . Water Transfer Wat 53714
Although, while transferring the fuel, the transporting trucks also consume ranster Water
some amount of hydrogen (depending on the distance), for the experiment, GRID Mint Energy 50186
we do not consider such a scenario but assume the amount of fuel loaded at JtansfedFnergy) 23750
the source is the same as the amount of fuel offloaded at the destination. Electrolysis Mint Fuel 72323
Transfer Fuel 53738
. Fill Car 58513.136
6.1.3. Delivery - ) ) Fuel Station Fill Bus 58524.92
Upon arrival at the filling station, hydrogen fuel is unloaded and Fill Truck 58417.734
stored in designated tanks to maintain its integrity and safety. The stored e HO5ReE003

fuel is distributed to trucks, buses, and cars. The filling station adheres
to predefined vehicle fueling requirements and accurately dispenses the
appropriate amount of hydrogen fuel to each vehicle, ensuring that the
produced hydrogen fuel contributes to a sustainable energy ecosystem.

6.2. Simulation

Based on the predicted demand for the vehicles, we consider the
following scenario for the year 2030:

* Production of plant 1 is 50 MWh.
+ One production plant fills 20 filling stations that fill 3000 NEXO,
200 BUS, and 45 TRUCK vehicles.

6.2.1. Experiment setup

We conducted a blockchain-based simulation on a local machine to
evaluate the prototype’s performance. We used Hardhat, a development-
focused local Ethereum network node. The smart contract is deployed
on the local blockchain network, and the simulation is conducted using
Python. For interacting with Ethereum and EVM-based environments,
we use Web3.py, a Python library that allows sending transactions, in-
teracting with smart contracts, reading block data, and various other use
cases. EVM backs the Hardhat implementation for an Ethereum-based
environment. The experiments are conducted on a computer with 16 GB
2400 MHz DDR4 memory and an Intel Core i9 processor running at 2.3
GHz.

Table 2 shows the number of accounts allocated within each type
of vehicle and the daily requirement for each vehicle to fill complete
tanks with hydrogen fuel. In a blockchain network, we run experiments
with 3250 wallets, of which 5 wallets represent hydrogen production
and distribution entities and the remaining to the fleet of the vehicles.

The daily requirement for hydrogen fuel to meet the fleet require-
ment is 24850 kg, i.e., a minimum of 271128.41 liters of water and
1366750.00 kWh of electricity will be required to meet the daily de-
mand.

6.2.2. Experiment
The experiment follows the following steps:

1. The smart contract owner deploys the smart contract on the local
network.

2. We make the instance of the deployed smart contract by passing
the contract address and the application binary interface (ABI) to
interact [65].

3. The entities of the fuel production and distribution perform the ac-
tivities as described in Section 6.1.

4. Assuming that 1 fuel station can accommodate the daily fuel re-
quirement required to fill a fleet of 3245 vehicles.

5. When analyzing the gas consumption of each vehicle type, we use
a loop to record the data according to the requirements detailed in
Table 2.

6.2.3. Result
Gas consumption data are presented in Table 3, which can be used
to estimate the computational complexity using a specific formula:

Complexity = 3364 + 17n + (342 + 41.5n)d [10° Gas]

where

« d is the system operation days number,
* n is the fleet size,
* Gas is the EVM computational complexity unit.

Each block has a target size of 15 million Gas, but the size of blocks
will increase or decrease per network demand until the block limit of
30 million Gas (2x target block size) is reached. The current average
is 15000000 [66]; therefore, the daily consumption of Gas is less than
194000000 Gas or 13 Ethereum blocks (2 min and 36 s of Ethereum
network time) or 7 Ethereum blocks during the high network. The smart
contract is deployed once initially, but on each repetitive process, the
block is deployed.

7. Discussion and future works

In our architecture, the electrolysis entity defines the water and elec-
tricity required. Since these requirements can be variable and dependent
on multiple factors, like operational changes or demand fluctuations, we
have entrusted the electrolysis component with control over these re-
sources to ensure a responsive and adaptable system. If entities, such as
water and electricity suppliers, determine these requirements, it could
cause issues, such as supply shortages or inefficiencies; thus, it is chal-
lenging to meet the daily demand for vehicles. We can better manage
and optimize the allocation of these resources to the electrolysis plant
to cater to the system’s specific needs, enhancing its efficiency and ef-
fectiveness and meeting the daily requirements.

There can be a time difference between digital and physical re-
source transfers. In a blockchain, transactions done through tokenized
representations are much faster than physical resource transfers that
require actual movement, like transporting fuel by vehicle or moving
products through pipelines. This causes a time lag because of logisti-
cal constraints. We can incorporate a proof-of-delivery mechanism as
an integral component of our system to ensure the exact amount of
resources dispatched from the source and received at the destination
[67]. Imagine a scenario where water reservoirs are transporting a spe-
cific volume of water, but during transit, a leakage occurs, resulting in a
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shortfall between the dispatched and received quantities. In such cases,
the electrolysis process can accept or reject the delivery based on ir-
refutable evidence provided by the proof-of-delivery mechanism. This
multifaceted approach ensures the accuracy of resource transfers and
accelerates the rectification of disparities, thus maintaining our archi-
tect’s overall efficiency and reliability.

8. Conclusion

This paper presents a new approach to producing hydrogen fuel
using blockchain technology, improving the production process’s effi-
ciency and traceability. The tokenization mechanism utilizes the ERC-
1155 token standard, which tokenizes renewable resources like water
and electricity, converting them into hydrogen fuel, thereby enabling
secure and transparent transfers. This technique is applied via electroly-
sis to hydrogen production, resulting in new hydrogen tokens allocated
to designated filling stations. Blockchain technology ensures that the dis-
tribution is accountable and tamper-resistant, providing a seamless and
transparent distribution of hydrogen fuel to vehicles, leveraging crypto-
graphic mechanisms and a distributed ledger to ensure the secure and
transparent distribution of hydrogen fuel.

We have conducted an analysis using simulations within the frame-
work of our proposed tokenized fuel blockchain architecture. This anal-
ysis assesses the projected growth in hydrogen fuel production, dis-
tribution, and demand for hydrogen-powered vehicles. The simulation
allowed us to accurately quantify the required production volume and
resource allocation to meet future needs. The presented gas consumption
data offers insights into computational complexity, aiding in estimating
the required resources. Each block has a target size of 15 million gas,
with the flexibility to adjust based on network demand. The daily gas
consumption remains below 194 million Gas, equating to approximately
13 Ethereum blocks or 7 during periods of high network activity. These
findings provide tangible evidence of the feasibility and efficiency of our
approach.

Through our simulated scenario, we have demonstrated the practi-
cality and effectiveness of our approach in ensuring the sustainability
and well-regulated growth of the hydrogen fuel production and dis-
tribution ecosystem. This aligns with the need for hydrogen-powered
vehicles, making hydrogen fuel technologies more advanced and sus-
tainable within a blockchain-enabled paradigm. Our research has paved
the way for a cleaner, more sustainable energy future.
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