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Preface

This volume contains the papers presented at the 19th International Conference for Informatics
and Information Technology (CIIT 2022), which was held as a hybrid event on May 5-6, 2022.
The conference was organized by the Faculty of Computer Science and Engineering, Ss. Cyril
and Methodius University in Skopje, Republic of North Macedonia.

As the COVID-19 pandemic was still active, CIIT 22 was organized as a hybrid conference.
However, despite the chance to meet each other in person, this was also an opportunity for the
conference to have increased attendance and for the authors to be able to present their work
to a broader audience online. The conference was publicly available to everyone interested.
Likewise, we had students and staff of the Faculty of Computer Science and Engineering, as
well as attendees from other companies and institutions. Additionally, we had participants at
the conference from neighboring countries. In general, we had a lot of excellent submissions
from the country and the region.

The aim of the 19th edition of the CIIT conference, as in previous editions, was to provide
an opportunity for young researchers from the country and abroad to present their work to
a broader research community and get valuable feedback on their work. Regardless of all the
limitations and circumstances that we faced due to the pandemic, we had a rigorous review
process, and the quality, we believe, did not fall behind. For the 19th edition of the conference,
we had 43 paper submissions, of which 17 were accepted as full papers, 2 short papers, and 14
student papers. During the conference, we had 32 presentations organized in 4 paper sessions
and 2 student sessions. Additionally, we had 3 keynote lectures and 3 workshops as part of the
conference.

This year we continued the tradition of this conference and awarded our hard-working
students. However, the grading considered several aspects of each paper: technical quality, sci-
entific contribution, and oral presentation. Each member of the evaluation commission graded
each paper regarding those qualities, and we also considered the reviewer grades and comments.
In the end, we had a difficult task, but we finally reached a consensus and decided to give two
awards, one for the best student paper and one for the best full paper.

We tried to take advantage of both ways of holding the conference (physical and online)
and hopefully we really managed to have more of the advantages and less of the disadvantages.
The hybrid format of the conference allowed the participants to attend in a preferred way
(with physical presence or online) all the talks covering a diverse range of topics. We are
proud to have participants from almost all academic institutions in Macedonia and several
from the state public institutions and business sector as well as from abroad. We had the
pleasure of hosting three invited speakers. Our first keynote speaker was Sashko Ristov, PhD,
a postdoctoral university assistant at the University of Innsbruck, Austria. His research interests
include performance modeling and optimization of distributed systems, in particular workflow
applications and serverless computing.

Our second keynote speaker was Tome Eftimov, PhD, and Gjorgjina Cenikj. Tome Eftimov
is a senior researcher at the Computer Systems Department at the Jozef Stefan Institute. He is
a visiting assistant professor at the Faculty of Computer Science and Engineering, Ss. Cyril and
Methodius University, Skopje. He was a postdoctoral research fellow at the Stanford University,
USA, where he investigated biomedical relations outcomes by using AT methods. In addition, he
was a research associate at the University of California, San Francisco, investigating ATl methods
for rheumatology concepts extraction from electronic health records. His research interests
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include statistical data analysis, metaheuristics, natural language processing, representation
learning, and machine learning.

Gjorgjina Cenikj is a student researcher at the Computer Systems Department at the Jozef
Stefan Institute. She is currently pursuing a Masters degree in the area of Information and
Communication Technologies, focusing on the development of Information Extraction methods
for the domain of food and nutrition. Her main research interests include machine learning,
natural language processing, representation learning and recommender systems.

The third keynote speaker was Drashko Nakikj, PhD. Dr. Nakikj’s primary areas of exper-
tise and investigation are individual, collective and collaborative sensemaking of health infor-
mation for patients and physicians, as well as building tools that support those processes. He
previously worked as a Postdoctoral Researcher at the Department of Biomedical Informatics
at Harvard Medical School, USA. Prior to that, he obtained his PhD in Biomedical Informatics
at the Department of Biomedical Informatics at Columbia University, USA. Dr. Nakikj holds a
MS degree in Computer Science and Information Technology and BS in Computer Science, In-
formation Technology and Automation, both from the Faculty of Engineering and Information
Technologies at the Ss. Cyril and Methodius University in Skopje, North Macedonia.

Part of the conference success is owed to the support received from our partners and
sponsors: Ss. Cyril and Methodius University in Skopje and ICT-ACT Association in Skopje.

November, 2022 Katarina Trojachanec Dineva
Skopje Vladimir Zdraveski
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Language Agnostic Voice Recognition Model

Tea Janeva
Ss. Cyril and Methodius University
Faculty of Computer Science and Engineering, Skopje
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Kostadin Mishev
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kostadin.mishev @ finki.ukim.mk

Monika Simjanoska
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monika.simjanoska@finki.ukim.mk

Abstract—Voice recognition is the ability of a machine to
identify a person based on their unique voiceprint. As this
task is becoming more important and dominant in everyday
people’s lives, this paper is testing different approaches for its
implementation. Using a multilanguage database and working
with the different frequencies’ characteristics, five machine
learning models such as Random Forest, XGBoost, MLP, SVM
and Gradient Boosting, along with CNN deep learning model
were implemented. The models were trained on three different
tasks, gender prediction, age range prediction, and combined
gender and age range prediction. These models were evaluated
using accuracy, F1-score and MCC score. The results showed
that Random Forest outperforms other models by achieving an
accuracy of more than 0.9 for all the three classification tasks.

Index Terms—Voice recognition, Deep learning, Machine
learning, Explainable Machine learning

I. INTRODUCTION

Voice recognition is slowly but surely becoming a key part
of the future of communication. This task is the ability of
a machine or a program to receive and understand spoken
commands from a speaker and later to identify this person
based on their unique voiceprint. On the other hand gender
recognition and recognition of the age range group of the user
are becoming essential information for the interactions of the
users, and altogether for the social community. Both of these
tasks are something that the human brain can automatically
identify, and at the moment these are some of the most
explored subjects in the world of voice recognition - the
technology behind some of the most popular virtual assistants
such as Amazon’s Alexa, Apple’s Siri, Google’s Google
Assistant and Microsoft’s Cortana.

Most of the voice recognition applications work by analyz-
ing the sound provided by the user and then implementing a
variety of methods to understand it and identify the speaker.
As this is a technology that first appeared 50 years ago,
throughout the process of creating a working voice recog-
nition application, different approaches were tried and were
successful. The work that is currently available and working
can be separated in 2 categories, text-dependent systems that
require predetermined voice passphrases and text indepen-
dent systems where the subject of analysis is conversational
speech. The first category requires the speaker to provide
audio of certain key-words and sentences. Some of the most
used methods are Dynamic Time Warping (DTW)-based
methods and hidden Markov model (HMM)-based methods.
Text independent systems given their nature are more popular.

The ability to predict without constantly needing to be
provided with audios of certain key-words gave the possibility
for these systems to be done sequentially. Some of the most
used methods are Long-Term-Statistics-Based Methods, VQ-
Based Methods, Ergodic-HMM-Based Methods and Speech-
Recognition-Based Methods. Both systems have a mutual se-
rious weakness, their security systems can be easily bypassed.
Trying to overcome this weakness, another category of voice
recognition applications is available, a text-prompted speaker
recognition where the idea is that the password sentences
are changed every time. Looking more in depth behind the
elemental job, voice recognition can be classified into 2
parts, speaker identification and speaker verification. Speaker
identification is determining which speaker is the system
currently working with, and speaker verification is the process
of confirming or denying the identity that is calculated [3].

Analyzing the current work made in this field and for
the selected subjects, the majority of speech and later on
voice recognition is conducted on single language datasets,
mostly working with English speakers. This study investigates
different approaches, giving an importance in predicting the
speaker on a model that is trained on multiple languages at
once. Languages differ in many ways, including the way it
is spoken, the way the words are formed and therefore the
way the sentences are put together. The difference that is
of importance for voice recognition are the different spoken
ways, more specifically the features that different languages
offer. Focusing on the frequency every language has, there
can be seen a lot of differences as each language has its
own, with the highest frequency range found in UK English,
which peaks at 12000 Hz. Some of the languages with lowest
frequency range used in this study are French and Spanish
where on average the peak is at 2000 Hz. On the other
hand, in general female frequencies are higher than male and
correspondingly as the speaker ages the frequency of their
speech lowers. [6]

In this paper we are proposing the use of both Machine
Learning (ML) and Deep Learning (DL) models. Focusing
on the different aspects that working with multiple languages
at once offers, we implement and test the models on diverse
information and features. Combining both types of models,
more ways were explored and more results were acquired for
determining the best approach.

The rest of the paper is organized as follows. In Section
IT different researches on the topic are explored and dis-
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cussed. In the methodology Section III an accent is put on
explaining the dataset and its creation, the process behind
the data preprocessing and also all the ML and DL models.
Explainable Machine Learning is introduced as a way to
explain the models and the influence of the features on the
final prediction. The results are presented and discussed in
Section IV and a conclusion is derived in the final Section
V.

II. RELATED WORK

Most often the traditional ML models are modified and
implemented and later satisfying results are achieved. For
example, a system using bootstrapping for audio based gender
recognition implemented 5 models such as Naive Bayes,
Nearest Neighbor, Decision Tree, Support Vector Machine
(SVM) and Logistic Regression on a dataset based on 10
news broadcast excerpts. The classification accuracy for all
the models was around 85% [8]. Another example of research
in this field combining both gender and age recognition is
shown in the models presented in [5]. There were 7 different
proposed and tested methods using Gaussian mixture models
(GMM) and Support vector machine (SVM) models based on
different features such as mel-frequency cepstral coefficient
(MFCC), GMM mean supervectors, acoustic, prosodic and
voice quality, UBM weight posterior probability supervec-
tors, GMM maximum likelihood linear regression (MLLR)
matrix supervectors, polynomial expansion coefficients of the
syllable level prosodic and weighted summation of the fusion
of all the previously listed. The dataset used is the aGender
database. The final results are around 88% weighted accuracy
for gender prediction and around 50% for the age prediction.
One of the best accuracy for this task was acquired by
an approach trying to automatize the Bengali Voice based
gender classification [1]. In this study Mel-frequency cepstral
coefficient (MFCC) was used for feature extraction and for
the ML models Logistic Regression, Random Forest and
Gradient Boosting were implemented. Testing on a dataset
with more than 250 speakers, an accuracy of 99.13% was
obtained.

Using a Multilayer Perceptron on a dataset with more than
3000 samples of both female and male speakers, an accuracy
of 96.76% was obtained [2]. The data was preprocessed
extracting 22 acoustic parameters from the acoustic signals.
Making a combination of acoustic and pitch features and
implementing a set of Neural Networks is an example of some
of the most accurate approaches for gender classification
[4]. The system classifier contains individual experts with
4 MLPs each. Each MLP is separately trained using the
Back Propagation algorithm. When testing this model on a
Switchboard dataset with 19 male and 19 female speakers an
accuracy of 98.5% is reached.

III. THE METHODOLOGY
A. Dataset

This study is conducted on multiple datasets containing
audios from different languages. Primarily the dataset con-
tained only English speakers from different backgrounds,
but to benchmark the results it was updated and another 15
languages were implemented. The main goal for introducing
new languages and working with more than one at a time was
to explore the similarities and differences between the voices
and their characteristics from different parts of the world.

In the final dataset the most dominant language is English
represented by approximately 6000 speakers with more than
64000 audios, however, the total number of speakers in the
dataset was 13399. The languages that are present in the
final, combined dataset are: English, Italian, French, Spanish,
Russian, Portuguese, Croatian, Ukrainian, Greek, Turkish,
Catalan, Bulgarian, Dutch, Hebrew, Persian and Albanian.
The distribution between languages can be seen in Table I
When collecting audios from languages different to English,
the same format of the audios was preserved concerning
length and number of audios per speaker. All of the data
was collected from VoxForge [9] which offers open speech
datasets.

TABLE I
DISTRIBUTION OF DIFFERENT LANGUAGES IN THE DATASET.

Language  Number of speakers
HR 13
FA 15
NB 23
SQ 33
UK 39
CA 41
BG 44
EL 112
TR 154

PT-BR 319
RU 576
NL 682

IT 922

ES 1986
FR 2101
EN 6339

The main focus of this study is towards distinguishing
between 6 different classes combined from age and gender.

The numbers between female and male speakers are drasti-
cally different, as presented in Table II, implying imbalanced
dataset. The first part of this study gives an accent specifically
on the gender, and using all the features from the audios of
the speakers trying to predict if the speaker in question is
male or female.

TABLE I
REPRESENTATION OF GENDER SAMPLES.

Gender  Number
Male 10883
Female 1130

Focusing on the age range, there are 3 age groups imple-
mented as youth, adult and senior. Each of these groups is
represented by a different age range. Youth is characterized
by 25 years and younger (kids under 18 years are excluded),
adult group contains the ages between 25 and 55, and the
senior group contains the older than 55. The majority of the
dataset is represented by the adult group, then the young
group, and the least amount of data is for seniors as can
be seen in Table III.

Combining the 2 classes, we created 6 new possible
classes: female youth, female adult, female senior, male
youth, male adult, and male senior. Within these 6 classes, the
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TABLE III
DISTRIBUTION OF AGE RANGE SAMPLES.

Age range  Number
Youth 1643
Adult 10027
Senior 182

dominant is adult males, and the group for which there are not
representatives is senior females as can be seen in Table IV.
Thus, this class is completely omitted in the further analysis.

The data downloaded to create the dataset is in a specific
format, being separated in 2 parts. The first part is the
audio of the speaker, split in multiple shorter audios, each
of around 10 seconds in duration. The second part is the
information about the speaker, such as gender, age range,
pronunciation, language, etc. When adding new audios from
different languages in the database we followed the same
structuring format.

TABLE IV
DISTRIBUTION OF SAMPLES CONSIDERING COMBINED CLASSES.

Age range and Gender  Number
Youth + Male 1507
Adult + Male 8993
Senior + Male 182

Youth + Female 101
Adult + Female 997
Senior + Female 0

B. Preprocessing

Since we are training the classifiers by using both tradi-
tional Machine Learning and Deep Learning approach, the
dataset was preprocessed in two different manners, accord-
ingly.

For the Machine Learning, the audio files were prepro-
cessed to extract the features describing the frequencies
represented in the particular audio, and those are: nobs, mean,
skew, kurtosis, median, mode, std, low, peak, q25, q72 and
iqr.

For the DL models, raw audios were used as input in the
CNN layer of the DL architecture.

The dataset was labeled to correspond to the three different
classifiers we intend to create, the first to predict only the
gender, the second to predict the age range and the third to
predict a label that corresponds to the combination of both
gender and age range as presented in Table IV, but without
the class for which we do not have any representatives.

C. Machine Learning

Combining 16 languages, we have obtained dataset with
13399 speakers available. After preprocessing the dataset and
extracting the features, it was used to build three types of
intelligent models capable of predicting the gender, the age
range, and the gender and age combined as one label, for a
particular speaker.

Five different models were trained for each classification
task by using Random Forest, Gradient Boosting, Support
Vector Machines, Multilayer Perceptron, and XGBoost. We

experimented with different hyperparameters to obtain the
best results shown in the following Section IV.

As evaluation metrics we used accuracy, F1 score, and
MCC score. N-fold cross-validation was implemented, try-
ing both 5-fold and 10-fold for all the models previously
described in this section.

D. Deep Learning

The Deep Leaning model used in this study is the Con-
volution Neural Network (CNN). Multiple different layers
have been implemented such as Conv2D, BatchNormaliza-
tion, MaxPool2D, Flatten, Dropout and Dense as shown in
Figure 1. Adam was used as optimizer, and for the loss we
used binary cross entropy. The final result was evaluated by
using the same metrics as in the traditional ML approach.
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Fig. 1. CNN model- layers

E. Explainable Machine Learning

To understand how the features affect the gender, age and
the combined labels classification, an explanation of contri-
bution on each attribute from the dataset to each classification
target was done by using SHAP method [7]. To be certain of
the impact, Shapley values were calculated for each of the
10-fold round, and consequently averaged. The results are
shown in the next Section IV.

IV. RESULTS

This section presents the evaluation metrics obtained from
the three types of classifications we presented in the previous
sections.

For the traditional ML case, five ML models were trained
by using 10-fold cross-validation for all the three types of
classifications.

Random Forest performed best at all classification tasks:
gender, age range and combined (gender + age range) pre-
diction. Tables V, VI and VII show the performance of all
the classification models for the three tasks, respectively.

The MLP and SVM models gave poor results considering
the F1-scores and the MCC scores.
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TABLE V
RESULTS FROM 10-FOLD FOR ML MODELS FOR GENDER
CLASSIFICATION.
Model Accuracy F1 score MCC score
XGBoost 0.895 0.786 0.709
Random Forest 0.972 0.918 0.926
Gradient Boosting 0.949 0.947 0.870
Support Vector Machine  0.781 0.211 0.124
MLP 0.899 0.609 0.243
TABLE VI
RESULTS FROM 10-FOLD FOR ML MODELS FOR AGE RANGE
CLASSIFICATION.
Model Accuracy F1 score MCC score
XGBoost 0.907 0.743 0.623
Random Forest 0.977 0.922 0.906
Gradient Boosting 0.895 0.748 0.533
Support Vector Machine  0.848 0.306 0.0
MLP 0.829 0.395 0.188
TABLE VII

RESULTS FROM 10-FOLD FOR ML MODELS FOR COMBINED
CLASSIFICATION.

Model Accuracy F1 score MCC score
XGBoost 0.977 0.920 0.854
Random Forest 0.992 0.973 0.946
Gradient Boosting 0.988 0.963 0.931
Support Vector Machine  0.922 0.546 0.139
MLP 0.771 0.372 0.331

For the DL case, the presented CNN architecture in the
previous section was used for the three classification tasks
denoted as T1, T2 and T3 in Table VIII corresponding to
gender, age range and combined classification.

TABLE VIII
CNN EVALUATION FOR THE THREE CLASSIFICATION TASKS.

Task  Accuracy FI score = MCC score
T1 0.832 0.767 0.617
T2 0.8 0.692 0.516
T3 0.838 0.359 0.579

Analyzing the results from the CNN evaluation it can be
perceived that the DL approach showed worse performance
than Random Forest, XGBoost and Gradient Boosting, re-
garding all the three evaluation metrics at all classification
tasks. We assume the results would be better if more data
were available for the DL approach.

Analyzing the importance of the features by using the
SHAP method as described in the previous section, Figure 2
shows that the median feature has the biggest impact on the
gender prediction. Closely behind are impacts from 25 and
q75.
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Fig. 2. The most important features for gender prediction.

Looking over the SHAP values for the age range predic-
tion, from Figure 3 it can be seen that the values of skew
affect the prediction the most along with Low (meaning the
low frequency) and the feature g25.

skew [ .
s [N N
ow I N
nobs | I
sed [
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median [N N

kurtosis [ NI I
iqr [N
mode NN
q75 --. mmm Class 2
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mean(|SHAP value|) (average impact on model output magnitude)
Fig. 3. The most important features for the age range prediction.

Analyzing the SHAP values for the combined gender + age
range classification gave significant insight in the features
importance overlapping more with the values for gender
prediction than age range prediction. The most important
feature can be seen as q75, closely followed by the median
and 25 values. All the contributions can be observed in
Figure 4.

V. CONCLUSION

In this paper, we have presented different approaches to
voice recognition by using a multilingual database encom-
passing 13399 speakers. Using both machine learning and
deep learning models, three different classifiers were trained
to predict the gender, the age range, and combined label of
both gender and age range. The results were evaluated by
using accuracy, Fl-score and MCC score. Random Forest
showed significantly better results when compared to other
ML models and DL network.

Additionally, Shapley values were used to explain the
influence of the selected features on the model’s ability to
predict the three types of targets. The frequencies’ median
and 25 features have shown to have biggest influence on
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Fig. 4. The most important features for the gender and age range prediction.

the models ability to decide the gender and the age of the
speaker.

As there is a disbalance related to gender, the next steps
would be to include more speakers so that a more balanced
dataset is available as this problem might influence the
accuracy of the experiments. Future work would also include
implementation of the Macedonian language as part of the
dataset.
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Abstract— Our research focuses on attacking Ascon, a
lightweight block cipher presented as a candidate in the NIST
Lightweight Cryptography Standardization Process. This block
cipher provides authenticated encryption with associated data
functionalities. We propose a cryptanalysis model based on deep
learning (DL), where the goal is to predict plaintext bits given
knowledge of the ciphertext and other publicly known cipher
input parameters. Our experiments show that such known-
plaintext attacks can be successfully executed on a round
reduced version of the cipher stripped of the finalization phase.
This, in turn, validates the theoretical results. Cryptographic
algorithms are complex for the purpose of security and cannot
be easily broken by an ML model in their regular form (not
reduced). We explore multiple dataset generation techniques,
model design, and training hyperparameters.

Keywords—lightweight cryptography, cryptanalysis, known
plaintext attack, machine learning, deep learning

L INTRODUCTION

Cryptanalysis studies the inner workings of ciphers, the
ciphertexts they produce, and cryptosystems in general. The
goal is understanding the inner workings of information
systems, uncovering hidden aspects of their operation, and
then discovering or developing techniques toward breaking
them or exposing their weaknesses. This discipline is not
inherently malicious, it is often used to discover the use cases
when a breach in a security system can be achieved so it can
be prevented in the future by improving the system. Cipher
standardization includes extensive security evaluations where
any attacks the cipher might fall weak to are discussed.
Attackers performing cryptanalysis hope to obtain access to
encrypted data and to infer the raw data value without
knowledge of the actual cryptographic key.

Cryptanalysis of block ciphers is not a new idea [1]. This
has been persistently studied, and as a result many
cryptanalytic techniques have been proposed. Most papers list
differential, linear and integral cryptanalysis, attacks which
exploit the algebraic degree, meet-in-the middle attack.
Legacy cryptanalytic technologies are known to require a
great deal of resources, whether that be time, memory, known
plaintexts.

Due to the fact that machine learning (ML) and
cryptanalysis share many of the same concepts and concerns,
they have been described as “sister fields” [2]. This
relationship originates from the similarity in the goal of both
disciplines: to learn some unknown function given pairs of
input and output values (in the cryptanalysis scenario, these
values can be ciphertext and plaintext pairs). We propose a
ML based approach to cryptanalysis, more precisely, within
the deep learning (DL) realm.

Encryption methods are considered lightweight if they are
characterized by small memory requirements and
computational complexity. Their use is suitable in constrained
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devices (low memory, power or computation resources) where
performance of heavier cryptographic standards is not
acceptable. Due to the lower complexity of operation as a
requirement, these types of ciphers seem eligible for
cryptanalysis using machine learning.

II. AScoN

A. Notation

This section defines some basic notation which will be
used in the following sections. Here we define that @ stands
for XOR, right and left bit rotations will be denoted as > and
« respectively, while a||b represents the concatenation of two
bit strings a and b.

B. Ascon

Ascon is a family of ciphers equipped to handle
authenticated encryption with associated data and hashing [3].
Our focus falls on the encryption functionality of the cipher.

Ascon uses a duplex-sponge-based mode of operation for
authenticated encryption. At the core of operation stands a
lightweight permutation, which is used for all family
members. The permutation is used to apply substitution-
permutation network (SPN) based transformations iteratively
using multiple rounds. Input parameters are key, tag and nonce
where different modes support different bit lengths of these
parameters. Namely Ascon branches out into two versions,
Ascon128 and Ascon96, both of which have differences in the
parameters and the achieved security levels. The
recommended choice is said to be Ascon128 and it is the focus
of the analysis in this paper. This mode operates on a plaintext
block size of 64 bits.

The cipher operates using a 320 bit internal state which
gets updated and transformed by the sponge function. The
permutation gets applied in a=12 rounds (for initialization and
finalization phases) and b=8 rounds (for encryption process).
Encryption happens when the input plaintext block is XOR-
ed with the first 64 bits of the state. The part of the state that
“meets” the plaintext block (the first 64 bits of the state) are
called the rate r bits, while the rest are called the capacity bits.
Cipher operations can be divided in four phases:

1. Initialization: The bits of the internal state are
populated using the key K (whose number of bits are
represented by k) and nonce N. More precisely, the
internal state is filled by the vector [V||K||N where [V
is some initialization vector and calculated as:
kllr||a||b||0160-k. After the internal state registry of
bits is no longer empty, initialization can begin. The
320 bit internal state is initialized using 12 rounds of
the Ascon permutation p.

2. Associated Data processing: updates the state using
associated data blocks Ai.
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3. Plaintext Processing: injects plaintext blocks Pi into
the state and extracts ciphertext blocks Ci. Ci can be
calculated as Pi @ Sr, where Sr presents the r bits
from an internal state. After this operation is
performed, the internal bits in Sr accept the value of
Ci themselves.

4. Finalization: injects the key K into the capacity bits
of the state (Sc). After this, finalization is carried out
similarly to initialization - in 12 permutation rounds.
Upon completion, an authentication tag T is
produced with authenticates both the associated data
and the encrypted message.

As mentioned, the internal state S of the cipher consists of
320 bits. It is divided into 5 “words” of 64 bits each. We will
denote them S1, S2, S3, S4, S5; where S1 is equivalent to Sr.
The Ascon permutation module consists of three
transformations that affect the state as follows:

1. Addition of Round Constants: XOR-s a round specific
1-byte constant to the state word S3. The round
constants exist within the cipher stored in a lookup
table [3].

2. Nonlinear Substitution Layer: applies a 5-bit S-box 64
times in parallel in a bit-sliced fashion (vertically,
across words) [4]. The S-box mapping rules are
presented in the official cipher specification [3].

3. Linear Diffusion Layer: provides diffusion within
each state word by XOR -ing different rotated copies
of each word (horizontally, within each word). The
transformations for each state word are shown below.

S1=S1 ® (SI > 19) ® (S1 > 28)
S2=S2 ® (S2 > 61) ® (S2 > 39)
S3=S3 ® (S3>» 1) ® (S3 > 6)
S4=S4 ® (S4> 10) ® (S4 > 17)
S5=S5 ® (S5 7) ® (S5 > 41)

The permutation in Ascon is used during the initialization,
when it is applied in 12 rounds. During encryption, it is
applied in 8 rounds in between each plaintext being processed.

C. Round reducing ciphers

In the world of ciphers, rounds refer to the number of
times some internal cipher function is applied to the data. For
Ascon, rounds are used when the cipher's permutation is
applied to the cipher state in different stages of the cipher
operation. As mentioned, initialization applies the
permutation 12 times (variable a), while the encryption uses
the same permutation 8 times (variable b). Multiple
applications of some function that mix up and shift the data
bits ensure better confusion of the bits - security through
complexity of the transformation. Namely, by mixing the data
repeatedly (multiple rounds), it gets harder to simply return
the data to its internal state. For Ascon, multiple iterations of
the SPN transformations lead to a state where the
transformation becomes layered, and the result is hard to
express in terms of a single formula where all the
modifications applied to a specific bit through the rounds can
be tracked.

Cipher specifications are created with a thick background
of experimentation and proof that defines the specific number
of rounds used for the cipher operation. The number of

rounds is chosen with security, but also with performance in
mind. For example, Ascon with more than 8 rounds in the
encryption permutation module might be more secure, but not
secure to the point where the performance hindering is worth
it. This is a lightweight cipher after all, so performance
optimization is key.

Our cryptanalysis efforts focus on a round reduced Ascon,
but only in the encryption phase. This means, the
initialization carries out using all the rounds it is meant to, but
for the encryption permutation module we experimented with
using 1, up to 8 rounds.

D. Simplified Ascon

Aside from using a round reduced Ascon, which is
common in cryptanalysis attempts, we additionally strip the
cipher of the initialization phase. By using an empty
associated data input, that section can also be considered
avoided. The figure below shows the sections that aren't
relevant to our work as grayed out. Beginning with an
initialized state, the first plaintext block P1 is injected in the
first state word. This modified the state itself but outputs C1
as a result as well. Then the state is processed using the
encryption permutation pb (where b is reduced). Next, P2 is
XOR -ed to the first state word to obtain C2.
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Fig. 1. Ascon encryption (simplified version omits greyed out processes)

We are focused on discovering the relationship between
P2 and C2, thus producing plaintext recovery attacks.
Additionally, if knowledge of P1 and Cl is assumed,
knowing the first state word after initialization is also
assumed.

E. Traditional cryptanalysis of Ascon

The security analysis of Ascon [5] proposed by its creators
gives a detailed inspection of the possible weaknesses when
rounds are being reduced. In their work they apply cube-like,
differential, and linear cryptanalysis to evaluate the security.
The focus falls on practical key-recovery attacks on round-
reduced versions of Ascon-128. The initialization phase was
round reduced to 5 out of 12 rounds. Theoretical key recovery
attacks were proven as feasible for up to 6 rounds of
initialization. From the aspect of forgery, a practical forgery
attack was presented for 3 rounds of the finalization, while a
theoretical forgery attack was presented for 4 rounds
finalization and zero-sum distinguishers for the full 12-round
Ascon permutation.

They present attempts of linear cryptanalysis of Ascon
which can be considered first in the related research efforts
and prove the bounds on the minimum number of active s-
boxes for the Ascon permutation.
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III. MACHINE LEARNING FRAMEWORK

A. Machine learning concepts

Machine learning (ML) is a term that can be used to
describe algorithms that can perform intelligent predictions
based on a data set. The dataset part is necessary since ML
seeks to automatically learn meaningful relationships and
patterns from examples and observations.

The algorithms do multiple passes over the data which
enables them to iteratively learn and uncover hidden
relationships and complex patterns in the data points.

In literature, the algorithms are often referred to as
models. Choosing the appropriate model for a learning task
depends on the complexity of the function, and the
dimensionality and volume of data.

Artificial neural networks represent a family of algorithms
whose internal processing units are mathematical functions.
These models take inspiration from the neurons in the human
brain, and so, the processing units are, each connection
transmitting signals like synapses in the brain. The strength
of these signals depends on an internal weight for each model,
which is updated and adjusted through the learning process.
This affects subsequent processing in the network since the
connected neurons only process signals if the signal strength
exceeds a certain threshold. An activation function defines
this threshold.

Neurons aren’t chaotically distributed throughout the
model; instead, they are organized into layers. The neurons
within a layer do not communicate; instead, they are linked
only to neurons in the previous and following layer.
Depending on the type of neurons, the information (signal)
flow can be one-directional (data flows from one layer to the
next), bi-directional (data flows in different directions). Data
enters the model through the input layer and exists in the form
of predictions through the output layer. The layers in between
are hidden and are tasked with learning a non-linear mapping
between the input and output layers.

Deep learning (DL) is a machine learning technique
which uses deep neural networks (DNN) that contain more
than one hidden layer. These networks follow deeply nested
architectures and can consist of advanced neurons with
multiple activation functions and more complex internal
functions. The simplest forms of ML can estimate and learn
simple linear functions, while complex neural networks can
be used to estimate complex functions. DL uses multiple
layers to progressively extract higher level learnable features
from the input data and as a result is capable of learning
nonconvex and nonlinear functions [6].

B. Machine learning in cryptanalysis

The closeness of cryptanalysis and machine learning has
been theoretically established for three decades [3], but even
so, the research community has been scarce of practical
efforts which exploit more possibilities this similarity offers.
For the most part, practical work in ML driven side channel
analysis (SCA) tasks has shown as very valuable. The earliest
efforts utilized support vector machines (SVM) [7], but
recently DL enhanced SCA has gained a lot of traction.

Ghor’s work in [2] introduces a ML based cryptanalysis
strategy which later inspires further work in the domain. His
work uses DL mechanisms to produce a neural based
distinguisher tasked to perform key recovery attacks on the
lightweight block cipher Speck [8].

The authors in [9] proposes a detailed analysis of the
functionality of the new neural distinguisher who was thus far
known to work as a black box. Studying the classified sets led
to the conclusion that the neural distinguisher relies on the
differential distribution on the ciphertext pairs. Moreover,
they propose a ML based distinguisher which performs
similarly using simple standard machine learning tools.

The other authors, [6] proposes a DL based cryptanalysis
model whose task is to predict the key of block ciphers given
known (plaintext, ciphertext) pairs. Their experiments show
that the DL based approach successfully recovers the key bits
in a reduced key space scenario. When key space restriction
is not applied, the attacks are not successful unless the ciphers
are round reduced. Their work is focused on lightweight
block ciphers: simplified DES, Simon, and Speck.

Perushevska et al. in [10] apply DL for the cryptanalysis
of the DES algorithm. The model uses (ciphertext, plaintext)
pairs during training to learn to predict the plaintext. DES
works in 16 rounds; their work analyses the full
implementation and a reduced-round implementation with
only one round. Also, in [11] they implement a deep neural
network to perform a known-plaintext attack on AES. The
goal is to recover the bits of the plaintext. Their work
encompasses a wide range of experiments using different key
sizes and modes of operation on AES. The results show that
the proposed approach can restore the bits in the whole data
set with a probability of more than 98%, and more than half
of the plaintext bytes with a probability of 99%.

IV. METHODOLOGY

A. Prediction task

Our aim is to construct a model which would be able to
predict the plaintext Pi given the ciphertext Ci. This
effectively is a known plaintext attack where using pairs (P1i,
Ci) we aim to train a DL model. The model is then tested in
order to evaluate the number of plaintext bits it can correctly
guess when provided with the ciphertext bits as input.

B. Dataset generation

A cipher algorithm is a sequence of operations which can
roughly be explained as a very complex mathematical
formula where the end goal is to conceal and obscure the
input data. However, in order to conduct any data
transformation, a few other elements are needed. These
elements come in the form of raw input data which introduces
randomness to the process since the inner workings of a
cipher are not secret. A key and nonce are necessary to
initialize the state of Ascon, this is a necessary step before
any data concealing can even begin.

Encryption is already a complex nonlinear data
transformation and as such it is not straightforward to learn.
We keep this in mind when generating a dataset to train the
model with. By carefully crafting the dataset and placing
some restrictions and rules upon it, we ensure that aside from
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the complexity of the algorithm, the input data is not entirely
random and all over the place. That can be achieved by using
a dataset where the inputs have small variability: any input i
does not differ from any other input j by more than x bits
(where x is some small number). This way, the model can
gradually learn how small differences in the input manifest in
the output. The same key was used for the creation of one
dataset, since we want to simulate it as an ingrained part of
the cipher itself, and not as a randomizing input parameter.

Dataset generation begins with the generation of one
random key which will be used throughout the generation
process. For the dataset creation, we created 1000 low
variability ciphertexts and 1000 low variability nonces and
then we combined each ciphertext with all the nonces from
the nonces dataset. This resulted in a dataset with 1 million
pairs of type (ciphertext, nonce). For each pair, the nonce and
the predefined fixed key were used to initialize the cipher
state. After initialization, associated data comes into play
(mentioned in the introduction). However, the associated data
affects the internal state, making it go through more rounds
of permutation. We decided to eliminate this step (since it is
optional) in order to simplify the processing as much as
possible, so we didn’t use associated data input (left it empty).
This still does a change to the state, and 1 is XOR-ed to the
last bit of the state. After the initialization, one is able to see
the existing state of the cipher.

Ascon encrypts data by XOR-ing the data block (64 bits)
to the first word of the state (also 64 bits, so no need for
padding): Pi @ S1. Knowing the plaintext-ciphertext pair
produced by this XOR reveals the first word of the state itself.

In our dataset generation we wish to focus on the
encryptions produced when the cipher state has gone through
encryption permutation rounds. This is possible by skipping
the first plaintext block (since it only meets with the
initialized state that doesn’t get affected by the encryption
permutation) and focusing on the second block of the
plaintext. We set the first block of the plaintext to all 0’s.
Knowing this, it can be assumed that the first word of the state
is revealed as well, since we controlled the first input block.
This is a subject to a later discussion.

Now, moving on to a phase where the encryption
permutation module has been executed and using b
encryption rounds, the permutation was applied to the state.
Ascon applies the permutation in b=8 rounds. We
experimented with round reduced versions which use from 1
up to 8 rounds, and for each round option we generated the
next cipher state. This is important since XOR-ing the state
to the generated ciphertext in the pairs provides the plaintext
in the equation. This might seem like a backwards way to
generate (plaintext, ciphertext) pairs, but since the ciphertext
is the input to the model, it has to be the starting point
(generated first) so the variability across the dataset can be
controlled and reduced.

The resulting dataset contains 1 million records, each with
values: (ciphertext, nonce, plaintext, state). Since the nonces
are repeated for the dataset, this can be considered as a
simulation of a nonce misuse scenario. This is not a
disruption of the rules for train test datasets - no input train
data is repeated in the test data. Additionally, even if the
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number of unique ciphertexts in the dataset is 1000, the
number of unique (ciphertext, nonce) input pairs is 1.000.000.

C. Feature selection

Hinting plaintext bits. The problem can be simplified
further, by tasking the model to predict only a subset of the
plaintext bits, while the other bits of the plaintext are revealed
to it and are used as input when training. This captures the
scenarios when chunks of plain data can be sniffed and
uncovered, and only some parts remain unknown. In our
work, we have experimented with revealing the first x bits of
the plaintext and predicting the remaining bits, where x varies
from 0 to 32.

Previous state. As hinted earlier, the state of the first word
of the cipher after initialization is a sequence of 64 bits which
might be revealed to the model. Just as the section above, this
leads to branching in the experimentation department.
Namely, one can use the state as additional information to the
ciphertext and nonce in the task of predicting the plaintext.
This state can be considered as completely unknown,
partially revealed (a subset of the bits used as input to the ML
model) or completely known.

D. Applying machine learning

The design of the models is responsible for the model
performance. Specifying the hyperparameters of a model
refers to defining the number of layers and neurons,
activation function.

The number of layers, the number of nodes and the type
of neurons in each hidden layer are hyperparameters that
control the topology of the network. In our work we used a
deep neural network with fully connected (dense) layers
whose inside neurons connect to every neuron in the
preceding layer. At each node, the input data (signal) gets
multiplied by the weights in a node. The resulting value is
then transformed using an activation function to produce the
output (or activation) of the node.

In order to use stochastic gradient descent with
backpropagation of errors when training DNN’s, the
activation function must be chosen so that complex
relationships between input and output data can be learnt all
while avoiding oversaturation. The ReLU activation function
outputs the input if it is positive, otherwise outputs zero.
Neurons in all layers except the output layers were set to use
this activation function.

The sigmoid activation function is nonlinear and
transforms the input data into a value between 0.0 and 0.1.
Inputs larger than 1.0 are mapped to the upper bound (1.0),
while extremely small values converge to 0.0. This is the
default function to use when a binary answer is required. This
activation is applied in the output layer of the neural network;
the final sigmoid activation function performs the binary
classification, and it dictates the prediction for each output
bit. The cutoff is done by a threshold in a way that if
sigmoid(x) is greater than the threshold then the result is 1
(the default value for the threshold is 0.5).

1) Optimizer
During the compilation of the model, the Adam optimizer,
and binary cross entropy loss were used. Adam is an
optimization algorithm created as an extension to stochastic
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gradient descent whose task is to iteratively update network
weights based on input data. The algorithm works with the
gradient and the squared gradient variables to calculate an
exponential moving average [12].

2) Loss

Loss functions measure the deviation between a model's
estimation of a value and the actual value. The loss function
maps model predictions to their associated costs.
Classification tasks aim to produce a discrete class prediction
as output. Binary classification tasks are even simpler since
only two classes exist. Our research is in the realm of binary
classification, in the sense that we are predicting the values
of bits in the plaintext which.

Entropy can be defined as a measure of randomness of the
data during processing. It is a way to express the uncertainty
associated with a given probability distribution. Difference
between the randomness of two random variables is binary
cross entropy. As the predicted probability diverges
increasingly from the expected label the cross-entropy loss
increases.

3) Train/test partitions
The models were trained on 80/20 train test datasets
derived from the generated dataset (1 million records). Data
is randomly picked from the dataset to generate the train and
test datasets, and they are used equally for each model. This
means, all models see the same training data, and get
evaluated for the same test data.

4) Training Hyperparameters

Machine learning models have hyperparameters which
control the learning process. These parameters can in turn
affect the time to train and test the model, as well as the
model’s performance as well. Performance variations of the
models are likely caused by a subset of all the
hyperparameters, and we will be focusing on two of them
below.

The batch size controls the accuracy of the estimate of the
error gradient during training. Using larger batch sizes allows
for speedups fueled by parallel computation using a GPU. A
batch refers to the number of training samples used in an
iteration

An epoch encompasses a single complete pass of all the
training data through the machine learning algorithm. The
model learns by updating the weight of nodes at the end of
each epoch. Defining the number of epochs means
controlling the number of times the model gets the
opportunity to learn from the data.

If the batch size is defined big enough to include the entire
training data, then the number of epochs will be equal to the
number of iterations. This is usually not the case in practice
since most models require more than one epoch to familiarize
themselves with the data and learn. Generally, if d is the size
of the dataset, while the number of epochs is e and batch size
is b, the number of iterations i can be expressed as i = d*e/b

Choosing the hyperparameter values requires a deep
understanding of the data supported by a lot of
experimentation. The following section provides our insights
about these hyperparameters.
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V. EXPERIMENTS AND RESULTS

A. Setup

The neural networks in our research were implemented
using the TensorFlow 2, Keras module. Initially we
experimented with different neural network architectures, but
in the end we settled for a fully connected neural network
with 5 hidden layers between the input and output layers. The
number of nodes is discussed below:

e Input layer: 1024 neurons.

e Hidden layers: The number of neurons in the layers
ordered from input to output: 2048, 2048, 2014, 512,
256 fully connected neurons.

e  OQOutput layer: number of bits the model aims to learn
and predict.

We experimented with networks with more layers and
different neuron configurations, but that didn’t seem to affect
performance in a noticeable way. However, this is not
eliminated as a direction for work in the future.

As mentioned, we used ReLU activation for the input and
hidden layers, and sigmoid activation for the output layer.
The Adam optimizer was used with the binary crossentrophy
loss function.

Our experiments focused on estimating the model's
performance when different options are used for the input
data:

e Plaintext hinting: the number of bits of the plaintext
revealed to the model on input, while the rest is used
as target when classifying

e State word reveal: whether the state of the cipher
from the previous step (right after initialization) is
available as input.

The number of epochs significantly affected performance
consistency; variable results were obtained from multiple
runs using 50 epochs for training. Better stability is achieved
when 500 epochs are used. We used 5000 for batch size.

B. Performance metric

The classification results are expressed in terms of
“percentage of correctly guessed bits”. This is an aggregate
metric across all test prediction results. More precisely, the
metric percentage of correctly guessed bits is calculated for
each test sample and then averaged for all. We also include a
minimum and maximum guessed bits within one test sample
metric. The goal is to catch the instances with low accuracy
even if their number is low and will not affect the global
metric in a noticeable way.

C. Results

The experiments displayed in the tables below used 150
epochs for training using a batch size of 5000.

When hinting the first j plaintext bits to the model and
using them as input we use the notation P[:;j]. We
experimented with different options for plaintext hinting:

e Revealing the first half of the plaintext P and using
it as input during training, while the other half was
the target for predictions.
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e Revealing only the first 20 bits and predicting the
remaining 44 bits.

e Revealing no plaintext bits and predicting the entire
plaintext block.

State hinting: The experiments where the input is enriched
with the state of the cipher immediately after initialization are
denoted as CNS0. The ones where only the ciphertext bits and
the nonce bits are used as input for the model are denoted CN.

In the table below, the column Rounds denotes the
number of encryption rounds used when generating the
dataset, while the column Accuracy displays the percentage
of correctly guessed bits metric.

TABLE I. DL MODEL PERFORMANCE SUMMARY

Rounds | Plaintext hinting | Accuracy
1 P[:32] 0.9947
2 P[:32] 0.9858
3 P[:32] 0.9989
4 P[:32] 0.9989
5 P[:32] 0.99997
6 P[:32] 0.7736
7 P[:32] 0.5149
8 P[:32] 0.5339
1 P[:20] 0.9879
2 P[:20] 0.9756
3 P[:20] 0.9747
4 P[:20] 0.9818
5 P[:20] 0.8907
6 P[:20] 0.8532
7 P[:20] 0.5108
8 P[:20] 0.5339

The experiment results in the table above were obtained using
full state hinting (all the bits of the previous state are
revealed: CTNSO)

When using no plaintext hints and no state hints, the
performance of the models drops quickly: the precision for
predicting the plaintext bits for b=1 is somewhere around 0.7.

Our experimental results confirm that as the number of
rounds increases, the harder it becomes to learn the inherent
plaintext-ciphertext bit relationships. This aligns with the
theoretical results, and hope lies in the future that deeper
analysis and more advanced DL techniques will exceed the
theoretical results.

VL

Our work marks an experimental approach to
cryptanalysis of Ascon using DL models. We believe this to
be the first ML-based cryptanalysis of the named cipher.
While lightweight ciphers are not new to DL-based attacks,
the previous attempts are focused on key recovery. We
successfully predict the plaintext (with known plaintext
attack) with an accuracy of 0.998 percent.

CONCLUSION
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A significant drawback is that our efforts attack a very
niche-specific dataset where the randomness and variability
are brought to a minimum. The generated dataset has a nonce
misuse situation, which does the job of reducing randomness
but is not a likely real-world scenario. The cipher itself is
stripped of the finalization phase, which introduces a lot of
security and ensures data integrity.

In practice, the cipher assumes and enforces randomness
by applying nonces correctly and functioning as a unit where
all the phases are being executed. Such functions can be very
complex, and ML would not be able to find meaningful
relationships between the inputs and the outputs. In a non-
restricted scenario, DL-based cryptanalysis fails to attack the
block ciphers.

We plan to extend our work in the future by randomizing
the datasets more and strengthening the model performance
using techniques more focused on the model design and
training. Hopefully, this inspires the application of more ML-
based attacks in the domain of cryptanalysis in the future.
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Abstract—Hands-on exercises are an important aspect of
students’ education and they have a positive effect on their
overall knowledge retention rates. With the Covid-19 pandemic
on one hand, and the ever-increasing number of new students
on the other, in-person computer laboratories are no longer
a feasible option for the implementation of such practical
lessons. The introduction of remote learning laboratories is
one potential solution to both of these problems. However,
existing remote laboratory implementations only focus on either
a single scientific field, are not versatile in terms of supported
infrastructure, or support only limited runtime options for the
software to be used as part of the exercises. To overcome
these issues, we have devised a remote laboratory framework
consisting of 8 fundamental feature requirements which would
allow flexible use in different fields of study, while at the same
time enabling easy extension with existing and new simulation
software. We discuss different implementation routes and report
on the progress that we have already made in terms of setting
up such a remote laboratory for the needs of our courses.
We conclude that while most features can be implemented
with existing open source software, challenges arise in terms
of providing a self-service portal from which students can on-
demand deploy resources.

Index Terms—remote learning, remote laboratory, infrastruc-
ture orchestration, virtualization, containerization

I. INTRODUCTION

Hands-on experience is one of the pillars of natural sci-
ences education, including computer science. The introduc-
tion of real-world practical examples in the curricula directly
impacts the students’ knowledge retention rates and has an
overall positive impact on the education process as a whole
[1]. However, in the majority of cases the design and or-
ganization of traditional hands-on exercises is a burdensome
process for all parties involved, both for the educators and the
students alike, no matter whether they are executed remotely
or in-person. On one hand the required resources need to
be provisioned and configured, while on the other hand
it cannot be assumed that all students have the necessary
equipment at their personal disposal for successfully taking
part in the devised scenarios at home. An obvious solution
to the latter problem would be to simply make available on-
premise equipment which would be provided for in-person
students’ use, but even this might prove challenging. In
light of recent events, strict lockdowns during the Covid-19
pandemic largely prevented the use of institutional computer
science laboratories. Furthermore, the number of natural sci-
ences students increases every year [2] and universities might
have logistical difficulties scaling the available resources to
students’ demand.

The work presented in this paper has received funding from the Faculty
of Computer Science and Engineering under the “SCAP” project.

13

One potential solution which would allow to overcome
these problems is the introduction of remotely accessible
laboratories where the necessary computing infrastructure can
be provisioned, configured, and made available to students
either by the system administration department of the uni-
versity or by the course educators themselves. By leveraging
either the private cloud infrastructure of the institution or by
utilizing public cloud solutions, students can be provided with
effortless remote access capabilities, while at the same time
not requiring any high-performance infrastructure locally [3].
In such a scenario, the exercise setup would be completed
beforehand, without the need for additional effort by the stu-
dents, thus allowing them to focus on solving the challenges
themselves instead of spending time on environment setup.

Should these remote laboratories be implemented in a
scalable and easy to maintain manner, their advantages would
be many-fold. Firstly, they would facilitate easy collaboration
between students who all have access to the same centralized
resources on a scale which is simply not feasible when each
student completes the exercises on their own local machine
or on-premise with a subset of the group. Furthermore, by
following security best practices in terms of isolating the
remote laboratory from the rest of the production systems,
even potentially disruptive exercises can be organized, such
as the showcasing of vulnerable software components or
practicing with malicious exploits, concepts important for
cybersecurity related courses [4]. Finally, by maintaining a
pool of historical exercises, students can on-demand, and
in their own time, use the infrastructure to revise important
concepts in which they might be interested in.

The aim of this paper is to provide a framework for the
implementation of a general purpose, infrastructure agnostic,
versatile remotely accessible laboratory that can be utilized
as part of various university courses requiring hands-on
exercises, while not being strictly limited to the area of
computer science. The main contributions of this work are:
Presentation and discussion regarding the state of the
art research in terms of implementing remote access
laboratories in an education context.

Definition of a framework for future remote access
laboratories, not limited to a particular scientific field.
Discussion of potential routes in which remote learning
laboratories conformant to the framework can be imple-
mented.

Reporting on real-world experience acquired during ef-
forts to implement such a remote learning laboratory in
a number of computer science related courses.

The rest of this paper is organized as follows: in Section
IT we discuss related work to the area of remotely accessible
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laboratories for education purposes, before moving forward
with Section III where we outline the set of requirements that
we have devised for the implementation of such a remote
laboratory. In Section IV we discuss concrete ways in which
the requirements outlined in Section III can be met, while
also describing various approaches which we have already
used during a number of courses at our faculty. We conclude
the paper with Section V where we summarize the presented
framework and discuss future planned work.

II. RELATED WORK

The need for remotely accessible laboratories that can
augment the education process while allowing students to
freely experiment and improve their understanding of novel
concepts has already been recognized. Efforts have been made
to improve the usability of such laboratories by both academia
and industry. In the text that follows we outline the state of
the art research related to this topic.

Remote learning laboratories have been traditionally very
popular in a computer networking context, providing an
easy and cost-effective way of gaining hands-on experi-
ence with enterprise level devices. Using different forms
of virtualization, coupled with advancements in software
defined networking (SDN), network devices such as routers or
switches can be run on general purpose hardware, eliminating
the need for students to buy expensive equipment, thus
allowing them to easily acquire much needed experience
using the latest revisions of both the software and hardware
[5]. Unfortunately the network simulators that make all of
this possible usually have very high system requirements
in order to be able to virtualize these complex devices
and are difficult to set up for inexperienced users taking
their first steps in these fields. To alleviate these problems,
centralized infrastructures where users can deploy a number
of virtualized network devices for training purposes in an ad-
hoc manner have been developed. Alvarez et al. [6] present
one such implementation of a remote laboratory based on
QEMU/KVM virtual machines that users can leverage as an
alternative to commercial network training platforms offered
by major vendors. Continuing this trend, Scazzariello et al. [7]
describe a more modern architecture for deploying virtualized
network devices, utilizing a container orchestrator to manage
the containerized network devices and ensure the long term
scalability of the platform. By developing a custom container
network interface (CNI) plugin [8], [9], the authors have
managed to adapt the current limitations of the Kubernetes
orchestrator of assigning multiple independent interfaces per
containers, thus enabling this new use-case.

Another area of particular interest where remote laborato-
ries can be utilized is in the context of cybersecurity exercises.
Cybersecurity courses are faced with the challenge of finding
a solution to the ever-present problem of how to securely offer
vulnerable environments where students can get hands on
experience regarding topics that they have only theoretically
learned during the curriculum. Sianipar describes Tele-Lab
[10] which leverages virtual machines, and in certain cases
containers, to offer vulnerable virtual environments which can
then be customized using shell scripts after their deployment.

It should be noted that general purpose remote laboratories
not targeted at a particular subject matter have been described
in literature as well [11]-[15]. Unfortunately, the majority of
them focus exclusively on a given runtime technology such
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as virtual machines [14], [15] or containers [11], [12], thus
limiting the number of possible scenarios and impacting the
reusability of already created content by forcing reimplemen-
tation in the supported runtime environment.

Apart from academia, industry has also identified the
benefits of remote laboratories, with many cloud providers
offering virtual training for their own products in a sandbox
environment [16], [17]. Even though most of these courses
are free and accessible to the wider audience, they focus
exclusively on the technology of the given cloud provider.
Taking into account the low levels of compatibility between
offerings of different cloud vendors, vendor lock-in is a major
challenge in this area [18].

In conclusion, while there are existing efforts for imple-
menting remotely accessible laboratories for education, they
are focused on hosting only certain types of workloads rele-
vant to a particular subject matter, offer limited support for
different runtime environments, or can be deployed only on
certain types of infrastructure. In our opinion a development
of a general purpose remote laboratory framework is needed.
Such a framework should be infrastructure agnostic, highly
scalable, with support for different runtime environments
allowing the deployment of both new and existing workloads.
A later practical implementation of the framework would be
beneficial not only for computer science education, but also
for other scientific disciplines.

III. REQUIREMENTS EVALUATION FOR A REMOTE
LEARNING LABORATORY

The design of a multipurpose remotely accessible labora-
tory for education demands careful consideration and eval-
uation of requirements. Different use-case scenarios might
require distinct, often conflicting features. Careful balance
must be stricken in terms of supported scenarios, environment
isolation, and ease-of-use both in terms of administration
and regular usage. On one hand, use-cases such as remote
development in various programming languages require a
large catalog, supporting different tools and programming
languages. On the other hand, strong security measures com-
bined with strict network isolation are essential for scenarios
related to cybersecurity, guaranteeing the integrity of the
underlying platform itself. Finally, various other fields already
have a sizable catalog of simulation software which can only
run in certain environments, for example on a given version
of an operating system, or only within containers. Effort
should be made to support different runtime environments
as to facilitate easy incorporation of existing software into
the remote laboratory.

To tackle these challenges, in the remainder of this section
we outline 8 fundamental features (abbreviated as F1-F8) for
the implementation of a remote laboratory.

o Fl: Infrastructure agnostic — The remote laboratory
should support deployment both in a virtualized environ-
ment, but also directly on bare-metal servers. Different
deployment options should be interoperable with each
other, allowing the virtual laboratory to be hosted both
on physical and virtual servers at the same time. This
would ensure both the performance and elasticity of the
underlying platform. In times of high resource demand,
virtualized resources either from on-premise institutional
private clouds or public clouds can augment the per-
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manent hardware resources where the platform itself is
hosted.

F2: Support for different runtime environments — Effort
should be made to support both containers and virtual
machines as runtime environments for the deployed sce-
narios and software on top of the platform. This would
ensure greater compatibility with existing software that
can currently be deployed in a standalone fashion either
as containers or inside virtual machines, while saving
time which would otherwise be dedicated to conversion.
The support for different runtime environments would
also future proof the platform, enabling novel technolo-
gies such as serverless functions to be utilized, should
the need arise.

F3: Free from vendor lock-in — Even though both
virtualization and containerization are general concepts,
unfortunately in practice their various implementations
are not compatible with each other. This problem is
even more pronounced when it comes to hypervisors,
with different virtual hard disk formats and guest drivers
required for interacting with the host operating system.
In terms of containerization, the Open Container Initia-
tive (OCI) [19] aims to create industry standards around
container formats and runtimes, allowing container im-
age reuse among different containerization solutions.
Nevertheless, the definition of an abstraction layer which
will support various virtual machine templates regardless
of the hypervisor where they were created is paramount
to enable easy migration of existing software solutions
to the remote laboratory.

F4: Integration with existing external systems — The
remote laboratory cannot be seen as an isolated silo
in terms of the existing and well-proven e-learning
systems in use today. The majority of universities have
already deployed learning management systems (LMS)
for keeping track of students’ records and for distributing
learning materials. Any platform which would enable
the implementation of a remote laboratory needs to
support integration with such existing systems, aiding
both the registration process of the new users, as well
as syncing course participation information necessary for
filtering the available scenarios. Furthermore, such an
integration should be versatile as to allow both man-
ual and automatic data exchange between the systems
which can later also be analyzed to determine students’
performance [14].

F5: End-to-end connectivity between the students and
the remote laboratory — Secure end-to-end connectiv-
ity between the remote laboratory and the students’
computing devices would allow direct communication,
no matter the communication protocol that the target
software uses. Additionally, such an end-to-end con-
nectivity, might also enable the incorporation of local
resources available to the students within the context of
an elaborate scenario, a strategy already discussed in
[10].

F6: Efficient use of compute resources — The remote
laboratory should offer versatile options for support-
ing an influx of students. During the implementation
process, scenarios where the requested computing ca-
pacity exceeds the available capacity should be taken
into account. This should not be seen as an unlikely
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occurrence, since the number of students increases every
year, and courses with large number of students which
would incorporate the use of the remote laboratory
within their curriculum might outpace the rate at which
new computing capacity is made available. Multiplexing
strategies need to be implemented to deal with such
scenarios.

F7: Effortless collaboration between students — One of
the major benefits of a centralized remotely accessible
laboratory is that it enables easy collaboration between
students no matter their group size. To facilitate this,
despite supporting an isolated tenant model, where each
student is given an independent remote working envi-
ronment, shared access to a centralized instance should
be possible as well.

F8: Versatile interfacing options — To avoid requiring
any prerequisite knowledge, students and educators alike
should be able to choose the interface option most
suited to them, either a graphical user interface (GUI)
or a command line interface (CLI). The support of a
CLI option would make bulk resource provisioning by
educators easier, together with requiring less effort for
integration with third party systems. On the other hand,
a GUI would be necessary from the students perspective,
providing easy way to browse the list of supported
software and scenarios.

In the section that follows we proceed by outlining guide-
lines for meeting the stated feature requirements defined in
the framework.

IV. DISCUSSION OF IMPLEMENTATION OPTIONS

The main pillar which would allow the development of a
remote laboratory that satisfies all of the previously outlined
features is the introduction of a layered design using mul-
tiple abstractions. The implementation of such abstraction
layers would ensure the wide-ranging compatibility with
different virtualization and containerization platforms while
providing a unified view towards the end-users. Fortunately,
the advancements made in terms of various configuration
management, orchestration, and provisioning tools allow easy
integration with diverse systems while relying on a single
interface — that exposed by the chosen tool.

Figure 1 provides a visual overview of the implementation
possibilities of the framework, outlining the relationship
between the various feature requirements. In the remainder
of this section, we proceed with the discussion of implemen-
tation options for the relevant features, grouped in different
subsections.

A. Infrastructure and Runtime Versatility

The F1, F2, and F3 features can be satisfied with an
elaborate use of popular and open source provisioning, or-
chestration, and configuration management tools.

Provisioning tools such as Terraform [20] can be used
to deploy infrastructure such as virtual machines, firewalls,
routing rules, and containers across different environments, as
long as they expose a documented application programming
interface (API). With the help of the wider open source com-
munity, such tools have implemented compatible modules for
various solutions [21], allowing effortless deployment using a
unified syntax no matter the underlying platform, thus solving
both F1 and F3. With the promotion of the infrastructure as
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code (IaC) concept [22], infrastructure configuration can be
written once and applied across different environments that
are compatible with a given simulation software, without the
need for any new tooling.

Once the infrastructure has been deployed using a pro-
visioning tool it can be further customized with the help
of configuration management solutions, such as Puppet [24]
or Ansible [23]. In this manner, different lab scenarios can
be described exactly once using the chosen configuration
management tool and later shared between users with the
aim of extending the number of supported scenarios. Such an
approach would allow the creation of scenario catalogs based
on IaC scripts written in different configuration management
languages. This strategy of describing exercises using config-
uration management tools has been successfully tested and
integrated in practice by the SecGen project [25], [26].

After provisioning and configuration of both the infrastruc-
ture and simulation software, the question of its management
arises. For this task, orchestration tools can be used which aim
to reconcile the actual state of the services with the recorded
desired state specified by the administrator. While the use of
container orchestrators for managing large fleets of containers
has been extensively studied and implemented in practice
even in remote learning laboratories [7], their shortcoming is
that they are focused solely on a single runtime environment
— containers. To satisfy F2, an orchestrator should support
both containers and virtual machines at the same time, using
the same interface. One possible solution to this problem
is the Kubevirt project [27] which modifies the Kubernetes
orchestrator to support QEMU/KVM based virtual machines
as well. In this manner the Kubernetes scheduler can be
used to schedule virtual machines across all cluster nodes,
together with containers using a single seamless API, thus
fully satisfying F2.

We have already evaluated the use of the SecGen tool to
generate randomized virtual machines in the context of a
network security course [28]. We have also employed the
combination of Terraform and Kubevirt in a more recent
instance of the course, deploying both containers and virtual
machines on a large scale, for every student taking part. We
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can report that with the help of these tools it is possible to
implement a remote learning laboratory, but without any user-
facing interface, students are not able to deploy resources on-
demand, and instead the grunt of the work in terms of instance
deployment is left to the educators themselves. Options which
would allow direct end-user control are discussed in the
subsection Interaction with End-Users below.

B. Integration with Existing Systems

To satisfy the requirements set out by F4 and F5 any
remote learning laboratory will need to support integration
and data exchange with existing systems which are already
in use. Unfortunately, in practice, this might be a challenging
task, since any third-party component would need to have
a well-defined API through which communication can be
established. Furthermore, in certain cases different people
might be responsible for the maintenance of the remote
laboratory on one hand, and the maintenance of the third party
systems such as the LMS on another, a fact that would further
complicate the testing and enablement of such integrations.

Perhaps the most important and common integration that
will be required is that with an existing LMS. Fortunately,
many popular learning management systems today expose an
API which can be consumed for harvesting relevant student
data for the remote laboratory, such as basic information,
enrolled courses, and student performance [29]. In cases
where such an API is not available, administrators will need
to resort to programmatically executing web requests which
would achieve the desired functions by simulating a real
client. In our case, we have successfully used both options
before; we have utilized the Moodle web service functionality
as well as created Python wrappers for programmatically
simulating requests, which allowed us to perform actions
which are not natively supported by the web service imple-
mentation yet. It should be noted though that any large scale
implementation of a remote learning laboratory will have to
extend this integration towards the end-users, so that they
can independently deploy resources directly from the user
interface of their choice.

To facilitate remote connectivity to the environment, users
will need to resort to the use of virtual private networks
(VPNs). As was the case with the LMS, integration with
existing systems will be required as well, since many in-
stitutions already have VPN concentrators in place both for
staff and students. The only requirement is that granular
firewall rules can be configured, targeted at each users of the
remote laboratory individually. This would ensure network
level isolation between the rest of the infrastructure and the
users of the remote laboratory, as well as among the users
themselves, ensuring that they can only access resources
which have been personally deployed. In cases where the
infrastructure is being set up from scratch, many popular
open source solutions exist that can act as both a firewall
and a VPN concentrator, such as PfSense, OPNSense, or
VyOS. Care must be taken to first evaluate the quality of
any API before making a selection. In our current remote
learning environment we are using OPNSense, but since not
all required features have been exposed via the API yet,
additional tooling had to be created which programmatically
executed web requests, simulating a client browser.
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C. Interaction with End-Users

The last three feature requirements, F6, F7, and F8 all deal
with the way that end-users interact with the remote learning
laboratory. A common issue being faced is that the number
of students attending a given course drastically varies per
year, and as such it might not always be feasible to provision
additional hardware resources to meet the new requirements
in time. This problem can be solved by introducing some sort
of a sharing concept in terms of the compute infrastructure.
Perhaps the least intrusive solution for the lack of resources
would be to implement a time sharing mechanism, where
students can schedule when they would like to use the remote
learning laboratory. This would limit the number of users at
any single point in time, allowing the infrastructure to meet
the demand of users.

Certain scenarios and exercises require team work and the
remote learning laboratory together with the implemented
security and isolation features should be flexible enough to
support this. This can easily be solved with the introduction
of the workspaces concept, where each user is given their
own dedicated workspace, but should the need arise these
workspaces can be shared between multiple users either
perpetually or for a limited time. In this manner, resources
deployed by a single student in a given resource would be
accessible by all other teammates.

The last, and perhaps the most challenging feature to
implement is a user facing application that would allow
students to access, configure, and deploy resources within
the virtual environment by themselves. Such an application
should incorporate support for all of the features described
previously, such as: allow users to deploy workloads from the
catalog depending on the courses that they are enrolled in;
allow users to schedule a desired timeslot for using the remote
learning laboratory; dynamically generate firewall rules to re-
flect different sharing states of the workspaces; facilitate easy
addition of new exercises by educators and administrators;
interface with the different orchestration, configuration, and
provisioning tools to support the on-demand deployment of
applications within the catalog. To the best of our knowledge,
no such tool exists that can satisfy all of these requirements
by itself at present. However, the use of Kubevirt as a
Kubernetes extension that allows the Kubernetes API to be
used to manage virtual machines along with containers would
allow the repurposing of Kubernetes focused applications that
allow users to select and deploy workloads. Examples include
NMaaS [30], OpenShift [31], and KubeApps [32]. However,
it should be noted that none of these satisfy all of the features
in their current state, so they can only serve as a starting point
from where additional modifications will need to be made to
their source code.

To solve this final piece of the puzzle, we plan to evaluate
the various existing open source solutions and determine
whether they can be modified to support all 8 feature require-
ments or whether a new platform will have to be created from
scratch.

V. CONCLUSION

We have presented a framework consisting of 8 distinct
feature requirements for the implementation of a universal
and versatile remote learning laboratory, supporting both new
and existing simulation software. Through the discussion
of possible implementation routes, we conclude that the
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majority of the requirements can be satisfied using open
source software, thanks to the recent advancements made
in terms of the robustness of configuration management,
orchestration, and provisioning tools. We have also reported
on our current progress in terms of implementing a confor-
mant remote learning laboratory for use at our faculty during
various courses. Even though this remote laboratory, in its
current state, is still work in progress, students have already
expressed satisfaction and they prefer assignments which
make use of the centralized infrastructure instead of those
that must be completed locally. This is understandable, since
by making use of the remote laboratory students do not need
to configure anything, and can instead focus directly on the
task at hand, foregoing any manual setup procedures for the
used software. However, attention should be paid to the level
of abstraction introduced when deploying software to be used
during the exercises, since too much abstraction would have a
negative impact in terms of the students’ understanding of the
underlying architecture of the used simulation tools. This is
especially true for computer science subjects, where manually
dealing with the complete installation process can prove
beneficial and can be used to teach valuable troubleshoot-
ing lessons. Nevertheless, using the presented framework a
balanced approach can be implemented, where students are
tasked with installing the software manually within their
assigned virtual workspaces.

One open issue remains before the conceptual framework
can be realized in its entirety. To support the desired level of
versatility in terms of runtime environments, supporting both
virtual machines and containers, either some of the existing
open source platforms will have to be adapted or a new one
built from scratch. No matter the route taken, the resulting
platform will have to support direct access by students,
allowing them to on-demand deploy exercises while providing
integration with external systems for acquiring information
regarding course enrolment, grades, and dynamically provi-
sioning firewall rules for isolation. We plan to evaluate how
the existing open source candidates can be adapted to meet
the requirements in a future work, and if the required effort
is proven to be infeasible, implement such a platform from
scratch, thus concluding all of the 8 outlined features in the
presented framework.
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Abstract—The rapid urbanization and economic growth adopted various actions. Since 2000, Japan began imple-
greatly contribute to the increasing amount of produced solid menting the Containers and Packaging Recycling Law [4].
waste worldwide. As part of their pro-European policies, many 1y {jpited States enforced the Resource Protection and

countries from the Western Balkans have started to accept R line Act I diff. t citi tablishine thei
and apply the EU Waste Management Law in their legal ecycling Act as well as dilterent ciies establishing their

systems as well as in practice in order to create adequate waste OWN regulations [5].
management schemes. The aim of this paper is to analyze the In the European Union, 5.2 tonnes of waste were gen-
public response regarding waste management regulations and  erated per EU inhabitant in 2018, 38.5 percent of which
practl.ces using Twitter and News reports data analysis within was landfilled while 37.9 percent was recycled [6]. Due to
a period of four months, between November 1st, 2021 and . . X
February 28th, 2022. Sentiment analysis and Dynamic Topic greater economic development and EU legislation, many of
Modeling were used to assess the public attitude in both news the higher recycling and collection rates happen in Western
reports and Twitter responses, in addition to bigrams similarity ~Europe. However, many countries, especially countries from
using soft cosine measure to determine the semantic correla?ion Western Balkans aim to meet the EU Waste Management
between the two sources. The results suggest that there is a Law as part of their pro-European policies. The sovernments
predominantly negative attitudes towards waste practices in P P pean p &
both media outlets. Additionally, there is a strong semantic ©f Serbia and Montenegro reported 338 kg and 548 kg of
correlation between the discussed topics in news reports and municipal solid waste per inhabitant in 2019 respectively,
on social media, leading to the conclusion that news outlets while North Macedonia reported consistent increase over the
play a major rol.e i.n promoting pro-environmental behavior in 445t 10 years - from 351 kg in 2010 to 452 kg per inhabitant
the general public in Western Balkans. in 2020 [7]-[9]. Additionally, the amount of waste generated
_ Keywords—waste management, Western Balkans, social me-  annually per capita is expected to increase linearly until
?;;ict‘;vlﬁ)tg:z.li?lngalzzz’aﬁ:ivcv Ss;r‘:llgl(:ll;‘tii’)' sentiment analysis, dynamic ¢ yeaches the corresponding waste projections of EU28 in
? 2035 [11]. Latest reports in the aforementioned countries
L. INTRODUCTION also suggest high collection rates, between 70 percent and 90
With the acceleration of urban development, the amount percent of collected waste, however only up to 3 percent of
of generated waste in the world increased dramatically and the collected waste is being recycled and the rest is either
this trend is only said to continue in the following years. landfilled, in both regulated and unregulated landfills, or
According to the World Bank, rapid urbanization, population —openly burned [10]. The current waste treatment and increas-
growth and economic development will increase annual waste  ing trend of waste generation plays a major role in greenhouse
generation by 70 percent over the next 30 years, from 2.01  gas emissions, where up to 80 percent of emissions caused by
billion tonnes being generated globally in 2016 to 3.40 the waste management sector come from solid waste disposal
billion tonnes in 2050 [1]. Around 37 percent of the global in landfills [10]. The main struggle for waste management in
waste is disposed in some type of landfill and 33 percent Western Balkans can be attributed to outdated infrastructure
is mismanaged through open dumping or burning, whereas for collection and transport, illegal dumpsites and the lack
adequate waste disposal is almost exclusively done in high- of facilities to sort, clean and aggregate recyclable materials
income countries. Inadequate waste management in urban [7]-[9]. Lack of adequate policies, inefficient allocation of
areas negatively impacts the environment and the climate, external resources and lack of awareness among people and
public health and ultimately the economy. Environmental companies have been identified as barriers for transitioning
pollution of waste dumping affects health through short-term to green economy [12].
effects such as congenital anomalies, asthma and respiratory There is significant research done in the field of public
infection , while long-term exposure to waste may cause perception for waste management and other environment-
chronic respiratory and cardiovascular diseases, cancer and related topics based on interactions on social media platforms.
even brain, nerves, liver or kidneys diseases [2], [3]. To Some of the exemplary research includes analyzing attitude
reduce the negative impacts of waste, different counties have towards municipal waste policy as well as promotion of
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campaigns to encourage consumers’ awareness [13], [14].
However, there is a lack of research about public perception
towards waste management in the Western Balkan region.
The aim of this paper is to assess the public perception about
waste management via Twitter posts, as well as to research
the possible correlation between tweets related to waste and
news reports in the Western Balkans. The paper is organized
as follows. Section II describes the data collection process,
storing and preprocessing. Section III presents and explains
the methods used for sentiment analysis, topic modeling
and similarity assessment between tweets and news reports.
Section IV presents and discusses the results obtained from
the analysis and finally, Section V provides conclusions of
this study and presents possibilities for future work.

I1. DATA

For the purpose of the study, we collected tweets related
to waste using Twitter’s stream API with an authenticated
application that connects to a public stream consisting of a
sample of tweets that are posted on Twitter [15]. Although
many studies for sentiment analysis rely on using hashtags
to filter tweets, the filtering of relevant tweets in our case
was done using keywords instead of hashtags. This decision
was done due to a lack of hashtags relevant to this topic
used in the Western Balkan region. The tweets were filtered
based on keywords related to waste in Macedonian and Serbo-
Croatian i.e. “ormax™ (waste), “otpad” (waste), “rybpe*
(garbage) and “penmksnmpa’ (recycle). Waste-related tweets
were collected on a weekly basis over a period of 4 months
starting November 1st, 2021 until February 28th, 2022.

After the initial collection of the tweets, they were saved
as an Excel spreadsheet for further data cleansing which
included checking and filtering the appropriate tweets about
waste-related topics. This secondary filtering step was neces-
sary for this study due to language ambiguity. Namely, words
such as "trash" and "garbage" tend to be used as derogatory
terms for people, objects or situations and this usage of the
aforementioned keywords used for filtering can be seen in
the Western Balkan region as well. The collected tweets were
translated into English using an online document translation
tool and parts of the tweets such as "RT" standing for retweet
and usernames were removed from the tweets in order to
focus on the tweets’ content [16].

The decision to analyze news reports was done due to the
fact that journalism on Western Balkans plays a major role in
enhancing societal transitions [17]. In order to obtain news
reports data, a web scraping method was used for data col-
lection. We used the Beautiful Soup python library to scrape
news reports from the websites time.mk and time.rs, which
are cluster-based news websites that collect and aggregate
news from 120 distinct sources [18]-[20]. Similarly as the
tweets, the news reports were filtered using the keywords
"otpad" (waste) and "orman" (waste) and were collected
weekly over the same time period as the Twitter data. During
this process, we collected both the news title and the news
preview to get a better picture about the contents of the news
reports for the respective week. The news reports datasets
were stored and translated using the same techniques as the
waste-related tweets.
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III. METHODOLOGY
A. Sentiment Analysis

Sentiment analysis is the practice of using algorithms to
classify various samples of related text into positive and neg-
ative categories. This method is widely applied in analyzing
customer reviews and responses, however it has also been
used in online social media platforms for analyzing online
opinion. Sentiment analysis within microblogging has verified
Twitter as a valid online indicator of political sentiment
reflecting the offline political landscape [21]. It has also been
used for analyzing tweets for social events and health care
tweets [22], [23].

There are several models and tools that can be used
for sentiment analysis of text, however none of the tools
available right now can do sentiment analysis on Macedonian
or Serbo-Croatian text, resulting in the previously explained
English translation of the collected data in Section II. For
the purpose of sentiment analysis in our research, we used
a pre-built Sentiment Intensity Analyzer [24], [25]. The
analyzer is built using VADER, a human-centered sentiment
lexicon that combines lexical features from well-established
sentiment word-banks and features that are common in mi-
croblogging, including acronyms, slang and emojis. Every
candidate feature of this lexicon has been assessed using a
Wisdom-of-the-Crowd approach as well as using identified
heuristics humans use to assess sentiment intensity of text,
which lead to creating a human-validated sentiment intensity
on corpora within four domains including social media text,
movie reviews, technical product reviews and opinion news
articles. The Sentiment Intensity Analyzer from the NLTK
library uses this lexicon to assess the sentiment intensity
on a piece of text by verifying whether any of the words
in the content are available in the lexicon and producing
measurements that assess the sentiment intensity in the text
from the identified words [24], [25]. Using this tool, the
tweets and news reports for each week were classified in
three groups, i.e. tweets and news reports containing positive,
negative or neutral sentiment.

B. Dynamic Topic Modeling

Topic modeling is a method for unsupervised classification
of documents which finds natural groups of items within
a collection and is used for discovering hidden semantic
structures in a body of text. Within our analysis, we used
a BERTopic model that leverages BERT embeddings and c-
TF-IDF to create dense clusters allowing for easily inter-
pretable topics [26]. BERTopic uses document embedding
representation with pre-trained Sentence-BERT framework
which allows converting sentences and paragraphs into vector
representations using the well-known BERT language model.
These sentence embeddings are then clustered using Hier-
archical DBSCAN, an extention of the DBSCAN algorithm
that is able to find clusters of varying density, and Uniform
manifold approximation and projection (UPAM) for vector
dimensionality reduction. Lastly, topic representations are
extracted from the clusters using class-based TF-IDF:

1+ 4 )
tfi

where term frequency models the frequency of the term ¢

in a class c and the inverse document frequency is replaced by

Wt,c = tft,c ' lOg( (])
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an inverse class frequency to measure how much information
a term provides to a class calculated as the logarithm of
the average number of words per class A divided by the
frequency of term ¢ across all classes.

For the purpose of our analysis, fine-tuning on a pre-trained
BERTopic model was done using minimum topic range of 50
and monograms, bigrams and trigrams which were derived
from the translated tweets and news reports during the fine-
tuning process. Additionally, because the BERTopic model
is used to extract topics from large documents, a count
vectorizer model was used to ensure relevant topic extraction
[27]. The topic over time modeling was done using the fine-
tuned BERTopic model with weekly timestamps and global
and evolution tuning.

C. Bigrams similarity

In order to evaluate the similarity between the tweets and
news reports, we used Soft Cosine Similarity as a method of
assessing semantic similarity between two documents. This
type of measure considers two vectors as pairs of features and
considers their similarity in a vector space model [28]. Given
two N-dimension vectors a and b, the soft cosine similarity
is calculated as follows:

N
Zz N slja’bbj
\/Ez 7 8ij 4@, \/Zz 7 SUb b

where s;; = similarity(feature;, feature;).

To measure the soft cosine similarity between the most
common terms found in tweets and news reports for each
week, the top 10 most common bigrams for tweets and
news reports were determined using a count vectorizer model
[27]. All bigrams taken from tweets and news reports were
respectively sorted in ascending order and a similarity matrix
was calculated using GloVe vector representations [29]. Soft
cosine similarity was calculated on the respective vector
representations of the bigrams for each week.

soft_cosine; (a, b)

2)

IV. RESULTS

Table I and Figure 1 show statistics for the collected
data over the 4 months of data collection period. Sentiment
analysis of the data from both sources shows predominantly
negative sentiment over positive and neutral content. Addi-
tionally, the percentage of texts classified as negative is much
higher in the news reports compared to the percentage of
negative sentiment in tweets. In Figure 1, a stable trend of
news reports over time can be detected, however the trend
of collected tweets shows a few bigger peaks. Namely, the
first peak around December 6th, 2021 is connected to the ban
of single-use plastic bags and additional rise of the cost of
biodegradable plastic bags from 2 Macedonian Denars to 15
Macedonian Denars [30]. On the other hand, the second peak
of tweets around the end of January 2022, happened after
the news that over 300.000 expired COVID vaccines would
be landfilled by the end of February due to lack of interest
for COVID vaccination. Other smaller peaks include topics
connected to generated plastic waste during the COVID-19
pandemic (between November 15th and November 29th), to-
tal generated municipal waste (between the end of December
2021 and the beginning of January 2022), as well as electronic
waste and landfills regulations (around January 16th, 2022).
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TABLE I. Number of Collected Tweets/News Reports

Source Total Unique Positive(%) Negative(% Neutral(%)
Twitter 21124 5287 22.55 68.10 9.35
News 1405 1137 15.23 81.35 342
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Fig. 1. Number of Tweets and News Reports over time

The sentiment analysis of tweets and news reports for
each week follows similar trends as the overall collected
data, as shown in Figure 2 and Figure 3. The number of
tweets with negative sentiment is significantly bigger than
the number of tweets with positive and neutral sentiment
and the news report trends adhere to these trend patterns
as well. The dynamic topic modeling analysis also shows
similarities within the tweets and the news reports over
the 4 month period, as displayed in Figure 4. Figure 4a
shows the trends of the 10 most common topics identified
in tweets. Some of these topics include: people inadequately
throwing waste, plastic bags, nuclear waste as a result of
nuclear power plants, medical waste and its management
by the municipalities, burning wood and other materials for
the purpose of heating, disposal of electronic waste such as
lithium batteries, composting bio waste and vehicle recycling.
Over the period of 4 months, all of the identified topics have
similar frequency rates with the exception of the topic about
plastic bags, that is connected to the North Macedonia’s ban
for single-use plastic bags [30]. Figure 4b shows the trends of
the most common topics identified in news reports. There are
fewer identified topic within the news reports data compared
to the twitter data. The topics include: waste landfills and
waste management in Skopje, the "plastic waste pandemic",
medical waste and its management by the municipalities,
plastics bags for packaging and space debris. The trends for
the previously mentioned topics show bigger peaks during
the beginning of December and toward the end of January,
corresponding to the two aforementioned news events about
the plastic bags ban and vaccines disposal.

Lastly, Figure 5 shows the semantic similarity between the
most common bigrams found in tweets and news reports
over time. The figure shows trends for bigram similarity
for all collected data during the week, as well as similarity
between bigrams of tweets and news reports classified as
positive or negative accordingly. The obtained results show
that there is a strong semantic similarity between the most
common topics over time, since the threshold for strong soft
cosine similarity is 0.5 [28]. The biggest values for cosine
similarity for the data while not taking into consideration the
sentiment is 0.86, 0.81 and 0.79, accordingly corresponding
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Fig. 3. Sentiment Analysis - News Reports

to the periods of end of February 2022, beginning of February
2022 and beginning of December 2021. The last two events
are in correspondence with the previously mentioned news
about plastic bags ban and vaccine disposal, whereas the first
event with highest similarity value is connected to the war
conflict between Russia and Ukraine, specifically the Russian
occupation of Chernobyl and possible risks of major nuclear
disaster and radioactive contamination across Europe [32].
Similar scores can be observed for cosine similarity of topics
with negative sentiments, where the corresponding cosine
similarity scores for the three major news events are 0.84,
0.83 and 0.78.

V. DISCUSSION AND CONCLUSION

The results obtained from all three analytic methods sug-
gest strong correlation between the news reports and waste-
related tweets which means that journalism has a major
impact on the overall public response connected to waste
management policies. Three major events were identified to
have incited larger public response during the time frame
between November Ist, 2021 and February 28th, 2022. The
first event was the ban of single-use plastic bags in North
Macedonia that began to be enforced as of December 1st,
2021 [30]. The main goal of these legal changes is to promote
a new habit of using reusable bags made of eco-friendly
materials. Despite the good intentions of the legal change, the
results from the sentiment analysis show negative sentiment
across both data sources. The main reason for this result
is due to people’s scepticism towards the governing bodies
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for waste management. Namely, the vast majority of Twitter
users during this period commented on the ineffectiveness
of the ban due to the common practice of disposing mixed
household waste in single-use plastic bags. Additionally,
topics such as low recycling and waste selection rates as well
as active burning of toxic waste were discussed during this
event.

Another event that posed as a major initiator of public
response was the great-scale COVID vaccines disposal due
to expired dates in North Macedonia. In this instance, the
majority of the Twitter users showed concerns about the man-
agement of medical waste, not only for the event of vaccine
disposal, but also for the increased amount of medical waste
generated over the last 2 years as a result of the COVID-
19 pandemic [31]. The Twitter response about this issue is
centered around the distrust of the waste managing facilities
in the ability to adequately manage medical waste, since poor
management of this type of waste can greatly threaten human
and environmental health. The last identified provoking event
was the armed conflict happening in Ukraine. The Russian
invasion of Ukraine began on February 24th, 2022 and shortly
after, the towns of Chernobyl and Prypyat were under Russian
control. The major concern about nuclear disaster happened
a few days after the initial invasion following the reports
that the radiation level in Chernobyl drastically increased
due to failure to maintain the nuclear reactor facility [32].
The Twitter response in the Western Balkans follow these
concerns, mainly because of the geographical proximity of
the affected region.

Over the last few years, the governments in the Western
Balkan nations have made significant efforts in plotting a
nation-wide plan to tackle the growing waste management
issue. Last year, the North Macedonian Ministry of Environ-
ment and Physical Planning released a long-term strategy on
climate action, which includes reports about waste generation
trends as well as future plans for waste management [11].
Among the plans for building more efficient waste manage-
ment systems, the North Macedonian government also has the
intention of further incorporating the topics of climate change
and sustainable development in the overall national education
system, in addition to enforcing measures to raise climate
awareness among the general public. The ban of single-use
plastic is just one of these measures whose main intend is
to limit the amount of municipal plastic waste and to raise
the public awareness about waste management. Reducing
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10 the main reason for the increased responses and discussions
on social media in the Western Balkan region. Some pos-
08 sibilities for future work include analyzing public response
of waste management schemes and events for a specific area
06 of waste management, conducting a public survey to assess
) the level of awareness about waste management in Western
Balkans, as well as collecting and analyzing data about public
04 1 attitudes for waste-related topics over a longer period of time.
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the amount of waste through waste selection and recycling
are one of the main goals of the laws regulating waste
treatment, therefore it would be convenient to promote the
positive aspect of these measures initially by the news media
outlets. Since there is a strong positive correlation between
the news reports and the social media response concerning
waste management, the positive news reports may play a
major role in promoting pro-environmental attitude on social
media, and consequently increase pro-environmental behavior
in the general public. Additionally, analysis of social media
attitudes regarding waste management could be used for
assessing and improving the existing waste regulations as well
as developing new approaches to promote pro-environmental
behaviour.

All things considered, this paper presented methods for
data collection and analysis of social media posts and news
reports in order to evaluate public response related to topics
about waste management. The results show that news reports
greatly influence the public response on Twitter. Moreover,
events associated with political and health-related topics are
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Abstract—The Flynn effect is a well-known phenomenon that
has been documented by researchers in a variety of developed
countries around the world. This phenomenon refers to the fact
that people’s cognitive test scores are increasing by about 3
points every decade. Many researchers have documented this
spanning several decades since it was first defined by James
Flynn in the 1980s. According to recent studies, this upward
trend in cognitive assessment scores has reached a halt in
certain nations and may possibly be reversing, a phenomenon
known as the negative Flynn effect. The goal of this study is
to see if the Flynn effect can be detected across generations
in a developing country like RN Macedonia. The data for this
study came from a competitive test for obtaining a scholarship
for work-related courses. The test consisted of 40 questions
that evaluated the participants in a variety of areas. The test
was completed by 2700 participants. The key research groups
include two generations: millennial and generation-z. Multiple
cognitive areas were evaluated, including arithmetic reasoning,
logical thinking, visual reasoning, attention to detail, abstract
thinking, spatial and verbal reasoning, and more. The findings
prove that cognitive test scores of people in RN Macedonia are
improving, with a notable difference in average scores between
the two generation groups in every field studied and a 1.79
points difference in collective intelligence results.

Index Terms—Flynn effect, intelligence, I1Q, cognitive tests,
millennial, generation-z

I. INTRODUCTION

If one is about to search any digital resource about IQ tests,
how they work and whether they are a precise representation
of a person’s intelligence, there is a big chance one will run
into and get familiar with a phenomenon known as the Flynn
effect. It is named after James Flynn, a psychologist who first
documented the fact that every decade the average 1Q score
increases by 3 points [1]. These claims are not clearly evident
and were easily overseen by other researchers because of the
way 1Q scores are calculated. If we compare the results from
IQ tests from one generation with the results of same tests
from another generation we will not see evident difference
because the tests are regularly being calibrated to keep the
mean at 100. Flynn compared the results on the same scale
and found an obvious 3 IQ points difference which can not be
neglected. This means that person with 1Q of 100 in 2020s,
would have had IQ of around 118 back in the 1960s and could
have been considered intelligently gifted, while vice-versa,
person with 1Q of 100 in 1960s would have had around 82 1Q
points today, which would have put that person on the verge
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of mental retardation. The occurrence of this effect sparked
many discussion whether IQ tests measure intelligence which
is innate or one that is taught. It can also justify the lower
cognitive scores of elderly people as not being a result of
aging, but rather general differences among generations.

There is available research from the past 10 years that
that the Flynn effect is already stalling and even reversing
- a phenomena known as negative Flynn effect [2] [3] [4].
Such research is usually conducted in developed countries,
like Sweden [5], and the main reasons usually pointed out
for this are the lower fertility rates [6], the decrease in
quality of living, like increased air pollution [7], and even the
increased migration since immigrants usually score lower on
cognitive test etc [8]. Some radical and controversial reasons
for this negative phenomenon were also pointed out through
the years, like genetic deterioration also known as dysgenics,
which will be discussed more in the related work section.

The goal of this paper is to analyze the trends of cognitive
test scores in a developing country like RN Macedonia. This
research represents a modified version of the Flynn effect
occurrence model, since the scores from the tests were not
gathered throughout the years, but rather a test was assigned
at the same time to people born in different generations. Main
focus is to show whether there is clear difference in the scores
from people belonging to the millennial generation (people
born between 1977 and 1995) and the people belonging to the
Z generation (born between 1996-2015). The data gathered
and presented in this paper can serve as starting point for
tracking trends in the upcoming years.

The data that is analyzed was collected by organizing a
competition which awarded the top 10 participants with a full
scholarship for a year-long course for learning digital skills
like computer programming, digital marketing, data science,
graphic design and similar. The lower-ranked participants
were given a smaller scholarship which they could use to co-
finance their re-qualification. The incentive is high, mostly
due to the increased digital transformation in many business
domains which sky-rocketed the demand for IT professionals
in 2022. Because of this incentive and the valuable award
system, a total of 2700 people successfully completed the test
and entered the competition. Another 2366 students attempted
to solve the test but didn’t made it to the end or their time
expired.
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This paper is organized in 5 sections. Section I is the
introductory section, where the research question is proposed
and an introduction to the topic is given. Section II provides
an overview of the available literature for the Flynn effect
in general and the most common reasoning why it may be
happening. Section III outlines the methodology used, how
the data was gathered and how it was analyzed. Section IV
sums up the results from the research offering both visual
and numerical representation of the findings as well as the
limitations of the study. Section V wraps up the research
paper with a conclusion from the reported findings and
presents the future work that becomes available as a result of
the findings and the data collected from this research.

II. RELATED WORK

A lot time and money has been invested into demystifying
intelligence [9] and although many fields of study have
seen ground-braking advancements, intelligence still remains
extremely vague. This can be witnessed in computer science
as well - computers have mimicked a lot of our human skills,
but the field of artificial intelligence is struggling with its
progress [10].

The term Flynn effect by which this study was inspired
was coined after James Flynn, who first documented this
effect back in the 1980s. Flynn found out a rise in mean 1Q
of 13.8 points between Americans from 1932 to 1978 [11].
Other researchers easily omitted this evident trend because
1Q scores are calculated relatively to the average score of the
group, so they are regularly being calibrated, and the results
of the cohorts usually oscillate around the mean of 100.
However, when results from different cohorts are compared
on the same scale, the spread of values is evident.

Francis Heylighen had an interesting viewpoint on the
implications from this effect [12]. He uses the Flynn effect as
justification for the lower 1Q test scores of older generations
compared to the younger generations. Before, it was believed
that intelligence diminishes with age, but this finding now
proves that older people were simply raised in a period when
the general intelligence was lower. This is supported by a
study on US adults from 2019 which finds that cognitive
function is improving over time for US citizens aged over 60
years as a result of the greater educational attainment [13].
This is contrary to the findings of a more recent study from
2021 which analyzed the cognitive abilities of people older
than 50 years in Germany, Sweden and Spain [5]. In this
study Julia et al. tested different age cohorts using Wechsler
tests to conclude that cognitive abilities diminish as people
age. They did the research between 2004 and 2013 and they
also confirmed that later generations have higher cognitive
abilities, although these abilities still start diminishing after
50 years of age. These higher cognitive abilities represent
the Flynn effect. They confirmed this finding happening in
Germany and Spain, while in Sweden the gap between the
generations was not notably big, which led them to believe
that maybe there is an upper limit up to which these gains
in IQ scores can go. It is unclear whether improvements in
countries like Sweden are not happening because a ceiling
effect has occurred or further improvements in the educational
system and society in general can lead to further improve-
ments.

There are various interpretations of the fact that IQ scores
are increasing year by year. James Flynn himself argues that
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IQ test don’t actually measure inborn intelligence [14], but
rather one that can be and has been taught. So, as education
becomes more available and of higher quality, people get
better at standardized test. Others, like Richard Lynn argue
that this is the act of dysgenics, meaning that the quality
of species deteriorates with time because people with poor
genes, usually from lower socioeconomic classes are out-
breeding people with good genes because of their higher
fertility rate, something which we deem as a non-sense elitism
on a verge of racism.

Mitchum and Fox in their work from 2013 [15], ana-
lyzed the scores that people in the 1960s got on a Raven’s
Progressive Matrices test and the scores that people get
today. They confirmed the Flynn effect occurring and also
concluded that the average scores from 50 years ago would
certainly be below average now. However, they reason that
these phenomena isn’t bound to changes in intelligence,
but rather in the environment. People today are faced with
math algebra at a very early age and the tech-driven world
which is inevitable part of modern life is a great beneficial
factor toward one’s abstract thinking skills. In their research
they point out that even things we take for granted today,
like computer’s file system, with folders and files is a very
advanced abstraction compared with the things people 50
years ago had access to. They see this rise in abstraction
in everyday life too - the humour in comedy shows today is
far more abstract than the one decades ago.

Flynn himself approves this theory as he concludes that in
the 1900s only 3% of of people in the USA worked jobs that
were cognitively demanding (like doctors or teachers) [16],
while in 2006 there, a huge 35% of the working population
in the US works cognitively demanding professions [17].

There are evidences that intelligence is also influenced
by the environment. Among others, Carmi points out that
intelligence is not only biological but the culture, social
structure, and the environment have effects on it [18]. This is
backed up by another research from Nisbett who has shown
a 12-point to 18-point increase in IQ when children are
adopted from lower socioeconomic families to middle-class
homes [19]. Similar findings were publicized in 1970 by Scarr
who found out that poor performance of black children in
IQ tests tremendously increased once they were adopted by
white families [20], which back then was also a matter of
socioeconomic effects.

When it comes to defining generations, a work by Michael
Dimock from 2019 has been one of the most cited ones [21].
He defines Generation Z as people born starting 1997 and
later, and Millennial generation as people born between 1981
and 1996. Our research primarily relies on a classification
proposed by Jason Dorsey [22], one of the most popular and
influential researchers and speaker on the topic of generations
and future-proofing, especially on Millennial and Z genera-
tions [23]. His cut-off year between these two generations is
1995-1996.

We believe that for developing countries like RN Macedo-
nia, the cutoff should happen later, because generations are
defined by technological, economic, political and social shifts
which usually come into effect later in developing countries.
For this reason, besides the classification proposed by Jason,
we will do a comparison of the results when year 1999-
2000 is taken as year separating Millennial and Generation Z
people. Because the time-span of a generation has historically
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been and is analytically meaningful at around 16 to 20 years,
we will increase the start year to 1980, so that Millennial are
people born between 1980 to 1999 while Generation Z falls
between 2000 and 2017.

III. METHODOLOGY

A competitive test consisting of 40 questions was organized
to collect the data that is part of this research. The test was
open for exactly one month and rewarded the best participants
with full and partial scholarships for attending workplace
related courses.

TABLE 1
TEST PARTICIPANTS BY GENERATION

Generation Birth year # tests | # completed tests
baby-boomers | 1946 - 1964 | 9 7

gen-x 1965 - 1976 | 203 79

millennials 1977 - 1995 | 2927 1490

gen-z 1996 - 2015 | 1927 1124
millennials” 1980 - 1999 | 3775 1997

gen-z 2000 - 2015 | 892 529

* Generations if 1999/2000 is taken as a cutoff year

The test was supposed to be solved mostly by millennials,
people born between 1977 and 1995, since they were most
likely to be interested in professional re-qualification. Sur-
prisingly, together with the millennials there were a lot gen-z
people (people born between 1996 and 2015) among the users
that took the test. The exact numbers of participants by gen-
eration are shown in Table I. Because there are not enough
representatives from the other two present generations, baby-
boomers and gen-x, these will be left-out from this research
and the focus will be on millennial and gen-z participants.

The condition to gain a full scholarship for a year long
course was to score best on a test that consisted of 40
questions which evaluated different skills among the contes-
tants. The categories in which the participants contested, total
number of questions from each category for all participants
combined and total number of correct answers for each
category is given in Table II.

Worth noting is that the contestants were not aware that
different cognitive skills are measured and this did not even
play a role in the final scholarship standings. The rules were
simple, each participant gets 40 random questions with 25
minutes to solve. Each correct answer brings 1 point, each
wrong question is discarded. A maximum of 40 points can
be acquired. If more participants have same test scores, then

TABLE I
ALL CATEGORIES, TOTAL NUMBER OF POLLED QUESTION AND NUMBER
OF CORRECT ANSWERS IN EACH CATEGORY

Category Total .questions qurect answers
Millennial | Gen-z | Millennial | Gen-z
Basic Numeracy 2628 1819 1239 887
Numerical reasoning | 4107 2810 1810 1257
Logical reasoning 3855 2793 1946 1474
Inductive reasoning 3710 2686 1613 1242
Spatial reasoning 3496 2962 1902 1632
Short logic puzzles 3856 2861 2161 1638
Verbal reasoning 6043 4742 2997 2368
Attention to details 5563 4313 3217 2539
Abstract thinking 3992 3114 2271 1815
General knowledge 22350 16860 | 10961 8274
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they are ordered by the time left for completing the test, so
the faster are the better.

The distribution of participants in the quiz by birth year
is shown in Fig. 1. We can see that the most applications
came from people just around the discussed cutoff years
(late 1990s), so changing the year where Millennial ends and
Generation Z begins by even a single year, will have a big
impact on the results.

birth_year

1200 4

1000 +
800 +
600 -

Counts

400 —
200

0 -
I | I I | I I 1
1940 1950 1960 1970 1980 1990 2000 201(
birth_year

Fig. 1. Age distribution of quiz participants

Because the test consists of questions divided up into
categories, the first analysis is a comparison of the scores
different generations got in different categories. The results
are calculated as percentage of correct answers out of the total
possible answers. If a participant gave 20 correct answers,
then the score will be 50 because 40 is the total number of
questions.

Before analyzing the trends in cognitive scores between
the 2 generations, the results are calibrated in order to show
whether there are any precursors indicating the Flynn effect.
The mean average of all 2700 participants is calculated, and
everyone’s score is calculated as percentage of this mean.
For example, if the mean of all correct answers is 20, then
20 correct answers mean a score of 100, 30 correct answers
equal score of 150, 10 correct answers equal score of 50 and
so on. The average of these scores is then calculated for the
2 generations in order to prove or discard existence of Flynn
effect.

IV. RESULTS AND DISCUSSION

The first result of this paper shows that the participants rep-
resenting generation-Z scored higher in all categories, except
in general knowledge where the difference is unnoticeable.
This was to be expected, as the Flynn effect affects only the
abstract thinking skills and general knowledge has already
proven to be deteriorating [14]. This result can be extracted
from the data available in Table II. The differences in each
category between the two generations are given in Table III
and graphical representation of this finding is given in Fig. 2.

The more interesting analysis is the analysis of combined
cognitive skills. After dividing the participants in two groups
and calculating these groups’ average means, the result shows
that the average number of correct answers given by millen-
nial people is 20.21, while the average number of correct
answers given by gen-z participants is 20.57. Indeed, this is
not a huge difference, until we see how this reflects when
presented in a way 1Q scores are calculated.
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TABLE III
SCORES FOR EACH GENERATION BY CATEGORY
(MILLENIALS: 1977-1995, GEN-Z: 1996-2015)

TABLE V
SCORES FOR EACH GENERATION BY CATEGORY
(MILLENIALS: 1980-1999, GEN-Z: 2000-2017)

Category Millennial score | Gen-z score | Difference” Category Millennial score | Gen-z score | Difference”
Basic Numeracy 47.1461 48.7631 1.62 Basic Numeracy 48.0434 46.6334 -1.41
Numerical reasoning | 44.0711 44.7331 0.66 Numerical reasoning | 44.5750 44.6241 0.05
Logical reasoning 50.4799 52.7748 2.29 Logical reasoning 51.2556 51.8634 0.6
Inductive reasoning 43.4771 46.2398 2.76 Inductive reasoning 43.8376 47.3726 3.53
Spatial reasoning 54.4050 55.0979 0.69 Spatial reasoning 54.3469 55.8625 1.51
Short logic puzzles 56.0425 57.2527 1.21 Short logic puzzles 56.6712 57.1747 0.5
Verbal reasoning 49.5946 49.9367 0.34 Verbal reasoning 50.1158 48.1230 -2
Attention to details 57.8285 58.8685 1.04 Attention to details 58.4374 59.0691 0.63
Abstract thinking 56.8888 58.2852 1.40 Abstract thinking 56.9372 59.6179 2.68
General knowledge 49.0425 49.0747 0.03 General knowledge 49.5610 47.7505 -1.81

* e . . -
Difference = Generation-z score - Millennial score

For that purpose we first calculate the mean of correct
answers given by the whole population (both millennial and
generation-z participants). This number is 20.37. Then each
participant’s score is calculated relatively to this number.
So if someone gave 20 correct answers his score will be
(20/20.37)*100%, or score of 98.18. The formula for calcu-
lating participants score is shown below “(1)”, where score
is the mean average of all participants scores.

score;

x 100 (1)

This calculation replicates the way scores from IQ tests
are measured and helps to evaluate each user relative to the
average result of the whole group. This is why the effect of
increasing IQ points was not noticed for many years, until
Flynn calculated each person’s score relative to the complete
population scores. After the test scores are calculated for
every participant, an average of these scores is calculated for
the 2 focus groups, shown in Table IV.

f(score;)

score

TABLE IV
AVERAGE SCORES BY GENERATION

Generation | Average score | Generation | Average score
millennials | 99.24 millennials™ | 100.03
gen-z 101.03 gen-z" 99.87

* Generations if 1999/2000 is taken as a cutoff year

From Table IV we can see that the average score of the
millennial groups is 99.24 and the average score of the gen-z
group is 101.03, the difference being 1.79 points. This result
confirms the findings from other available research which
confirm the presence of the Flynn effect, or at least some
increase in cognitive ability test score for newer generations.

If we compare the results of the two generations after
shifting the year separating the two generations of interest
to year 2000, as proposed in Section II due to the latency in
technological and social progress in developing countries, the
results are presented in Fig. 3 and in Table V accordingly.
The differences are even more expressed in most categories.
The Millennial generation still scores better when evaluating
general knowledge but also beats the Z generation when it
comes to extroverted skills like verbal reasoning. We can see
that differences in inductive reasoning and abstract thinking
are by far most evident when considering this classification,
which comes at no surprise.

In Table IV, we can see that the if proposed cutoff year is
considered 2000, then Millennial generation performs better
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Difference = Generation-z score - Millennial score

TABLE VI
AVERAGE SCORES BY YEAR

Birth year | Participants | Score | Std. Deviation
1995 130 99.42 26.26
1996 141 99.34 26.89
1997 156 104.81 25.82
1998 164 99.46 28.82
1999 134 98.88 27.74
2000 147 97.66 28.12

at collective level than Generation Z. For that reason, guided
by the density of participants born in late 1990s seen in Figure
1 we analyzed the scores year by year, for the years where
the cutoff can be made and found that 1997 has the biggest
impact on the final results as shown in Table VI.

A. Limitations

A known limitation of this research is that the data was
gathered at once from different generations. This means that
the members of the two generations are at different age at the
time of testing which means that one generation had acquired
longer life knowledge as preparation for the test. As such,
this research is not exactly representing the differences in
cognitive ability test scores between the generations because
the test wasn’t conducted in each generation’s prime time.

Another limitation is that the participants in the study do
not exactly replicate the general population of RN Macedonia
in demographic characteristics and should be carefully se-
lected to do so for the next iterations, so that clear conclusions
concerning the whole countries can be made.

The findings are still confirming the findings of Francis
Heylighen discussed in Section II. As he used the Flynn
effect to conclude that intelligence is not diminishing as
people age, but rather newer generations get a head-start for
cognitive tests as the general intelligence levels are rising
with time. This is evident in the results of this research.
Although millennial and generation-z people are not that far
apart in age, the constant difference in test scores, confirms
that the more recent, Generation Z, already experiences gains
in general intelligence.
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Fig. 3. Scores by category compared between millennial and generation-z participants (millenials: 1980-1999, gen-z: 2000-2017)

V. CONCLUSION AND FUTURE WORK

The findings in this research give a clearer perspective as
to where RN Macedonia stands regarding having positive or
negative Flynn effect. The fact that both generations solved
the test in the same time can only diminish the effect of
the findings, since the people from the senior generation had
more time to develop their cognitive skills. Even with such
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hypothesis, the participants from the newer generation (gen-z)
outscored their predecessors by almost 2 I1Q points.

Comparing the scores on each category separately confirms
these results - in every category except general knowledge
(which is expected), newer generation scored clearly better re-
sults that its preceding generation. This result did not change
even when shifting the year that defines when Millennial
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generation ends and Generation Z begins in the range between
1995 and 2000.

These findings certainly contribute toward concluding that
the Flynn effect is present among the people in developing
countries like RN Macedonia, and these results will undoubt-
edly serve as starting point for more exact documentations of
the Flynn effect phenomenon in the future.

The results from this study provide a preliminary insight
in how generations in RN Macedonia are developing their
cognitive skills. The collected data in this research presents a
firm starting ground for future research in this field. The same
data gathering process will be performed in the upcoming
years with the focus on same age groups and in couple of
years a true evaluation of the Flynn effect will be available.

It would be of great importance to compare the results
of the upcoming, generation alpha, now that the results for
generation-z are available.
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Abstract—Air pollution is a serious threat to the health of
people living in Western Balkans, with the biomass being one of
the main pollutants. This study is based on the assumption that
air pollution escalation in Western Balkan countries during
winter will provoke a more intense activity on Twitter, while
acknowledging that people’s opinions and feelings can often be
influenced by content presented in news articles. The objective
of this study is to investigate public awareness of air pollution in
Macedonia, Serbia, Bosnia and Herzegovina and Montenegro.
Natural Language Processing techniques such as Sentiment
Analysis and Topic Modeling, as well as Statistical Analysis are
employed to determine whether Twitter discussions regarding
air pollution reflect the PMio levels measured by official air
monitoring stations in these countries. Such analyses are also
performed on news article teasers, attempting to determine
whether mass media portrays a realistic ambient condition and
aims to promote pro-environmental behavior. The results of this
study suggest that using Correlation Analysis to check for
resemblance between the frequency of sentiments detected in
social media discussions and the temporal changes in the PMio
concentration in the air, can serve as a measure of public
awareness of air pollution. Analyzing the content of the tweets
can reveal issues in the public opinion and thus, contribute to
tackling them down.

Keywords—air pollution, pml0, western balkans, social
media, tweets analysis, news media, sentiment analysis, topic
modelling, cross correlation

1. INTRODUCTION

Air pollution is a major problem in all Western Balkan
countries. People living in this region are estimated to lose up
to 1.3 years of life due to the prominent levels of pollutants in
the air [1]. According to the Air Quality Report (2018), the
crude mortality rate attributable to air pollution in Macedonia
was 154.7 per 100 000 inhabitants. In comparable neighboring
countries such as Serbia, it was 200.7 per 100 000; in
Montenegro was 110.9 per 100 000 and in Bosnia and
Herzegovina it was 105.1 per 100 000 [2]. PMo is among the
air pollutants whose levels are most frequently above the
legislation limits in this region and are mainly emitted by
human activities such as industry, household heating and
transport  [3][4]. Uncontrolled urbanization, illegal
construction, poor planning and design also endanger the
environment by contributing to such ambient condition [5].
Additionally, transboundary pollution from within and outside
the region considerably bring about the observed
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concentrations [3]. However, the Health and Environment
Alliance (HEAL) has reported that the main sources of air
pollution in the Western Balkans are the production of
electricity from coal and using wood for heating households
[6]. Consequently, the daily PM;, limit of 40pg/m3 set out
under national legislation is exceeded between 120 and 180
days a year, mostly during wintertime [1]. Exposure to such
particles can affect the heart and lungs and cause serious
health effects [7].

For this study, we supposed that the air pollution
escalation in Western Balkans during winter will provoke a
more intense activity on social media, especially on Twitter,
where people share their opinions and feelings. However, the
way people feel and think about a certain topic can often be
influenced by sentiments expressed in news articles. Knowing
that exposure to PMj particles harms the human health, our
initial hypotheses were that the public has justified negative
sentiments towards air pollution in their country and that news
media reflects the real air pollution ambient, aiming to
promote pro-environmental behavior.

To test our hypotheses and to investigate public perception
of air pollution in several Western Balkan countries including
Macedonia, Serbia, Bosnia and Herzegovina and Montenegro,
we employ Natural Language Processing techniques such as
Sentiment Analysis and Topic Modeling, as well as Statistical
Analyses.

II. RELATED WORK

Analyses of micro-blogging posts referring air pollution
has been an appealing research field for many researchers
over the recent years. Such analyses were primarily done
using Weibo (Chinese Twitter) content by separating the
positive and negative sentiments with a manual qualitative
classification method and using their frequency to improve
correlation with the daily Air Quality Index. The study
demonstrates that filtered social media messages can be used
to monitor dynamics of air pollution to some extent. Such
messages can reveal insights about public perceptions and
concerns of air pollution [8]. Another study demonstrates the
feasibility of using social media to monitor PM s levels as an
alternative method in areas without air pollution monitoring
systems, showing that citizen-led monitoring can be used to
better understand public’s interaction with air quality issues
and use Twitter discussions to promote pro-environmental
behavior. The authors minimized media influence by filtering
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tweets containing URLs and compared the frequency of
different sentiment groups against the official PM, s data in
Greater London [9]. Moreover, public response to a particular
event, such as wildfire, can be captured by using a structural
topic model to extract topics from tweets posted during the
event, as demonstrated in [10]. As indicated in [I1],
experimenting with a wide range of Supervised and
Unsupervised learning methods can provide information
about the evolution of topics over time and determine
similarities and differences in public response to air quality
information.

III. DATA

A. Twitter Data

For the purpose of this study, we coded a searching
application using the Python library Tweepy [12] to collect
air quality-related tweets from November Ist, 2021 to
February 28th, 2022. We used Twitter’s Standard API [13],
which allows searching for tweets posted within the last 7
days prior to the search time. Thus, tweets were collected on
weekly basis using the keywords: “aerozagaduvanje” (air
pollution), “aepozarajmynBame” (air pollution),
“zagaduvanje”  (pollution), “3aramyBame” (pollution),
“nm10” (pm10), “aumeme” (we breathe) to capture tweets
written in Macedonian language. To collect Western Balkan
tweets (excluding tweets written in Albanian language), we
used the terms: “zagadjenje” (pollution), “3araheme Ba3myxa”
(air pollution) and “zagadjenje vazduha” (air pollution).

Although “pollution” is a broad concept, we empirically
concluded that twitter users most frequently refer to the terms
“pollution” and “air pollution” interchangeably. The very few
tweets discussing different kinds of pollution were excluded
manually.

B. News Media data

Parallel to the collection of tweets, the powerful web-
crawler tool Octoparse [14] was employed to weekly
assemble teaser texts of news articles containing the above-
mentioned keywords. A teaser is an illustrative short reading
suggestion for an article that entices potential readers to read
particular news items [15]. We crawled the news web sites
Time.mk [16] and Time.rs [17], which are cluster-based news
aggregators that analyze 15 000 news daily, collected from
120 distinct sources.

C. Official Air pollution data

Air pollution data was acquired in order to investigate the
frequency of tweets and news articles during the peaks and
falls of PM,o particles measured by official measuring
stations. The PMjo data in Macedonia [18], Serbia [19],
Montenegro [20] and Bosnia and Herzegovina [21] was
collected from 21, 37, 6 and 16 monitoring sites respectively,
owned and funded by local authorities. The hourly data
measured from November Ist, 2021 to February 28th, 2022
was aggregated by week, so that the air pollution data is
adjusted to the frequency of collection of Tweets and teasers.
For each country, data from all of its monitoring stations was
aggregated to encompass the entire country area. PM;o data
measured in Serbia was available from December 2nd, 2021
to February 28th, 2022.
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IV. METHODOLOGY

A. Sentiment Analysis

To analyze the data in this study, we used VADER
(Valence Aware Dictionary and sEntiment Reasoner) - a
lexicon and rule-based sentiment analysis instrument
optimized to find semantics in micro blog texts, such as
tweets [22]. VADER relies on an English dictionary that
maps lexical features to emotion intensities called sentiment
or Valence scores. Valence scores of each word are measured
on a scale from - 4 (most negative) to + 4 (most positive),
with 0 indicating a neutral sentiment. The compound score of
the whole text is obtained by summing the valence scores of
each word in the lexicon, normalized to be between -1 (most
extreme negative) and +1 (most extreme positive) by using
the following normalization:

X

Vx2+a

X

)

In (1), x is the sum of Valence scores of constituent words
and « is a normalization constant with a default value equal
to 15. For severalizing the tweets into positive, negative, and
neutral sentiment groups, the default threshold value of - 0.05
and + 0.05 was used.

Before using the built-in NLTK VADER Sentiment
Analyzer, we first used an automatic document translator [23]
to translate the collected data into English language.

B. Time Series Statistical Analysis

In terms of time series analysis, measuring similarity is
important to assess the casual relationship between two
signals in time. To compare the tweets and teasers against the
PM, data, we used cross-correlation. The Cross Correlation
Function (CCF) is the correlation between the observations
of two time series x; and y;, separated by k time units (the
correlation between y; ., and x;), where k is called a lag.

The confidence interval is calculated with in#—lkl’ where

nis the number of observations and k is the lag. The
correlation is significant if its absolute value is greater than

2 [24]. The CCF is based on the assumption that the data

=Tkl
is stationary, meaning that the mean and variance are constant
and independent of time. If a time series has an upward or
downward trend, it is commonly made stationary by
differencing [25].

To test whether the obtained sentiment groups of tweets
and teasers and the PM,y data are stationary, we used the
nonparametric Mann-Kendall test. The null hypothesis is that
no monotonic trend is present in the data. The test indicated
a decreasing trend in the teasers obtained from Time.rs. Prior
to performing the CCF test, we conducted first order
differencing to make this data stationary. For the rest of the
data, the Mann-Kendall test did not indicate any trends and
thus, the null hypothesis was accepted.

C. Topic Modelling

To understand what contributes to the air pollution and
who is accountable according to the public opinion, we
experimented with two topic modelling approaches: Latent
Dirichlet Allocation (LDA) [26] and Gibbs Sampling
Dirichlet Multinomial Mixture (GSDMM) [27].

LDA assumes that a single document (tweet in our study)
covers a small set of concise topics and calculates the
contribution of each topic to the document. Topics are
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identified based on the likelihood of co-occurrences of words
contained in them [28]. Ranked lists of words associated with
a given word w,, are obtained by calculating the sum of the
weight of each topic generated by LDA multiplied by the
weight of each word w,, contained in that topic. The ranking
weight of the word i is computed as follows:

W = Yjo1.nWij * Wy 2
In (2), N is the number of topics and w;; denotes the weight
of the word i in topic j.

Contrary to the LDA’s assumption, GSDMM assumes
that there is only one topic per document, making it suitable
for detecting topics in smaller documents, such as tweets.
Gibbs sampling describes the method of iterating through and
reassigning clusters based on a conditional distribution. In the
same manner the Naive Bayes Classifier works, documents
(tweets) are assigned to clusters based on the highest
conditional probability.

To evaluate the performance of these approaches, we
employed the Topic Coherence score. The coherence of a
topic, used as a proxy for topic quality, is based on the
distributional hypothesis that states that words with similar
meaning tend to co-occur within a similar context [29].
Topics are considered to be coherent when all or most of the
words in the topic are related. We consider the differences
between each model as we learn an increasing number of
topics, starting from 2. Prior to this analysis, we preprocessed
the negative tweets to remove retweet symbols, special
characters, URLs, emojis and extra spaces. To give more
focus to the important information, we also removed
stopwords, tokenized the tweets and reduced the words to
their lemma.

V. RESULTS

A. Obtained sentiments

The statistics about the tweets and the news article teasers
collected during the course of this 17-week study, as well as
the sentiments obtained with the Sentiment Analysis for all
of the datasets, are displayed in Table I. It is noticeable that
the percentage of negative sentiments prevails in every
dataset, while the percentage of neutral sentiments is the
lowest. The relatively high number of retweets indicates a
sense of agreement and approval among the users [30]. An
important point is that the total number of tweets does not
equal the sum of retweets and unique tweets (including
replies). Sometimes, the original tweet that is being retweeted
is not captured since it dates long before the time scope of
this study. Moreover, it can happen for several original tweets
to be identical. Thus, tweets with distinct preprocessed
content (without retweet symbols and special characters) are
considered as unique. Similarly, media teasers with distinct
content count as unique.

TABLEI. STATISTICS OF THE COLLECTED
AIR POLLUTION TWEETS AND NEWS ARTICLE TEASERS

Name Total Retweets | Unique Negative | Positive Neutral
number (%) (%) (%) (%) (%)
Macedonian | 1,g 3399 | 5393 | 643 194 16.2
Tweets
Time.mik 994 48.89 55.2 39.8 49
teasers
Western <
2 5 44.52 2
Balkan Tweets 2664 | 47.56 44.52 54.3 29.09 | 16.61
lime.rs 709 73.77 642 27.5 8.3
teasers
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B. Cross-correlation

The severalized tweets and teasers obtained through the
Sentiment Analysis were plotted weakly against the official
PMjo data to determine the resemblance between the
sentiment groups and the actual air pollution data. The
different sentiment groups of the Macedonian tweets were
compared against the PM,o data obtained from measuring
stations in Macedonia. Sentiment groups of the rest of the
tweets were compared against PMjo data in Serbia,
Montenegro and Bosnia and Herzegovina to check for
correspondence.

The maximum cross-correlation between all categories of
Macedonian air pollution tweets and PMo particles in the
country was at lag 0, indicating that there is no lag or lead-
time between levels of PM g particles and tweet frequency. A
cross-correlation analysis between the number of negative
tweets and PM;o particles showed a coefficient of 0.62
(p =10.001) and a coefficient of 0.54 (p < 0.001) between the
number of neutral tweets and PM particles (Fig. 1). The
cross-correlation between the positive tweets and PMjo
particles was insignificant. Regarding the sentiment groups
of Time.mk teasers, the maximum cross-correlation between
the frequency of negative teasers and PM,o data was 0.53
(p = 0.002), between the positive teasers and PM, data was
0.52 (p < 0.001) (Fig. 2) both at lag 0; while between the
neutral teasers and PM o data it was insignificant.

There was no significant cross-correlation between the
Balkan air pollution tweets and any of the PMj, data
measured in Serbia, Bosnia and Herzegovina and
Montenegro. As for the Time.rs teasers, there was significant
cross-correlation at lag 0 between the negative teasers and
PM,o data measured in Serbia, with a coefficient of 0.66
(p <0.001) (Fig. 3) and at lag 3 between the neutral teasers
and PM, data measured in Montenegro with a coefficient of
0.65 (p <0.001) (Fig. 4).

C. Obtained topics

Topic Modelling is a challenging NLP task and choosing
the “best model” is not an exact science. Context, and
translation in our study, make for a wide range of possible
meanings that can be best interpreted by human eye.

Despite visual inspection of the topic models, we also
depended on the Topic Coherence to assess the quality of
each model. We experimented with topic numbers ranging
from 2 to 20, and with different hyperparameters. With a
small number of topics, we only extracted broad topics,
achieving low Topic Coherence score. On the other hand,
with a large number of topics it was difficult to distinguish
between them and the Topic Coherence score was low again,
indicating that the chosen number of topics is probably
wrong.

According to the analysis, for GSDMM on the
Macedonian negative tweets, 9 topics were selected with a
coherence score of 0.51, while for LDA 15 topics
(coherence score = 0.41).

In addition, for GSDMM on the Western Balkan negative
tweets, 7 topics were chosen (coherence score = 0.57), while
for LDA 15 topics (coherence score = 0.38).

In other studies, it has been shown that traditional topic
models such as LDA, experience large performance
degradation over short texts [29] [31], which is in accordance
with our results. Therefore, we focus on the topics obtained
with GSDMM and present some of the most important ones
in Table II, along with the most important words and their
frequency of occurrence.
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Fig. 2. Weekly comparison of official PM o data in
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VI. DISCUSSION AND CONCLUSION

The analyses showed that negative Macedonian tweets
were most predictive of PMg levels in the country, whereas
positive tweets do not have comparable peaks and falls with
the measured PM particles. This suggests that during times
of escalated air pollution, the public expresses negative
sentiments and concerns on Twitter, which is in accordance
with our first hypothesis that Twitter discussions about air
pollution reflect measurements of PM particles.

As for the News Media in Macedonia, the maximum
cross-correlation was detected between negative teasers and
PMy data, which again, is consistent with our second
hypothesis that News Media provides truthful information on
air pollution. However, the high cross correlation of positive
teasers and PM o data should not be neglected, since it implies
the possibility that news media tries to suppress public
discussions about air pollution hazards.

The topic modelling indicated that the Macedonian public
thinks that electricity production and transport lead to great
air pollution, and thus, to health issues. They expect the
government to take action and address the problem. However,
studies conducted in Macedonia show that the ratio of air
pollution caused by households and transport in the country
is about 95% to 5% [32]. The experimenting with different
numbers of topics revealed that some discussions about the
negative effects of biomass are present on Twitter, suggesting
awareness of this pollutant to some extent. Even so, the size
of such clusters was significantly smaller compared to the
size of clusters regarding transportation and a lower
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Fig. 4. Weekly comparison of official PM o data in
Montenegro and frequency of Time.rs teasers

coherence score was achieved. This leads to a conclusion that
the use of biomass in households is not among the topics
obtained with a highest coherence score, while the ambient
condition is often attributed to the transport. These results
suggest high public unawareness of the main air pollutants in
the country, emphasizing the need to raise public
consciousness of the dangers posed by using biomass and to
promote pro-environmental behavior on this topic.

Contrary to the first hypothesis about Twitter discussions
reflecting PMjo concentration in the air, there was no
resemblance between any of the sentiment groups of Western
Balkan Tweets and the actual PM;o data collected from
Serbia, Bosnia and Herzegovina and Montenegro. However,
most of the tweets were classified as negative, which suggests
that people express negative sentiments on Twitter even when
the PM¢ levels are moderate or low.

Although the number of articles regarding air pollution
decreases over time, a high cross-correlation was detected
between negative Time.rs teasers and Serbian PM;, data,
which again, confirms our second hypothesis about mass
media portraying a realistic ambient condition.

Throughout the topic modeling, we discovered that many
air pollution tweets refer to Serbia and cities in Serbia
(Belgrade, Sabac, etc.). When tweeting on air pollution, the
public generally expresses worries about health, climate
change, industrial air pollution and pollution caused by power
plants. Again, this indicates public unawareness of the
biomass being a major air pollutant in the Western Balkans

[6].
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TABLEIL.  TOPICS OBTAINED THROUGH
GSDMM ToPIC MODELLING
Topic Negative Macedonian Tweets Topic Negative Balkan Tweets
(GSDMM) (GSDMM)
pollution (52), crisis (16), increase (16), pollution (407), air (188), cities (62),
Electricity price (14), air (11), electricity (11), cut | Power plant Belgrade (53), Serbia (48), terrible (45),
(10), energy (9), terrible (9) plant (34), power (31), problem (24)
pollution (38), air (12), less (11), problem Climate pollution (293), air (97), Serbia (83),
Transport (9), car (7), brt (7), cities (6), need (6), han problem (45), climate (30), change (30),
tram (4) change increase (21), death (18), environment (17)
pollution (12), people (11), anything (9), Industrial pollution (49), Sabac (25), miner (19),
Government | pml0 (7), immediately (6), mayor (6), air pollution poison (17), plant (8), industry (7), factories
don’t (6), vimro (4), municipality (4) P (7), burn (7), suffer (7)
die (8), pollution (6), breathe (6), people pollution (7), Lazarevac (6), children (5),
Health (6), lose (6), children (6), poison (4), | Health problem (3), nausea (3), dizziness (3),
burn (4), poor (4) caugh (3), heart (3), symptom (3)

Future research directions for this study include a more
supervised translation of the collected data to improve
VADER resistance to slang and sarcasm. Additionally, using
geo-localized tweets in the future would ecliminate the
possibility of capturing Croatian tweets when using keywords
for collecting Western Balkan tweets. Finally, separate
analysis of the data obtained from each measuring station
could provide insights on air pollution in smaller regions in
every country, since levels of PM;o vary largely over space
and time.

Collectively, this study confirms the convenience of NLP
techniques such as Sentiment Analysis and Topic Modelling
for analyzing public thoughts and feelings on important
topics such as air pollution, as well as the truthfulness of the
information  transmitted by news media. The
cross-correlation between sentiments detected in social
media discussions and real air pollution measurements in a
country can serve as a measure of public awareness of air
pollution. Topic Modelling techniques can reveal issues in
the public opinion and thus, contribute to tackling down such
problems.
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Abstract—The process of adjusting the best hyper-parameters
for machine learning models is a complex optimization problem
over the models that in reality are ’black-boxes”. This process
entails several challenges such as the time complexity of finding
optimal results, different types of hyper-parameters (continuous
and categorical hyper-parameters) and model over-fitting. The
main benefits of the hyper-parameter adjustment process are
the improvement of the efficiency and quality of the models.
This paper presents an implementation for adjusting hyper-
parameters of time series prediction regression models, which
is based on pheromone paths of ant colonies used as a way
of finding food in nature. This approach of leaving pheromone
pathways has been used to quickly find values for the hyper-
parameters of the regression models for which they give the
most optimal results.

The proposed implementation for Ant Colony optimization is
compared with three other parameter optimization approaches
(Grid search, Bayesian optimization and Tree Parzen Estima-
tors) on ten different regression datasets according to the time
required to perform the optimization and the quality of the
model prediction. The experimental evaluation shows that the
proposed method needs minimal time to optimize the hyper-
parameters, while preserving very good predictive performance
in comparison to the competing approaches.

Index  Terms—hyper-parameter  optimization,
parameters, Ant colony, Grid search, HPO,

hyper-
time series

A. Acronyms

MSE - Mean Squared Error;

ACO - Ant Colony Optimizer;

SVR - Support Vector Regressor;
HGB - Histogram Gradient Boosting;
GS - Grid search;

RS - Random Search;

TPE - Tree Parzen Estimators;

HPO - Hyper Parameter Optimization;
BS - Bayesian Search;

I. INTRODUCTION

Machine learning models use parameters that cannot be
directly deduced from the data. These types of parameters are
called hyper-parameters of a model [1]. The overall work and
behavior of the model in the learning and prediction phases
greatly depend on these parameters. Their optimization is a
difficult and tedious task, which depends on the expertise of
the engineer and the domain of the problem the engineers
are trying to solve with the help of data modeling. The
hyper-parameter tuning is a process of choosing optimal
values of the corresponding hyper-parameters, for which the
model will have the best results for a predefined metric used
for assessing the quality of the forecast. The most well-
known and widely used technique for hyper-parameter tuning
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of models is the Grid Search technique, which gives the
best results when searching the entire hyper-parameter space.
However this technique has a high level of time complexity.
To avoid the most common problems with selecting hyper-
parameters values (manual adjustment by the engineer, use of
“recommended” values, use of inadequate metrics to assess
the quality of the forecast and the occurrence of model over
fitting), automatic tools are made that significantly aid in
the tuning process and minimize the prediction error [2].
The purpose of this paper is to describe, review and experi-
mentally compare approaches for hyper-parameter tuning on
regression models which use time series as input data. In this
paper the tools AutoSklearn, Hyper-Opt will be considered
as representatives of Bayesian optimization and Tree Parzen
Estimators respectively. Moreover as third and fourth method
of hyper-parameter tuning evaluation, the method Grid search
and the proposed implementation using the principle of
pheromone paths of ant colonies will be used. The proposed
implementation for the Ant Colony Optimizer can be easily
adapted to any type of problem and model. Furthermore
the same implementation can be used for parallel execution
and skipping of combinations through the pheromone path
system, which significantly increases the speed of parameter
tuning.

II. RELATED WORK

Hyper-parameter optimization (HPO) is the final step in
model design and the initial step in model training [3]. There
are two types of hyper-parameter optimization:

o Manual:

For models that are widely used, the adjustment of
these parameters by the scientist is possible and depends
on the experience of previously solved problems. With
the increasing dimensionality of hyper-parameter space
and its values, this approach becomes very difficult. To
overcome this problem, a second type of optimization
has been proposed.

Automatic:

As the search space and parameter settings expand,
the demand for computing power grows, as does the
necessity for continuous trial-and-error access. As a
result of that new types of optimizers emerged such
as Grid search (GS), random search (RS), bayesian
search (BS) and ant colony optimization (ACO). For
this kind of HPO, the scientist is expected to set a
starting configuration for the process of optimization.
Afterwards, the best hyper-parameters are automatically
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chosen after certain time. With this method, the proce-
dure of manually specifying the hyper-parameters and
analyzing the outcomes is no longer necessary [4].

A. Automatic hyper-parameter optimization approaches

There are two primary types of automatic hyper-parameter
tuning approaches, depending on whether they can be adapted
to iterations [5]:

« non-iterative and non-adaptive
o iterative and adaptable

Non-iterative and non-adaptive approaches are represented
by the GS (Grid search) method.

Grid search is one of the most utilized hyper-parameter
tuning approaches. This fundamental approach of parameter
tuning begins by defining a hyper-parameter search space
that must be explored in order to achieve a certain global
optimum. It is the most commonly utilized approach due to its
mathematical simplicity and the ability to adjust parameters
in parallel. The most significant disadvantages of this strategy
are its high time complexity and the so-called curse of
dimensionality. The number of combinations, and thus the
resources required to calculate them, grows exponentially as
the number of parameters to be adjusted grows [6].

Furthermore, Bayesian search (BS) and Tree Parzen Esti-
mators (TPE) are representatives for the iterative and adapt-
able type of approach.

Most of the time, the functions in the models that re-
quire parameters are “black-box” functions. These functions
are difficult to evaluate and demand a substantial amount
of computer resources to identify the global extreme. To
optimize these types of functions, Bayesian optimization
is most typically utilized. With each evaluation and new
sample, it grows more and more accurate over time. The
basic idea behind this strategy is to establish a balance
between exploration and exploitation. By balancing these
two characteristics, the problem of becoming trapped in
a local optimum is avoided. When compared to GS, the
main advantage is that it can be utilized for a wide range
of functions, including convex, non-convex, and stochastic
functions. Bayesian optimization is comprised of two parts:
a surrogate model for modeling a function and a posterior
probability-dependent activation function that seeks to choose
the next sample of the distribution. The surrogate model is
often a Gaussian process that assumes similar inputs will
result in similar outcomes. Unlike GS method, this approach
for hyper-parameter tuning explicitly determines the error
function [4], [6]—[8]. Finally, the Tree Parzen Estimator (TPE)
is utilized as an alternative to a suitable surrogate Bayesian
model source. This approach works with a variety of search
spaces, including values from a uniform distribution, category
spaces, and normally distributed real values represented by a
tree structure. The inability to represent interactions between
hyper-parameters is a significant shortcoming of this method.
The basic method of the Gaussian process outperforms TPE
for hyper-parameters with no interaction.

B. Related work for Ant Colony Optimization

In the literature, the ant colony optimization algorithm is
most commonly used to solve the traveling salesman prob-
lem. This technique has recently been introduced to hyper-
parameter tuning for hyper-parameters in neural network
layers and the construction of complete neural architectures,
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as well as for improving predictions using fuzzy logic [9],
[12]. The next paragraphs will go over some of the more
noteworthy publications that utilize this concept. The Deep
Swarm system, which is based on flock intelligence, is
presented in [9] To discover the optimum neural network
architectures, the authors apply the Ant Colony Optimizer
(ACO) approach. They have discovered a balance in the
process of exploitation and exploration by using this concept.
The authors are using ACO and cluster intelligence for the
process of NAS (Neuron Architecture Search) due to some
benefits such as decentralization, scalability and the ability to
share already acquired knowledge.

Deep Swarm begins by generating a graph with a single
starting vertex. After a certain number of ants have been
generated, the ACO tuning process begins. Each of these
ants aims to determine what the next layer in neural archi-
tecture will be based on certain selection rules. Following
this selection, each ant makes additional adjustments to the
internal hyper-parameters of each layer, thereby resolving the
HPO problem (Hyper parameter optimization). To a certain
depth, this procedure is repeated for each ant. Following the
completion of this procedure, the pheromone matrix is locally
updated. Only the best ant is capable of updating the global
pheromone matrix. The authors emphasize as an important
point in the evaluation process that by limiting the number of
ants to one, the research and exploitation of the search space
does not show its full potential, but by increasing the number
of ants from four to eight, the time required for evaluation
increases significantly, and model improvement is minimal
(less than 0.13%). Finally, the authors report error rates of
0.46%, 1.79%, and 1.68% when comparing the new system,
RS search, and GS search, respectively.

The authors of [10] present the OpenNAS system, which
generates CNN (convolutional neural networks) for data sets
that contain black and white or colored images. PSO (partial
cluster optimization) and ACO are used to select the layers
for neural networks. The idea for such a system emerged from
the brute force algorithm’s impracticality and the problem’s
complexity. For ACO tuning, this before mentioned system
OpenNAS utilizes an implementation from the previous Deep
Swarm system. According to the authors, as the number of
ants increases, so does the search time. For the configuration
chosen in that paper, PSO outperforms ACO by 3% on one
data set and 1% on the second data set. The authors point
out that the networks generated by ACO are much simpler,
but with relatively well-adjusted parameters, based on their
configuration. The paper concludes that increasing the depth
of an ACO network results in more complex and better
networks, whereas choosing the number of layers in a PSO
network is completely stochastic. Then, in [11], ACO is used
to configure a modular neural architecture for image pattern
recognition. The process of fine-tuning the modular neural
architecture for image pattern recognition begins with the
establishment of a colony of ants in various positions. For
each of these ants, an adjustable graph is created. The offered
implementation makes use of three modules, each with seven
vertices. The final result is 98.82 percent pattern recognition
accuracy. Finally, [12] uses a new heuristic to find a suitable
region in the universe of discourse, which is a region in which
values for certain observable variables are found. ACO, a
widely accepted solution to the graph search problem, has
been used to find such a suitable region. The paper utilizes
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time series with a high level of data noise. These are known
as fuzzy series. Forecasting is based on TAIEX data and a
special model for predicting this type of series, which is based
on fuzzy logic.

ITII. ANT COLONY OPTIMIZER
A. Pseudo algorithm for Ant colony optimization

Ant colony optimizer (ACO) is based on and inspired
by ant behavior in the wild in search of food, as well as
their communication via chemical pheromone pathways that
lead from their nest to the food source. With this in mind,
the optimizer’s implementation is based on marking specific
parts of the search space of the algorithm’s hyper-parameters
which will have the greatest contribution to reducing the
prediction error. Initially, this algorithm was designed to solve
the travel salesman problem, but later, specific variants of it
were identified and used to optimize models using categorical,
discrete, or continuous hyper-parameter values.

Algorithm 1 Ant colony optimization pseudo-code
Input: (N No. of ants,FF function,max No. of iteration
nmam)
Configuration selection from the hyper-parameter space P
Creation of matrix NxP
Evaluation of solution matrix .S with function
Saving results into R = E(5)
for i =1,2,3, N4, do
Selection of new parameter configuration
Creation of new solution matrix S’
Evaluation of the newly created matrix S’
Saving results into R’ = E(S”)
Updating S with the best solutions from S and S’
Output: S, R

B. Proposed implementation for Ant Colony Optimization

The algorithm begins by creating a matrix of size NxP,
where N is the number of selected ants for tuning and P is
the number of hyper-parameters that need to be adjusted. This
matrix is initially initialized with values chosen at random
for the hyper-parameters. Following this step, the matrix is
evaluated, and the results are placed in a new matrix of size
Nx1. The RMSE metric is used to calculate how good the
solution is. After calculating the metric value and storing the
result in a matrix of size Nx1, the solutions of the matrix
NxP are arranged in order of best to worst. The next step
in the algorithm is to assign weights to each of the solutions.
For this purpose, the following formula is used:

1
qn x 2 x T

—42
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1
where gn = N % q and ¢ is a parameter of the algorithm that
is variable and can be experimented with, and ¢ represents the
ordinal number of each of the solutions after prior ordering
from best to worst.

The Gaussian distribution is determined by this formula,
which has a mean of 1 and a standard deviation of ¢n.
The values of these weights are unchanged because they
use the ordinal numbers of the solutions from 1 to N (the
number of ants in the initial configuration). The algorithm
then calculates the standard deviation for each of the param-
eters. A matrix of size Px1 is created for this purpose.This
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matrix will aid us in the creation of the Gauss kernel and
the determination of hyper-parameter values. Furthermore,
the pheromone evaporation parameter is introduced as a
parameter that controls the solution’s convergence.

Following the creation of the matrix with standard devia-
tion, a new matrix of size NxP is created. To fill the hyper-
parameter values, the previously generated standard deviation
matrix is used in such a way that the value for the standard
deviation corresponding to the parameter for which they are
currently taken is multiplied by a randomly generated variable
from the half-open interval [0,1), and this value is added to
the value for this parameter from the best found solution so
far. To avoid generating parameter values that are outside
the parameter limits, all values that cross the upper or lower
limit for a parameter are assigned the maximum or minimum
value of the limits. The newly generated matrix is sent to
the optimization process in this manner. This procedure runs
all models on a predetermined number of processor cores.
After completing the optimization and obtaining a matrix
with metric values, the new solutions are combined with
the best solutions thus far and sorted from best to worst.
Only N of these solutions are saved, and the procedure is
repeated z times until the maximum number of iterations is
reached or the change in improvement does not exceed the
threshold limit defined at the start. With the selection of N
best solutions from 2N solutions a balance between research
and exploitation is introduced.

1V. EXPERIMENTAL EVALUATION
A. Model representatives and expectations

For the purpose of experimental evaluation as regression
model representatives SVR (Support Vector Regression) and
HGB (Histogram Gradient Boosting) models were chosen.
SVR, or Support Vector Regression, is a supervised machine
learning method. The primary goal of this type of prediction
method is to locate a hyper plane in space that contains the
greatest number of points used in training. If the problem
cannot be solved linearly, the kernel function is used to
find this plane, which aims to transcend the inputs to a
higher dimension where they can be solved linearly. In the
literature, RBF is most commonly used as a kernel function to
generalize models. During the experiments, the RBF (Radial
basis function) kernel function was used in each model. SVR
differs from other types of regression because it seeks the best
hyperplane with a predetermined limit, rather than focusing
on implicitly minimizing the error between the actual and
predicted values. When there are a large number of samples,
SVR has a significant disadvantage in terms of complexity
and training time. This model has the advantage of being
resistant to anomalous points. In contrast, histogram gradient
boosting is a decision tree ensemble model. It is distinct
from other types of Boosting algorithms in that it discretizes
continuous input values into a set of distinct values. This
accelerates the training of the trees added to the ensembles.
The disadvantage is that if the number of iterations is very
large, over-fitting can occur. Furthermore, this model is not
robust in terms of anomalous points, which are usually the
result of a minor over-fitting. This is due to the fact that each
new tree is updated based on the residuals and prediction
errors of previous trees.

The training time of the SVR model is expected to be
significantly faster for a smaller data set, while the training
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time of the HGB model is expected to be faster as the number
of training data increases. The experimental evaluation in
this paper consists of setting parameters for the two types
of regressors (SVR and HGB) mentioned above using four
methods: Grid Search, HyperOpt, Auto-Sklearn, and the
proposed Ant Colony optimizer.

B. Data sets

Ten data sets from the UCI Machine learning repository
[13] with varying sampling intervals and observations ranging
from 61 to 69681 samples were chosen for a thorough
evaluation of the proposed optimization algorithm.

Summary results for both types of models will be presented
for each set, sorted by the chosen Mean Squared Error (MSE)
comparison metric and the time required to find a solution.

TABLE I
DATASET NAME AND REFERENCE

Reference
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]

Dataset Name
21412020
Istanbul Stock Exchange
Garments worker productivity
Air Quality UCI
Energy Data
PRSA
Daily Demand Forecasting Orders
Metro Interstate Traffic Volume
ETT
Household Power Consumption

C. Metrics and hyper-parameters

For the purpose of model comparison Mean Squared Error
(MSE) and time required to find a solution are used. Mean
Squared Error (MSE) is the mean root value of the difference
between the actual and the predicted value. A lower value
with this metric determines a better model. The formula for
this metric is:

1 n
MSE = —

~D (Vi Y)?

i=1

(@)

where M SE is MeanSquaredEﬁror, n is the number of
samples, Y are the true values and Y are the predicted values.

MSE error minimization is accomplished by calculating
the MSE metric in regards to 80% of the total data without
shuffling from each data set (due to the problem of continuous
data in time series) and determining the mean value of the two
trainings obtained through 2-fold cross validation. Following
the tuning process on the training data sets, the value for
the previously mentioned metric MSE, is calculated on the
leftover 20% of the data sets.

SVR parameters C (regulatory parameter) and epsilon (a
parameter that determines the extent to which no error is
provided in the training function for observations provided in
the interval from epsilon to the real value for that observation)
are used as hyper-parameters for tuning. In all experiments
for SVR, the kernel function is set to RBF (radial basis
function). In contrast, the following parameters are chosen
for Histogram Gradient Boosting (HGB): learning rate (pa-
rameter that controls the model’s learning), maximum leaf
nodes (minimum number of sheets in each tree), minimum
sample leaf (minimum number of samples per sheet in wood),
and max depth (maximum depth of each tree).
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V. RESULTS AND DISCUSSION
A. Results

According to Table II, the proposed implementation ACO
method is the most accurate in six of the ten data sets. On
the other hand, the proposed implementation ACO for the
HGB model (Histogram Gradient boosting) is the best when
compared by MSE in three out of ten cases, equating with
Grid search and Auto-Sklearn.

According to Table III, the proposed implementation ACO
method is the fastest in six of the ten data sets. On the other
hand, the proposed implementation ACO for the HGB model
(Histogram Gradient boosting) is fastest when compared by
time needed for tuning in nine out of ten cases.

Finally, whether using the SVR or HGB model, the pro-
posed ACO implementation is always among the top three
best methods.

B. Discussion

After evaluating the approaches made over the ten data
sets that differ in the number of samples and the number
of features they possess, as well as the size of the values
in the predicted variable, it can be concluded that in seven
of the ten SVR models the fastest solution is the proposed
architecture. For the MSE metric ranking in many cases
where ACO is in second place, it is preceded by GS, which
is an expected result because the implementation of ACO
generates approximate values for the parameters that in the
experimental phase were set to have the above limit of 1000
for parameter C and 1 for epsilon parameter in SVR models.
With that in mind, ACO is most accurate by MSE in six out
of ten experiments, and Grid Search is most accurate in two
out of ten cases. In one case, because no data preprocessing
was performed, only Auto-Sklearn produced good results
with a budget of 100 seconds and utilization of the frame’s
internal preprocessor. In the final experiment, the HyperOpt
framework produces an MSE that differs from the ACO
solution by one decimal place.

In nine out of ten experiments, ACO produces significantly
faster results for the second type of model, HGB (Histogram
Gradient Boosting). The results for this model are very close
to MSE (differ by a third decimal place).

Another finding is that GS is the slowest of all models.
When experimenting with Auto-Sklearn and HyperOpt, it is
necessary to set a budget, which in Auto-Sklearn is fully
utilized, whereas in HyperOpt it is possible but not always
fully utilized. Determining the exact budget is difficult, which
is why in this experiment, it is set to 500 and 100 seconds
in Auto-Sklearn and 500 seconds in HyperOpt, respectively,
and these numbers are chosen arbitrarily.

VI. CONCLUSION AND FURTHER WORK

In this paper we presented an implementation for Ant
Colony Optimizer for hyper-parameter tuning. This imple-
mentation was compared with three different benchmark
methods (Grid Search, Bayesian Optimization and Tree
Parzen Estimators) on ten different datasets and on two
different types of models (SVR and HGB).

The ant colonies optimization strategy for hyper-parameter
tuning showed minimal time to tune the hyper parameters
while providing competitive results for prediction accuracy
compared with the other method mentioned above. It also has
the potential for a lot of parallelism as well. Its accuracy is
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TABLE 11
RESULTS FOR MSE METRIC FOR MODELS SVR AND HGB FOR EACH OF THE TEN DATASETS

Dataset SVR MSE HGB MSE

Method ACO Grid search | AutoSklearn | HyperOpt ACO Grid search | AutoSklearn | HyperOpt
Data set 1 84.41 67.75 71.95 94.66 2.17 1.55 2.76 3.94
Data set 2 0.06 0.07 0.06 0.069 0.05 0.051 0.05 0.05
Data set 3 0.02 0.43 0.13 0.43 0.01 0.01 0.01 0.01
Data set 4 0.24 0.32 0.23 0.22 0.29 0.29 0.28 0.29
Data set 5 2.95 2.17 0.27 3.50 0.37 0.36 0.48 0.35
Data set 6 6612.90 6612.86 8889.93 6616.26 6183.95 6133.22 6202.17 6212.68
Data set 7 555.61 574.62 989.49 573.82 1622.55 1669.85 1069.75 1669.85
Data set 8 3658869.40 3660087.39 3871753.23 3660049.28 | 3543492.39 3536480.03 3533824.67 3547464.79
Data set 9 61.13 61.37 60.90* 2225.12 67.94 63.97 68.66 67.94
Data set 10 564.97 565.82 72533.10 612.22 2111.98 2862.77 1163.81%* 3079.90

* DummyRegressor used leading to not valid results.

TABLE IIT

RESULTS FOR TIME NEEDED FOR HYPER-PARAMETER TUNENING FOR MODELS SVR AND HGB FOR EACH OF THE TEN DATASETS

Dataset SVR Time HGB Time

Method ACO Grid search | AutoSklearn | HyperOpt ACO Grid search | AutoSklearn | HyperOpt
Data set 1 88.12726 263.16185 500 350 4.67375 524.975 100 90
Data set 2 0.46472 4.19407 100 340 2.204 268.064 100 100
Data set 3 0.68046 0.89757 100 340 2.83316 328.047 500 100
Data set 4 16.147 57.844 100 344 4.37914 506.48 100 100
Data set 5 357.07076 2049.26036 500 400 60.26691 858.13465 100 100
Data set 6 898.712 3348.097 100 357 6.81851 649.3429 100 100
Data set 7 1.63201 2.24134 100 340 5.48762 144.80978 100 100
Data set 8 553.03885 4077.37868 500 354 5.16121 396.8439 100 101
Data set 9 3353.06297 | 17669.359 500 409* 6.21469 955.67905 100 102
Data set 10 | 1218.08134 | 2804.524 500 340 384.21429 | 592.46702 500 100

* Ends on first iteration due to the big number of samples in the dataset.

heavily reliant on the parameter boundaries. These boundaries
are arbitrarily chosen and set in all experiments without
taking into account problem modeling knowledge. In practice,
these boundaries would be precisely defined based on the set,
model, and the domain knowledge.

Moreover in this paper only the concept of parameter
tuning is applied to two previously selected models in the
domain of time series regression. In addition to this paper,
it is possible to implement an AutoML (Automated Machine
Learning) system, which is a system for searching algorithms
and setting hyper-parameters for them without any human
intervention [24]. Such systems consist of several processes,
such as preparing the dataset, generating key features from
that set, generating machine learning models, optimizing
them, and finally evaluating them. In the literature, the
part of the selection of machine learning models and their
optimization is known as the Combined Algorithm Selection
and Hyperparameter Optimization, or CASH for short.
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Abstract—Blood pressure (BP) estimation can add on great
value in emergency medicine, especially in case of mass casualty
situations. The presented research aims to create a model
for BP class estimation using electrocardiogram (ECG) and
photoplethysmogram (PPG) waveforms. We focus on developing
a BP classification model as a convolutional neural network
(CNN) - gated recurrent unit (GRU) hybrid model, containing
both CNN and GRU layers. The used dataset is the publicly
available UCI Machine Learning Repository dataset. We have
achieved f1 score of 0.83, 0.73 and 0.74 respectively according
to the BP classes and 78% overall accuracy.

Keywords—blood pressure (BP) estimation, triage, electrocar-
diogram (ECG), photoplethysmogram (PPG),gated recurrent unit
(GRU), artificial neural network, deep learning, CNN-GRU hybrid
model

I. INTRODUCTION

Blood pressure (BP) is an important metric to determine a
patient’s hemodynamic stability. While primary triage (ex.
START) does not include blood pressure in the decision
making process, this metric is important in the secondary
triage. Blood pressure is usually measured noninvasively by
using a cuff-based measuring device or invasively, in a spe-
cialized hospital setting. Using the first method (cuff-based),
the values are obtained on demand or in regular intervals
thus are non-continuous. The second method requires specific
conditions, equipment and highly-trained staff. Furthermore
in case of mass casualty event it may not be possible to
repeatedly measure blood pressure with both of the methods.

The goal of our research is to estimate BP in real-time
given the embedded electrocardiogram (ECG) and photo-
plethysmogram (PPG) signals’ values. ECG represents the
electrical activity of the heart, while PPG shows the changes
of blood volume in the microvascular tissue. The ECG and
PPG values will be obtained by using patch-like combined
multi-sensor attached to a human’s chest. Both of them are
low cost sensors that can be used as integrated sensors on
a patch. The sensors will obtains basic signals and vital
parameters necessary for triage process [1]. The correlation
among BP, ECG and PPG has been researched in other studies
(2] [3] [4] [5].

The ECG and PPG signals are given in a time series.
Recurrent neural networks are a type of neural networks
that specialize in processing sequential information that are
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specifically built to be able to follow long term dependencies.
This type of network are typically slow and difficult to train.
Because of the nature of the problem the classification needs
to be continuous. To further increase the efficiency of the
model it’s combined with a CNN layer which essentially
performs feature selection. The model our paper proposes
is a CNN-GRU neural network.

The rest of the paper is organized as follows. Section 2
presents an overview on similar papers or related researches.
The methodology is described in Section 3. The results of
the experiments and the discussion are presented in Section
4, including the introduction of the dataset, the preprocessing
part and the used methods. Section 5 presents the conclusion.

II. RELATED WORK

In this section, an exploratory analysis of related work is
done. Estimation of blood pressure from ECG and PPG is a
theme that has vastly been researched. There are mainly two
approaches used in similar papers: the first one is extracting
relevant features from the signals and the other one is building
neural networks that can process raw signals. In this paper
it’s opted to go with the second approach because of lack of
assurance that the PPG and ECG signals in this dataset have
been recorded in sync.

The most commonly used features with the highest infor-
mation gain are pulse transit time (PTT) and pulse arrival time
(PAT). PTT is more prominent in recent work. The features
are similar, however a study done on this topic shows that PAT
is not unable to detect subtle BP changes as well as PTT [6].
PTT forms the basis for continuous BP estimation in many
works [4] [7]. Often time the features are combined with
others in an attempt to get better results. One such features is
photoplethysmogram intensity ratio (PIR), a measure for the
arterial diameter change [8]. The strong correlation between
the ratio and BP is explored in a different study that also
states that patient with hypertension have a higher mean
PIR with higher variance for this value [9]. Another study
performs a complexity analysis to extract features from ECG.
The machine learning model of that study achieves mean
absolute error (MAE) of 8.64 mmHg for SBP, 18.20 mmHg
for DBP, and 13.52 mmHg for MAP [10]. These results are
further improved with model calibration. The features are
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not always limited to what can be extracted from the PPG
and/or ECG signal. For example a study focusing on features
extracted from PPG and combining them with demographic
characteristics achieves root mean square error (RMSE) of
6.74 mmHg for SBP and 3.59 mmHg for DBP.

The bio signals that a body emits are depended on many
factors such as: medications, circulatory system diseases and
interaction between the different physiological systems. This
contributes to patient-specific morphological contours for the
signals. This is the main problem with using the approach
with feature extraction. Other studies focus on building model
capable of estimating blood pressure from raw signals. One
such study’s proposed solution is a hierarchical ANN-LSTM
neural networks, where the lower level extract the features
and the higher ones track time distributed dependencies.
The proposed network’s results are RMSE of 1.56 mmHg
for SBP and 0.85 mmHg for DBP [11]. A hybrid CNN-
LSTM network that works with a similar approach with the
previously mentioned one achieves MAE of 4.43 + 6.09
mmHg for SBP and 3.23 + 4.75 mmHg for DBP [12]. A
study attempts to predict the blood pressure in hemodialysis
patients using a CNN-GRU neural network [13]. Another
study attempts to utilize the difference between PPG and ECG
to feed to a neural network with a CNN-LSTM architecture
[14]. This difference is used to calculate PAT and it allows
the network to learn PAT information.

III. MATERIALS AND METHODS

In this section we describe the dataset, data preprocessing
procedures, the developed CNN-GRU model and the used
evaluation metrics.

A. Dataset

Most of BP studies utilise the MIMIC database or some
subset of it. However because of a current memory storage
constraints, in this study the "Cuff-Less Blood Pressure
Estimation Data Set" published in the UCI Machine Learning
Repository [15] is used. This dataset is consisted of 12000 in-
stances, each having three recorded signals of variable length.
The signals correspond to PPG, ABP, and ECG recorded with
a 125 Hz frequency. There is no other information in the
dataset, nor patient identifiers, so it’s impossible to identify
whether two separate instance are signals from the same
patient.

1) PPG: Photoplethysmograph, PPG, measures the blood
volume changes in microvascular tissue by detecting changes
of light absorption on the skin. It’s a technology that has
gotten prominence in the medical field in recent years be-
cause of it’s low-cost and it’s usability in understanding the
cardiovascular system [3].

2) ABP: Arterial blood pressure, ABP is a waveform
representing blood pressure measured from within an artery.
Measurements of this kind can only be taken in a hospital
setting. Blood pressure is the pressure created in the blood
vessels of a cardiovascular system as the heart pumps the
blood. The positive peaks of the waveform represent the
moment when the heart contracts and the blood pressure is at
it’s highest and the negative peaks represent the moment when
the heart relaxes after a contraction and the blood pressure
is at it’s lowest. The blood pressure in these moments are
known as the systolic blood pressure, SBP, and dyastolic
blood pressure, DBP.
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3) ECG: The heart plays a vital role in the circulation
of blood. Electrocardiogram, ECG, measure the electrical
activity of the heart. While it’s measured no electricity is send
to the body. It only tracks the polarization wave caused by the
heart as it beats. The ECG in this study is a 1-channel one.
With each beat an electrical impulses coordinate the heart’s
contraction. An ECG simply records these impulses as they
move through different parts of the heart.

On Figure 1 a 8 second electrocardiogram is visualized and
the peaks characteristic to ECG are marked.

R peaks
S peaks
Q peaks
P peaks
T peaks

125

100

0.75

0.50

1 2 3 4 5 6

Fig. 1. 8s ECG waveform with annotated peaks

B. Preprocessing

1) Data Validation: The data is validated according to
the two following criteria: 1. There aren’t missing values in
any of the three signals, PPG, ABP and ECG; 2. The pulse
pressure is above 20 and less than 80. No data instance is
taken into consideration when building the models if both of
the criteria weren’t met.

The average pulse pressure, i.e. the difference between
SBP and DBP is between 40 and 60. Too low pulse pressure
indicates poor heart function, while too high pulse pressure
indicates a health problem. Valid data are considered to be
in the range (20 , 80). It is also worth noting that the signal
quality is mediocre. The values calculated from signals with
extremely low or high pulse pressure may be a result of a
sensor noise. This problem can be remedied with a larger
dataset of higher quality signals in future work.

2) Data Segmentation: The signals per patient in the
dataset are with variable length, within the range [1000,
74000] data points. The signals are recorded with frequency
of 125 Hz, concluding that the shortest signal length in the
dataset is 8 seconds and the longest - 9.9 minutes long.

Different studies suggest and work with segments of dif-
ferent length, usually within the range of 5-30 seconds [10]
[12]. In this study it is decided to use 8 seconds (8s) segment
length. This decision was influenced by the aforementioned
fact that the shortest signal has a length of 8 seconds and if
we were to work with longer signal per instance, we would
have had to exclude the shorter signals, reducing the already
small datase. To further increase the number of samples,
multiple segments are taken from the longer signals. The
segments are taken sequentially with no overlap. The decision
to use this type of segmentation was influenced by a similar
study [16], where the same approach was used. It should be
noted that by taking multiple samples from the same patient
we introduce bias due to the patients specific morphological
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contours. However this approach was deemed as necessary
since this dataset is quite limited.

3) Normalization: The PPG and ECG signals are normal-
ized by scaling the values into decimals between 0 and 1,
with 0 being the minimum value of the signal and 1 being the
maximum. Normalizing the data before training the models is
a common practice and generally leads to better convergence
in machine and deep learning models.

4) Filtering: Noise is a common problem with sensors. It
can appear in a signal for a variety of reasons such as - noise
caused by the electrical activity of the muscles, breathing, loss
of contact with the skin, etc. Often, the noise has the same
frequency as the signal and thus it’s difficult to completely
remove it without distorting the signal.

Filtering is the process of removing unwanted component
from the signal. For the filtering of biological signals the most
commonly used filters are notch and bandwidth filters. The
decision to use this type of filters was made based on the
results presented in previous works in this field which show
that bandwidth filters are suitable for both PPG and ECG
[11].

However, the PPG is filtered by a filter of the fourth order
and the ECG by a filter of the fifth order.

5) BP categorization: For the purposes of this study it’s
necessary to transform the ABP waveform into 2 scalars, SBP
and DBP, used for the blood pressure categorisation. To avoid
possible outliers it’s decided that instead of taking the min
and max value in the segment, it’s better to calculate the
average of the local extremes, maxima for SBP and minima
for DBP [17].

An illustration of the extraction process is presented on
Figure 2.

SBP: 137.89

ABP (mmHg)

DBP: 61.47
7

time (s)
Fig. 2. Illustration of SBP and DBP extraction from ABP waveform

The European Society of Hypertension and the American
College of Cardiology have different classifications schemes
for blood pressure categorization. In this study it’s decide
to use the latter. Following the scheme there are four blood
pressure: normal, elevated, stage 1 hypertension and stage
2 hypertension [18]. Since the dataset is small and the
hypertension classes are under represented, it is decided to
merge them into a single class. The elevated blood pressure
class in this study is referred to as prehypertension. In Table
I can be seen the conditions for division and the number of
samples per class.

As shown in Table I, there is a class imbalance in the
dataset used in this study. The results of models trained on

44

TABLE I
BLOOD PRESSURE CATEGORIZATION

Category SBP DBP Number of Samples
Normal < 120 < 80 118644
Prehypertension | 120 — 139 | 80 — 89 | 102927
Hypertension > 140 > 90 49948

an imbalanced dataset often favor the more common classes.
Many solutions have been developed to counteract this prob-
lem. The most common and widely used are oversampling
of the minority classes and undersampling of the majority
classes. The most popular type of oversampling, SMOTE is
not applicable to this problem, since the input vectors are time
distributed sequences. Undersampling methods were also
considered. These methods are useful in some specific cases,
but usually achieve lower classification performance because
the loss of data negatively impacts the models ability to
learn. A problem with their adaptation for he purpose in this
research, is the problem of measuring the similarity between
two signals. There is a undersampling method that removes
samples at random, however this method is unlikely to yield
good results because of the above mentioned problem.

A simple solution of the problem of dealing with an
imbalanced dataset is the method of assigning weight to
the classes. The weights are assigned so that the training
samples of the majority classes have a lesser impact and the
minority classes have greater impact while training. The less
represented a class is, the higher weight value is appointed
and vice versa. The formula used to calculate the weights
is weight_class_i = numfé’ffjg?ﬂﬁ;ﬁiﬁzﬁ;les_i. The calcu-
lated weights for the classes are: 0.76 for Normal, 0.88 for
Prehypertension and 1.81 for Hypertension.

C. Model Structure

Recurrent Neural Network (RNN) is a type of neural
networks designed to be able to follow temporal dependencies
through temporal sequence. A main problem with these
networks is the vanishing gradient problem. The gradient
disappears or explodes after a few timesteps, thus preventing
learning long term dependencies. To overcome this problem
several solutions have been developed. The most popular
one is the Long Short Term Memory, LSTM. The cells in
a LSTM layer have a internal state and the flow of data is
strictly controlled through the use of three gates: input gate,
output gate, and forget gate. Gated recurrent units, GRU are
recurrent network layers that are similar to LSTM, however
they have fewer parameters and lack a forget gate. Even with
this simplification they perform comparably on a variety of
problems [19]. The gates in a GRU cell are called an update
gate and a reset gate. They control the flow of data. A GRU
cell has the capacity to keep information in the form of a cell
state for a long time without overwriting it.

A simple way to improve a recurrent neural networks is the
use of bidirectional layers. A bidirectional layer is made up
of two different layers linked to the same output layer. The
time-distributed sequence the network is processing is passed
once forwards and once backwards. By passing the sequence
backwards, the network attempts to use future context to
explain the present by looking at the previous data points.
The same is true for GRU layers. Networks that utilize
bidirectional layers are more computationally expensive than
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networks of the same size that utilize only single directional
recurrent layers [20].

Convolutional neural network, CNN, is a type of neural
network that uses the mathematical concept of convolution,
an operation on two functions that produces another function.
It’s a popular network that’s most often used in problems
involving computer vision and picture analysis. It should
be noted that ability to extract patterns from data also
makes applicable for solving other types of problems than
those mentioned above such as processing natural languages,
recommending systems, brain-computer interfaces and any
other where patterns can be found.

The input vector consist of 2000 real numbers and it enters
the network in the format (100, 10, 2), where the values
correspond to (length of subsequences, number of timesteps,
number of features). There are 2 features: PPG and ECG. The
size of the subsequences and the size of the timesteps are
inversely proportional. If the subsequences are too small the
CNN won'’t be able to find patterns in them, while if there are
too few timesteps the ability to track longterm dependencies
granted by the GRU won’t be fully utilized. Keeping that in
mind it’s empirically decided on previously mentioned values.

We use a multivariate CNN-GRU architecture. A CNN-
GRU is a hybrid neural network that contains both CNN and
GRU layers. The first layer is a time distributed 1d convolu-
tional layer that receives the input vector. This layer processes
the subsequences attempting to find usable features. Convo-
lutional layers are typically followed by max pooling ones,
such is the case in our model. Max pooling layers perform
downsampling of the inputs from the previous layer retaining
only the most salient features. A batch normalization layer
normalizes the inputs and stabilizes the learning process.
After this step, the data is passed to a bidirectional GRU layer.
This layer attempts to follow the temporal dependencies of
the features generated by the convolution layer. The network
ends with a dense layer with three neurons, one for each
class, with a Softmax activation. In the proposed model,
each of the classes (Normal, Prehypertension, Hypertension)
is represented as 0, 1, 2, respectively.

The model is somewhat similar to CNN-LSTM models
given in related work, with the main difference being that
most of those models are geared to solving regression, while
ours works with classification, as well as the use of a GRU
instead of an LSTM layer. The goal of this study is to aid in
the development of a lightweight algorithm for blood pressure
category classification. Since GRU layers are simpler and
therefore faster yet comparable to LSTM, they are used as a
part in this architecture.

D. Evaluation Metrics

In this section, the metrics that evaluate the performance of
this model are explained. This model attempts to classify the
category of blood pressure, hence the classification evaluation
metrics are used:

1) Accuracy is the ratio of correctly predicted samples
against the total number of samples;

Precision is the ratio of the number of correctly classi-
fied samples and the total number of samples classified
as such;

Recall is the ratio of the number of correctly classified
samples and the total number of samples of that class
regardless of whether they where accurately classified;

2)

3)
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4) F1 score is the harmonic mean of precision and recall.

After the aforementioned metrics were calculated, averaging
schemes were used obtaining a single performance value. The
schemes used in this paper are:

1) Macro average is a schema often used for multi-class
classification that first calculates the above mentioned
metrics independently and averages their results;
Weighted average is a schema that averages the other
metrics by assigning them weight with regard to their
class representation. The less represented a classes is
in the testing dataset the higher its weight.

2)

The support is just the number of testing samples for each
class from which the other metrics are calculated. The metrics
are presented via a classification report from the sklearn
python package.

IV. RESULTS AND DISCUSSION

In this section, the achieved results are presented and
discussed. The proposed model has a CNN-GRU architecture
that predicts the BP category using ECG and PPG signals.

A. Model Training

The dataset is split into training and testing sets with a ratio
of 85:15. A further 10% from the training set is designated
for a validation dataset. By using a keras tuner, it is concluded
that ADAM optimizer with a learning rate of 0.001 is suitable
for this specific problem. The most successful model structure
so far was trained with a batch size of 512 for 22 epochs.

B. Model Evaluation

In Figure 3 a classification report of the model’s per-
formance is shown. The testing dataset has 40728 samples
divided in three categories - 17673 as normal BP, 15466 have
prehypertension and 7589 have hypertension. The model has
overall accuracy of 0.78. The most distingushable class for
the model is the normal class. It has a precision of 88%.
The prehypretension class has the lowest f1-score, that leads
us to a conclusion that the model struggles to learn the class
boundaries between the normal and the prehypretension class,
and the prehypretension and the hypretension class.

precision recall fl-score  support

e .88 0.79 .83 17673

1 e.72 0.75 2.73 15466

2 .69 0.81 2.74 7589

accuracy .78 40728

macro avg .76 .78 .77 40728

weighted avg .78 0.78 .78 40728
Fig. 3. Classification report

In Figure 4 the training and validation accuracy per epoch
are shown and in Figure 5 the training and validation loss per
epoch are shown.

C. Discussion

The proposed model obtains overall accuracy of 78%,
which is higher than our previous best results with different
LSTM models. While there is an improvement, the model
would still require further development in order to be appli-
cable.



The 19th International Conference on Informatics and Information Technologies — CIIT 2022

Model Accuracy

— Training
Validation

0.9 1
0.8 4
0.7 4

/

0.6 1

Accuracy

05 - /
0.4

0.3 4

T T T T

10
Epochs
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Fig. 5. Training and validation loss

Most of the studies listed in related work utilize regression
models. Thus making direct comparison with our classifica-
tion model impossible. It should also be taken in to account
that the results the model achieves are somewhat influenced
by the bias introduces during the segmentation phase. In
future work a larger dataset will be used to reduce the bias
and enhance the development of a generalized algorithm for
blood pressure classification, as well as extending the model’s
pulse pressure limits to include abnormal cases.

One important aspect that is not considered in the current
model are the demographic characteristics, since the infor-
mation gain from these characteristics is significant. Arteries
stiffen with age and as a result the blood pressure needed to
deliver the blood rises, meaning older people have on average
higher blood pressure.

Other aspect that may impact the model is the short
segment size (8 sec). Our further research will focus on
both of these aspects. The results show that the proposed
model can distinguish between the different categories. This
is important trait, since they indicate that using a larger
dataset can improve the results. Hence we assume that using
an much larger dataset from different sources will help to
overcome the pointed aspects.
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V. CONCLUSION

Our research is focused on blood pressure category esti-
mation, given ECG and PPG signals. The idea is to use the
embedded sensors placed on a patch in order to obtain the
aforementioned signals, and using a tablet or a remote server
to utilise our developed model. The whole system should
be used in emergency and mass casualty situations. In these
situations it is not practical to measure BP values manually
with cuff-based devices for each subject in order to estimate
the subject’s hemodynamic state in conjunction with the other
vital parameters obtained by the sensor. Other important
aspect is that BP varies and thus the BP measurement should
be continuous to enhance the second triage process. Given
large number of subjects in situations with high number of
casualties, it would not be possible to regularly manually
measure BP and effectively trace changes in subject’s health
state. Hence BP category estimation can be an important
future in the triage process and increase the survival rate.

In this paper we propose building and training of CNN-
GRU model. The input form the model are sequences of
ECG and PPG signals and output is the BP category. An
important aspect is the preprocessing stage, given that we
have raw signals. We normalize and filter the ECG and PPG
signals from the dataset we use. Since the dataset contains
ABP signals, we extract SBP and DBP from these signals.
The model learns by adjusting its weights.

For imminent future work we plan on refining our model
using much larger dataset, as MIMIC III, and including other
futures and characteristics. Later we also plan to work on
refining of the results by developing regression models for
BP estimation with deep learning approach, using Big Data
for selection of different features from the ECG and PPG
signals.
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Abstract—In this paper we analyze openly available time
series data for the prices of 18 cryptocurrencies and 2 stock
market indexes (S&P500 and Dow Jones).

First, we calculate the correlation values between the cryptocur-
rencies and indexes datasets.

Then, we use a state of the art time series prediction library
(XGBoost) in order to make prediction models for the daily
prices of all the cryptocurrencies, using the stock market index
datasets as input features in the training model.

We calculate metrics for the difference between the actual prices
and the prices predicted using our models.

Finally, we show the feature importance score that our model
attributed to each prediction model, and compare the score
between the three input features (S&P500 dataset, Dow Jones
dataset, and the actual cryptocurrency dataset).

Index Terms—cryptocurrencies, stock market indexes, corre-
lations, RMSE, feature importance

I. INTRODUCTION

Cryptocurrencies have become a global phenomenon. With
the rise of digitalisation in recent years, cryptocurrencies
introduced a novel medium, and their market is growing
rapidly and breaking records by the day. However, this market
is also categorized as highly volatile, meaning that it is
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subjected to rapid changes in price and demand, sometimes
overnight. Some of these changes are attributed to isolated
events which have the ability to trigger an effect of mass
speculation, usually through social media such as Reddit and
Twitter. This presents investors and traders with a major
challenge when it comes to analyzing and predicting the
cryptocurrency market.

On the other hand, there are the major stock indexes, such
as the S&P500 and DowlJones, which are the most popular
index funds and are the so called ’standard’ for stock investing
since the 1900s. In the field of economics these indexes,
among others, are considered as classical economic indicators
- implying that through them we can track and monitor the
overall status of the economy.

In this paper we are investigating the relationship between
these two US stock market indexes and the price of cryp-
tocurrencies. We are using time series analysis in order to try
and predict the fluctuations in the prices of cryptocurrencies,
in correlation with the price levels of the S&P500 and
DowlJones. Our idea is to find a correlation between the
price movements of these two indexes and some of the most
popular cryptocurrencies, and thus predict the general trend
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in which the cryptocurrency market is going.

II. S&P500 AND DOW JONES INDEXES

The S&P 500 Index, or Standard & Poor’s 500 Index, is a
market-capitalization-weighted index of 500 leading publicly
traded companies in the U.S. It is not an exact list of the top
500 U.S. companies by market cap because there are other
criteria that the index includes. Still, the S&P 500 index is
regarded as one of the best gauges of prominent American
equities’ performance, and by extension, that of the stock
market overall.

The Dow Jones Industrial Average (DJIA), also known as
the Dow 30, is a stock market index that tracks 30 large,
publicly-owned blue-chip companies trading on the New York
Stock Exchange (NYSE) and the Nasdaq. The Dow Jones is
named after Charles Dow, who created the index in 1896
along with his business partner Edward Jones.

ITI. DATA

In this study the structured data we use for time series
forecasting is publicly available.

A. Cryptocurrency prices

We collect historical prices for eighteen cryptocurrencies
from Yahoo Finance for the period between March 2019 and
March 2021.

For each cryptocurrency, the historical prices dataset contains
a date, open price, high and low prices, close price, adjusted
closing price, and volume.

The eighteen cryptocurrencies we picked based on popularity
are the following: Bitcoin, Monero, Cardano, Stellar, Ripple,
Iota, Chainlink, Litecoin, Ethereum, Neo, Dogecoin, Celsius,
Dash, EOS, Nano, NEM, Maker, and VeChain.

B. Stock Market Indexes

We collect historical prices for the two biggest stock market
indexes in the US, The S&P500 and The Dow Jones Industrial
Average from Yahoo Finance for the period between March
2019 and March 2021.

For each stock market index, the historical prices dataset
contains a date, open price, high and low prices, close price,
adjusted closing price, and volume.

IV. METHODOLOGY

The methodology of this research consists of four phases,
which are: data preprocessing, finding correlation between
the indexes (S&P500 and DowlJones) and cryptocurrencies,
prediction of cryptocurrency prices, and analyzing the feature
importance of the resulting time series.

The steps will be further analyzed in the text below.

A. Data preprocessing

The data used in this research includes the prices of the
18 most popular cryptocurrencies and 2 US stock market
indexes (DowJones and S&P 500) in the date range from
01/03/2019 to 01/03/2021. Since the US stock market does
not operate during weekends and holidays, these days are
filtered out.
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B. Correlation between stock market indexes and cryptocur-
rency prices

For the purpose of finding relations and patterns between
the prices of the cryptocurrencies and indexes, it is relevant
to measure the pairwise correlation of the time series data
for the prices.

The two cases observed are: Correlation between S&P500
and each cryptocurrency, and correlation between DowlJones
and each cryptocurrency.

The pairwise correlation of DowlJones daily prices and
S&P500 daily prices is 0.937, meaning the prices are
following the same trend.

This implies that their corresponding correlations to the
cryptocurrencies will also be similar.

C. Time series predictions

For the purpose of predicting the daily prices, firstly the
data is split such that 80 percent of it is used for training,
and the remaining 20 is used for testing. Then, the data
is transformed using a logarithimic function, as it is an
effective method of removing exponential variance with time
series data.

XGBoost is used as a model for prediction, as it is a state of
the art model that we found shows the best results for time
series forecasting in our previous research.

In order to get the optimal parameters for training the model,
GridSearchCV is used. After the predictions are made, the
data is transformed back to the original format using inverse
log. As a accuracy metric, RMSE is used.

D. Feature importance

As for the feature importance, we calculate the F-score
function, in order to quantify the extent to which a feature
has contributed to the model’s output.

V. RESULTS
A. Correlations

All of the resulting correlations fall in the range between
0.10 and 0.24, except for one outlier with a correlation
of 0.00 with both indexes - Nem. This indicates a weak
correlation between the prices of the cryptocurrencies and
the stock market indexes.

The S&P 500 has an average correlation of 0.175, and the
Dow Jones has an average correlation of 1.40

B. RMSE between predicted and actual prices

The RMSE represents the difference between predicted and
actual values measured in USD.
The results vary greatly due to the inconsistent pricing of
cryptocurrencies.

C. Feature importance using F-score

The highest feature importance is most often attributed to
the price of the cryptocurrency itself - this occurs in 9 out of
18 cases.

The next highest feature importance is attributed to the price
of the S&P 500 - in 8 out of 18 cases.
In 16 out of 18 cases, the S&P 500 has a higher feature
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TABLE 1
CORRELATIONS
Feature importance

Cryptocurrency | S&P500_corr | DowJones_corr
Bitcoin 0.17 0.13
Monero 0.19 0.14
Cardano 0.21 0.17
Stellar 021 0.18 s&ps00_previousopen [N 2o
Ripple 0.14 0.11
Tota 0.23 0.19
Chainlink 0.20 0.17 o
Litecoin 0.13 0.14 2 sitcoin_previousopen [N :
. . 2
Ethereum 0.22 0.18 &L
Neo 0.19 0.18
Dogecoin 0.12 0.10
Celsius 0.13 0.09 Dowjones_Previousopen [N 1>
Dash 0.14 0.11
Eos 0.17 0.13
Nano 0.23 0.19
Nem 0.00 0.00 0 5 10 15 20 25 30
Maker 0.20 0.14 F score
VeChain 0.22 0.16
Fig. 1. Feature importance using F-score (Bitcoin)
TABLE 11
RMSE BETWEEN PREDICTED AND ACTUAL PRICES
Cryptocurrency RMSE
Bitcoin 12484452 Feature importance
Monero 7.8988 P
Cardano 0.0184
Stellar 0.0214
Ripple 0.0478
Iota 0.0203 s&ps00_previousopen [ 5:
Chainlink 1.4736
Litecoin 7.7578
Ethereum 62.0107 8
Neo 1.2886 é stellar_previousopen [ INEGETR
Dogecoin 0.0038 E
Celsius 0.3219
Dash 10.2230
Eos 0.1604 Dowjones_Previousopen [INIEGG 13
Nano 0.3105
Nem 0.0550
Maker 86.4395
VeChain 0.0018
0 10 20 30 40 50
F score
importance compared to the Dow Jones. Fig. 2. Feature importance using F-score (Stellar)
The Dow Jones index has the lowest feature importance
scores, the lowest F-score of the three features in 14 out of
18 cases.
Feature importance
VI. CONCLUSION
This research was conducted as an extention of a larger
research topic that we are working on. s&ps00_previousopen [ 5o
Our research presents an opportunity to understand the re-
lationship between these different markets and utilize this o
knowledge as an investment asset. 3 Dowjones_previousopen [N :s
. . (1]
Based on the results obtainen, we conclude that these indexes &

have an insignificant impact on the price of cryptocurrencies.
It could be implied that the impact of the S&P500 on the
price of cryptocurrencies is arguably larger than that of the
Dow Jones. However, more research is needed to in order to
justify this conclusion.

In the future we intend to integrate the findings of this re- v = 20 Fscoi‘é g =0
search with our other ongoing research, as well as answering

some of the peculiarities of the model like why does the
previous day price of some cryptocurrencies have the lowest
F-score?

Cardano_previousopen [N 52

Fig. 3. Feature importance using F-score (Cardano)
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Feature importance
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Features
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Fig. 4. Feature importance using F-score (Ethereum)

Feature importance
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Fig. 5. Feature importance using F-score (Iota)

Feature importance
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Features
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Fig. 6. Feature importance using F-score (Eos)
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Fig. 7. Feature importance using F-score (Dogecoin)
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Fig. 8. Feature importance using F-score (Litecoin)
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Fig. 9. Feature importance using F-score (Ripple)
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Fig. 10. Feature importance using F-score (Dash) Fig. 13. Feature importance using F-score (Nem)
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Fig. 11. Feature importance using F-score (Maker) Fig. 14. Feature importance using F-score (Celsius)
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Feature importance
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Fig. 16. Feature importance using F-score (Monero)

Feature importance

Chainink_previousopen [ -

w
[
o
2 saps00_previousopen [ o+
i
Dowjones_Previousopen | o5
0 50 100 150 200
F score
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Fig. 18. Feature importance using F-score (VeChain)
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Abstract — Solid state drives (SSD) becomes the dominant
type of secondary memory in personal computer systems,
thanks to their superior read and write performance when
compared to traditional hard disk drives (HDD). Due to the
limitations of NAND flash memory technology SSD has several
disadvantages that make them unfavorable for permanent data
storage in data centers. One of the critical factors in SSD
operation is write amplification which introduces additional
system writes that must be performed for each user write, thus
increasing cell wear and reducing drive performance. In this
paper, we analyzed the write amplification of SSD drives
operating in the Backblaze data center.

Keywords—Solid state drive, NAND FLASH, SMART, Write
amplification

I. INTRODUCTION

Data storage becomes one of the fastest rising filed in
computing due to the exponential increase in the amount of
data produced by almost every field of human activity.
Starting in 2012, mankind entered so-called the Zettabyte
Era, the period when the amount of digital data in the world
first exceeded one zettabyte (ZB). According to the Digital
Age 2025 study, it is expected that by the end of 2025 global
amount of data will exceed 175 ZB. Digital data can be
stored on different storage mediums such as hard disk drives,
magnetic tape, optical medium, or semiconductor flash
medium. Today most dominant mediums for data storage are
hard disk drives and flash, which constitute almost 85% of
global storage share, 60% share for hard disk drives and 25%
share for flash storage. It is expected that by 2025 share of
the flash storage will continue to increase to 35% while the
share of HDD will decrease to 50% [1].

Hard disk drives are used for computer storage for more
than 65 years thanks to the constant evolution of HDD
technology in improving the storage density. The basic
principle of HDD electromechanical design has not changed
thus it represents a major drawback in further increasing the
HDD performance in terms of read and write speeds. Flash
technology appeared in the late eighties and was primarily
used for storing small quantities of data in embedded
systems. Thanks to the improvements in miniaturization,
flash technology became competitive with hard disk drives in
terms of data density and read and write performance. SSDs
are capable to achieve much faster read and write speeds
when compared to HDDs, due to the lack of moving parts
thus SSDs are becoming the dominant type of secondary
memory in personal computers. It is to be expected that
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SSDs are more durable than hard drives, because they do not
have mechanical parts, but it is not the case. Although they
seem to be a superior solution for the average user compared
to hard drives, SSDs have several disadvantages that make
them unfavorable for permanent data storage in data centers
that rely on HDDs.

The main SSD disadvantage is write mechanism which
requires the movement of data to new memory cells which
results in a phenomenon known as write amplification. Due
to the limited write endurance of the flash medium, the
occurrence of write amplification can significantly reduce
SSD lifetime. The main design challenge in SSDs is to
ensure equal medium wear while minimizing write
amplification. In this paper, we will analyze the write
amplification of SSDs operating in the Backblaze [2] data
center. The primary factor we observe was the average erase
count, which expectedly increased with the amount of data
written to drive.

II. NAND FLASH TECHNOLOGY

The essence of the data storage in the flash cell is
represented by the amount of electric charge, which is
trapped between the layers of insulator inside the cell. Based
on the number of discrete charge levels used, several types of
flash cells can be used as shown in Fig 1. In the case of the
SLC (Single Level Cell), a cell single binary bit is
represented as the charged state for logical zero or the
uncharged state as a logical one [3].

SLC (Single-Level Cell) Read point

LO L1

Vi
MLC (Multi-Level Cell)
RPN
LO L1 L2 L3 V;

TLC (Triple-Level Cell)

ATATATATATATATA

11 L2 L3 14 LS L6 L7 Vg
FLASH cell technologies

Fig. 1.
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This type of cell has low data density per area and could
not compete with HDD which provides comparable data
densities at fraction of the cost. Therefore, more advanced
types of flash cells are in use, such as MLC (Multi-Level
Cell) cells that store two bits using four charge levels or TLC
(Triple Level Cell) cells that store three bits using eight
charge levels. Furthermore, these technologies rely on
vertical stacking of flash cells, known as 3D NAND which
significantly increases storage density. Currently, QLC
(Quad-Level Cell) flash cells, which store 4-bit value per
cell, and PLC (Penta-Level Cell) flash cells, which store 5-
bit value per cell, are being developed.

Placing more bits per one flash cell increases the capacity
of the SSD without increasing the chip size, but also reduces
storage reliability due to small differences between charge
levels which makes it difficult to write and read bits. Also, a
flash memory cell can only be written a certain number of
times during its lifetime, with SLC cells allowing 100,000
erase cycles, MLC cells allowing 10,000 erase cycles, and
TLC cells about 3,000 erase cycles [4]. Newer QLC and PLC
cells allow just form 100 to 1000 erase cycles. Depending on
the type of memory cells used in the SSD, the performance
and reliability (lifespan) of the SSD are determined. Unlike a
hard disk where data can be written to any location at any
time and data can be easily overwritten, flash cells in an SSD
must first be erased before new content can be written to
them. Erase process discharges the flash cells to be able to
store new data. Since flash cells have a limited number of
erase cycles, it is necessary to ensure that data is cyclically
written to all cells to wear them evenly. Flash controller
maps logical data addresses to physical addresses on a flash
using an FTL (Flash Translation Layer) table, in a process
known as wear leveling. When writing data in a logical
location, the physical location where the data was located
will be erased, and the controller will write the data in a new
physical location that has fewer erase cycles than the
previous one and will perform mapping of the logical
address in the FTL table to a new physical address.

Due to the organization of NAND flash memory, it is not
possible to access cells individually to perform read and
write operations. A page is the smallest unit of data that can
be read or written to memory. The write operation can only
be performed on pages that have been previously erased. In
case it is necessary to change some data on the page, the
content of the page is read to the internal register, the data is
updated in register, and the updated version of the page is
stored on a free page and this operation is called "read-
modify-write". Unlike HDDs, the data is not updated on the
spot, because the free page is at a different address from the
page that originally contained the data, to ensure even wear.
When data is saved on a new page, the original page is
marked as obsolete and will remain so until it is deleted.
Since an individual page cannot be deleted, the entire block
to which the page belongs must be deleted, and the other
pages with the correct data are moved to a new free block.
By copying data from one block to another block, one
lifecycle of that page or block is used [5]. This operation,
called the garbage collection, is performed in the background
by the SSD controller and is shown in Fig 2. Garbage
collection is of great importance for SSDs, as it allows the
drive to mitigate the impact of the cycle of erasing and
writing data to flash memory. In that case, the SSD controller
will have to perform additional data migration when the user
wants to write new data, which results in additional data
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writing to flash memory, which leads to greater memory
wear and shortens the life of the SSD. A measure of this
phenomenon is defined by WA (Write Amplification)
parameter which represents the ratio between an actual
amount of data written to the flash memory and amount of
data to be written issued by host [6].

nEmmE
()5
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anmmEE

AR
ANERE
ANEEE
ammmE

Fig. 2. NAND erase process: left - copy/move valid data (blue pages),
middle - invalid blocks (red blocks), right erased block (green blocks).

With a blank SSD, all pages in blocks are free and data
can be written to them immediately, so in this case the WA
parameter is equal to one, which is the ideal value. However,
as the SSD fills, there are fewer and fewer blank pages, and
the controller must free up space in blocks, which affects the
appearance of increased writing. The higher the WA
parameter, the more additional data will be written to flash
memory leading to increased flash memory wear, which will
reduce SSD life. Also, movement of additional data will take
up the bandwidth of flash memory, which affects the
performance of the SSD.

The main design challenge in SSDs is focused on
efficient flash controllers, which can improve SSD
performance and extend the service life. There are many
ways how flash controller can reduce WA, such as data
compression, over-provisioning and use of sequential
writing. Data compression requires high performance
hardware, while over-provisioning limits the available free
space.

III. RESULTS

The SSD disks analyzed in this paper were used as
system disks on the Backblaze data storage servers to store
the server operating system. Storage servers contain up to 60
HHDs that permanently store user data, while the one SSD.
is used to boot the storage server operating system, and to
store log files and temporary files produced by the storage
server. Each day, the SSD will read, write and delete files
depending on the activity of the storage server itself. SSDs
began to be used in the Backblaze data center from 2018, and
by the end of 2021, the number of SSDs reached 2,200 on
data warechouse servers. In this paper, we analyze two models
of SSDs from Seagate, which are the most common in the
data center ZA2000CM 10002 and ZA250CM10003.

TABLE L. SDD MODELS USED IN RESARCH
Model ZA250CM10002 | ZA250CM10003
Capacity 250 GB 250 GB
No. drives 562 1090
Average age (months) 21.7 11.1
Operating days 204 287 276 281
Failed drives 2 8
Annular failure rate 0.36 % 1.06 %
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The Backblaze records S.M.A.R.T. attributes for each
HDD and SSD every day and publishes this data quarterly in
form of the open data set [5]. S.M.A.R.T. is an abbreviation
for Self-Monitoring, Analysis, and Reporting Technology
and was developed to report on various indicators related to
the reliability of HDD drives to predict failures. This
technology is also applied to SSDs, but due to differences in
technology, different parameters are available. The
monitored parameters of the SSD include, operating time and
number of power-on cycles, temperature, the degree of wear
of the cells, the total amount of data read and written to SSD.
The SMART parameters available for monitoring vary from
manufacturer to manufacturer, so in addition to the above,
there may be parameters that are specific to a particular disk
model.

The Backblaze data set of SMART parameters is
published quarterly in the form of csv files for each calendar
day. Each line of the csv file contains a set SMART
parameter for a specific model of SSD or HDD and disk
serial number. This data was imported into the SQL database
using SQLite3 after which the several SMART parameters
for the target disk model were extracted using the appropriate

SQL query.

The first parameter, SMART 241, is the total amount of
data written by the host in GB and it represents the load
under which SSD is subjected during its lifetime. In the first
part of the research, the influence of host writing on the
number of erasure cycles for both drive models is being
analyzed. SMART 173 parameter contains an average,
minimum and maximum count of erased SSD blocks for that
particular day. Using this parameter, it is possible to predict
the remaining life of the disk where the manufacturer
specifies a lifetime of at least 1500 erase cycles. Obtained
results for SSD model ZA250CM10002, are shown in Fig 3.
as gray lines for every drive model, where the mean value for
the number of erase cycles for all drives is shown by the blue
solid line, while blue dashed lines represent one standard
deviation from the mean value.
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Fig. 3. Average erase count for ZA250CM10002 SSD

Results show that the average erase count is equal to 300,
after 40 TB of data are written to SSD, this drive model has a
wear level of around 20%. Given that these drives on average
operate for almost two years, their useful life will be almost
ten years. Obtained results for SSD model ZA250CM 10003,
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are shown in Fig 4. and this drive has a much higher number
of erased cycles from the previous dive model, 600 erased
cycles after 30 TB of written data. This reveals that the wear
level for drive model ZA250CM 10003 is equal to 40% and
since these drives on average operate for one year, their
useful life will be just two and a half years, four times shorter
than for previous model ZA250CM10002.
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Fig. 4. Average erase count for ZA250CM10003 SSD

The SMART 233 parameter represents the total amount
of data written to disk in GB. The ratio between this
parameter and total host writes represents the WA parameter
as shown by Eq. 1.

__ SMART 233
~ SMART 241

WA (M

In the second part of research influence of host writes on
WA is analyzed for both drive models. Results are shown in
Fig 7. and Fig 8. as gray lines for every drive model, where
the mean value for the number of erase cycles for all drives
is shown by the blue solid line, while blue dashed lines
represent one standard deviation from the mean value. In
case of the ZA250CM10002 model, result shown in Fig 5.
suggest that this drive might use compression since some of
the drives have WA factor lower than one. Later WA factor
increases to a stable value which is less than two.
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Fig. 5. Write amplification for ZA250CM 10002 SSD
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In case of the ZA250CM10003 model, result shown in
Fig 6. suggest that this drive does not use compression like
previous drive model and WA factor increases to a stable
value which is around two and a half.
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Fig. 6. Write amplification for ZA250CM 10003 SSD

IV. CONCLUSION

In this research, we performed the analysis of the write
amplification on the SSD drive operating in the Backblaze
data center. The result showed that for two similar SSD
models from the same manufacturer there is a significant
difference in write amplification which suggest that the latter
SSD model will probably reach the end of its service life
much sooner than the older model. The main conclusion is
that the drive ZA250CM 10002 might use compression since
some of the drives have WA lower than one at the beginning
of their lifetime. Further research will be focused on the
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analysis of data which will be published by the Backblaze in
following year to check these claims.
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Abstract—This paper presents a Machine Learning model,
specifically a Neural Network, to forecast the prices of the
Croatian day ahead power exchange. The price forecasting is of
great importance for building and maintaining the smart energy
grids that are a part of Smart Cities around the globe. Knowing
the price of electricity can make a switch to renewable energy
sources easier to predict and maintain so that it is available to
the citizens of the city.

The day ahead market requests bids for the next day for all
of the 24 hours in that day. From all of the participants’ bids, a
price is calculated where supply meets the demand and this is
the price that the models try to predict without using the bids
from the participants. Predicting the price of electricity for
markets that produce a big part of its electricity from renewable
sources can be unpredictable and cause a lot of problems for
researchers. Croatia is trying to increase production of
electricity from renewable sources in the following years, which
will make the prices more unpredictable.

The data used is collected for the period from 11.02.2016 to
24.08.2021. Multiple Neural Network structures were explored,
but the best one was a Neural Network with 2 hidden layers with
11 neurons each. The testing period was the last 20 % of the data
as the training and testing data was split 80:20 and some years
were dropped for better results.

The results for the model were evaluated using multiple
evaluation metrics, most of which being error rates.

Keywords—Artificial Intelligence, Machine Learning, Neural
Networks, time-series forecasting, electricity price forecasting,
day-ahead market forecasting for Croatia, Smart City, Smart
energy grids

1. INTRODUCTION

Forecasting the prices of the day-ahead market is a field of
research that holds great importance for the maintenance and
implementation of smart energy grids as a key part of Smart
Cities around the globe. The predicted prices can help an
electricity company optimize its bidding strategy and its own
production or consumption schedule in order to reduce the risk
or maximize the profits in day-ahead trading [1]. For this to be
effective, a decent accuracy has to be achieved so the company
can have some confidence in the predicted prices and act
accordingly. Unfortunately, the prices can be difficult to
predict due to various unforeseen circumstances, especially
renewable energy sources [3-6]. As the world is trying to
switch to renewable energy sources to achieve The
Sustainable Development Goals (SDGs), the need to
accurately predict the prices on the day-ahead electricity
market becomes an important task.
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The problem is formally presented as predicting the prices
for the next day or day d+1. The bids to calculate the prices
are placed on day d and the prices are calculated sometime on
the day d, before the next day or day d+1. The prices are
calculated for all of the 24 hours of the day d+1. The
forecasting is done for a specific hour the next day, and it
requires attributes that are available on day d, so that the prices
can be predicted successfully. This problem is presented as a
time-series problem where the next item in the series is
predicted for a future time. Each item in the series is an hour
of the day and the price is measured in Euros per Mega Watt
Hour (€/MWh).

This research explored many different Machine Learning
models to predict the prices, but the best one seemed to be a
Neural Network with 2 layers with 11 neurons each. Deep
Learning was also explored, but it didn’t produce the same
results as Neural Networks with simpler structures. In the
results section, there are more details on the models explored
and future research directions.

Before we explain how the paper is structured, there is
important information to state about this problem that will
help the reader to understand the problem into more detail.
First of all, the Croatian day-ahead electricity market operated
by CROPEX was coupled with the Slovenian day-ahead
electricity market operated by BSP South Pool on June 19%
2018. Another information worth to note is that Croatia is
trying to increase production of electric energy from
renewable sources [8].

The paper is structured as such. First, the introduction
presents the problem and important information for future
sections. Then, the methodology explains the methodology
used in short, because Neural Networks have been explored in
thousands of papers before and it would be redundant to go
into excessive detail. The third part has interesting
visualizations of the data used. The fourth part goes into the
data used and the model structure. The fifth part discusses the
results of the models tested and touches over what future work
can be conducted on this topic.

II. METHODOLOGY

The methodology used for forecasting the prices has been
used many times by countless of research papers. This is why
I will only touch briefly on the methodology used.

The methodology used for forecasting the prices is the
Feed Forward Neural Network, specifically the Multi-layer
feed-forward Perceptron (MLP).
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The neural networks that are used in this paper are
represented as a directed acyclic graph, which has several
layers - an input layer, 2 hidden layers and an output layer,
which makes the structure a not deep Neural Network. The
connection between the input x and the output y are presented
with the following equation:

d
y= Z wjx f zwijxi
j i=0

j=0
Where w; and wj; represent the weight and biases that
connect the layers.

)

Supervised Learning is used and the optimization
algorithm used is ‘Adam’ as presented in [9]. The loss
function used for the optimizer was the Mean Absolute Error
(MAE) for a regression problem.

n
1
MAE = = —
i
=1
e

Where n is the number of observations, y; is the actual
value, and ¥ is the predicted value.

For evaluating the model’s performance, multiple
evaluation metrics were used. One of them is the MAE metric
represented with (2). The other evaluation metrics are Mean-
Squared Error (MSE), Root Mean-Squared Error (RMSE),
and Adjusted R2 Score. MSE is represented with this formula:

1 o
MSE =~ > 0= 90)
i=1
©)

The RMSE is represented with this formula, which is just
a square root of the MSE:

RMSE = VMSE

“)
Finally, the formula for the Adjusted R2 Score is given
with this formula:

(1-R?)(N-1)

Adjusted R2 =1 —
N-p-1

®)

where N is the number of samples or observations, R? is
the R squared score for the observations, and p is the number
of predictors, which in our case is 1.
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III. VISUALIZATIONS OF THE DATA

In this section, some interesting data visualizations are
presented. The purpose of this section is to describe the data
and to explain some facts about the data that will be of use in
the later sections and to better understand the problem at hand.

In Fig. 1 below, we can see that the prices range from 300
to around -250 €/ MWh, however, this is because there are 2
peaks or outliers in the data that need to be removed so they
don’t affect the models. This is the reason they are called Old
prices. The outliers were replaced by the value above itself, so
that the time-series isn’t affected too much.

300

200 -

100 A

—100 4

—200 4

2016 2017 2018 2019 2020 2021
Fig. 1. Old graph for all of the prices in the dataset from 11.02.2016 to
24.08.2021. The x axis presents the time and the y axis presents the prices of

electricity measured in €/ MWh.

In Fig. 2 the new prices are shown with the 2 outliers
removed around the start of 2017 and the start of 2021,
positive and negative values respectively. The new graph
shows that the prices range from 250 to around -70 €/ MWh.
We can also see a lot of spikes of the prices and some zero
prices and negative prices as well.
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Fig. 2. New prices from 11.02.2016 to 24.08.2021 without the 2 outliers
from the previous graph. The x axis represents the time and the y axis

represents the price of electricity in € MWh.

Fig. 3 shows the mean price for every day of the week from
Monday to Sunday, represented as numbers from 1 to 7
respectively. We can see a drop in the price as the weekend
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approaches. The price seems to be the lowest on Sunday and
the highest on Wednesday, right in the middle of the week.

a2

1 2 3 4 5 6 7

Fig. 3. Mean of the prices for every day of the week from Monday to
Sunday, represented as numbers from 1 to 7 respectively. The x axis presents
the day of the week from 1 to 7 and the y axis presents the mean price in
€/MWh.

In Fig. 4 the mean price for every month is presented. The
moths are numbered from 1 to 12 presenting the months from
January to December respectively. We can see in Fig. 4 that
the prices tend to be higher in the middle of winter and in the
middle of summer, when people use electricity to heat or cool
their homes. More and more people use electricity for heating
or cooling, which makes the prices higher due to the increase
in demand.

60.0

40.0

2 a 3 8 10 12

Fig. 4. Mean of the prices for every month of the year from 1 to 12 for
January to December respectively. The x axis presents the months from 1 to
12 and the y axis presents the mean of the prices calculated for every month
in the dataset.

The last graph, Fig. 5, shows the volume of electricity
generated with respect to time. The volume of electricity

60

produced is presented with Megawatt hour (MWh). We can
see a sharp increase in the volume produced from around the
middle of 2018. This is due to the aforementioned coupling of
Croatia’s day-ahead electricity market and Slovenia’s day-
ahead electricity markets on June 19" 2018. We can see that
the volume produced (Fig. 5) and the prices of electric energy
don’t have much similarities and it shows in the results later
that the volume of electricity produced isn’t a very good
predictor or attribute in the Neural Network model.
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Fig. 5. Volume of electric energy produced from 11.02.2016 to
24.08.2021. The x axis presents the time from 2016 to 2021 and the y axis
presents the volume of electricity produced in MWh.

IV. INPUT DATA FOR THE NEURAL NETWORK

The input data was collected from the official CROPEX
website where they post the prices and volumes of electricity
generated for every hour from 11.02.2016 to 24.08.2021 [7].
The latter is decided to be August 24", because the research
was conducted in August 2021 and the data was collected up
until that point. There is more data to collect for the year 2021
and 2022 to see how the prices were affected from the
COVID19 pandemic, if at all.

Additionally, weather data was also collected from the
website Weather2Umbrella [10]. The data collected was the
wind strength, weather description, and temperature for the
city of Zagreb. The problem with this data was its quality,
because it had a lot of missing values and incorrect values.
This data throttled the potential of the model and it is
suspected that better quality weather data would lead to better
performances, especially because Croatia is switching to more
renewable energy sources.

The last data source was the website Entso-E
Transparency program, which had data on the Hourly Load
Forecast for the country of Croatia [11]. The data was
collected for the same time period from 11.02.2021 to
24.08.2021.

From all of these data sources, these were the attributes or
features that were created to forecast the electricity prices:

e Price - The target variable y that is measured in
€/MWh.
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e  Price of day 1 — 7 before — The prices for the same
hour, but 1 to 7 days before. There are 7 features
for the price for every day from 1 to 7.

e  Volume of day 1 — 7 before — The same as above,
but for the volumes of electricity produced.

e  Average price yesterday — The average price from
the day before or day d.

e Average volume yesterday — Same as above, but
only for the volumes of electricity produced on
day d.

e  Hour — The hour in the day from 0 to 23.
e Day — The day in the month from 1 to 31.

e Day of the week — The day of the week from 1 to
7 for every day of the week respectively.

e  Month - The month from 1 to 12 for every month
of the year.

e  Year — The year from 2016 to 2021.

e Hourly Load Forecast — The hourly forecast for
the load for every hour on day d+1. This data
column is generated and is measured in
Megawatts (MW).

e  Wind — Wind gust or the wind strength for that
hour.

e  Weather description — The weather description
such as “Sunny” or “Cloudy” etc.

e  Temperature — The forecasted temperature on day
d+1 measured in degrees Celsius (°C).

e Maximum and minimum temperature — The
forecasted maximum and minimum temperature
of day d+1 measured in °C.

e Holiday — True or False if the date is a national
holiday in Croatia.

Some of the collected features were recommended by
Jesus Lago et al in [2]. Of these input variables, only 14 were
used and found to be useful for the model’s predictions. These
features were the Hour, Day, Day of the week, Month, Year,
Holiday, Price of day 1-2 day before, Price of day 6-7 before,
Hourly Load Forecast, Maximum and Minimum
Temperature, and Weather description.

Not all of the data was used for training and not all of the
available data for training was used. The data for the year 2021
was not used, because it caused overfitting in many of the
experimented models. The data from the year 2021 is most
likely different from the other years, because of the rise of
energy prices that started around May 2021 [14]. With the
sudden rise of energy prices in Europe and the war that stared
in 2022, it is expected that the prices in the years 2021 and
2022 are different from previous years. Another model to
accommodate the new changes in the prices can be created. It
would make the prices of the electricity more predictable in
irregular periods. This model was shown to not accommodate
the changes that happened in the year 2021 as it was trained
on years without the irregularities mentioned above.

The data was split 80:20 and exactly 1 year was used for
the testing data. The testing year was the year 2020. When

61

using the year 2021, the model trained on part of 2020 where
it suffered from overfitting and achieved worse results seen
from the error rates (MSE, RMSE, and MAE). The training
data was the data from 11.02.2016 to 31.12.2019, while the
testing data ranged from 01.01.2020 to 31.12.2020. At least
one year was used for testing purposes and MAE was used as
an evaluation metric as suggested by Jesus Lago et al in [2].

The model structure was a Neural Network with 14 input
neurons in the input layer, 2 hidden layers with 11 neurons
each, and 1 neuron in the output layer. The model structures
that were experimented with were pretty simple and other
models such as Linear Regression achieved good results as
seen from the Adjusted R2 score of 0.79. The problem with
the Linear Regression model was the fact that it performed
poorly as seen by the error metrics (MSE, RMSE, and MAE).
Very Deep Neural Network structures were not explored due
to computational limits, and only some shallow Deep Neural
Networks were explored with about 10 layers with 200
neurons each.

V. RESULTS AND DISCUSSION

The results of the model were evaluated with multiple
evaluation metrics to see the performance of the models
clearly. For this model, MSE, RMSE, MAE and Adjusted R2
Score were used as evaluation metrics on the testing dataset.

The results for the Neural Network with 2 hidden layers
with 11 neurons each, were:

e MSE 78.41822
e RMSE 8.855406
e AR20.721466
e MAE 5.83894.

Unfortunately, MAPE couldn’t be used as an evaluation
metric, because there were multiple zero values or close to
zero values, which make the MAPE value very high since it is
dividing with zero values or close to zero values. Using
MAPE, we could compare this model with the model
proposed by Aleksandra et al in [12] where the model used
data from only the year 2016.

The main factor for determining the success of the model
was the amount of data used for training. If less data is used
for training, then that significantly lowers the performances of
the model and this is very impactful, because not much data
has been collected in Croatia around electric energy. We
suspect that as Croatia collects more data around electric
energy production that could benefit researchers trying to
build Machine Learning models to benefit Smart Cities in
Croatia.

The weather data didn’t have the best quality which
throttled the model. We suspect that better quality data around
weather conditions in Croatia, specifically for the weather
conditions around power plants that collect energy from
renewable sources, would be of great use. As Croatia is
switching to more renewable energy sources, we suspect that
it could be beneficial for the country to collect as much data
as possible as soon as possible to make prices from renewable
energy sources more predictable in the long run. Data is a
fundamental part of Smart Cities and collecting more data can
benefit researchers that are trying to create Machine Learning
models.
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As previously mentioned, very Deep Neural Networks
weren’t explored out of computational limitations. These
models were very good at predicting the spikes in the price of
electric energy, but unfortunately had a higher error rate.
When experimenting with different model structures, it seems
that simpler structures are favored and they achieve better
performances than more complex Neural Network structures.
Future work can be done using very Deep architectures for
forecasting the prices for the day-ahead electricity market in
Croatia.

Another model that wasn’t explored was the LSTM
proposed in [13] that is made to predict time-series. Future
work can be done using this type of model to forecast the
prices on the day-ahead electricity market in Croatia.

In Fig. 6, a comparison of the predicted and actual values
is shown. As we can see from Fig. 6, the predicted value fits
very well under the actual values.
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Fig. 6. Comparison between the predicted values from the model and the
actual values. The x axis is the time period from the test values and the y axis
is the price of electric energy in €/ MWh. The blue line is the actual value and
the red line represents the predicted values.

Another look at the results is shown on Fig. 7, Fig. 8, and
Fig. 9. The graphs show the mean of the actual electricity
prices compared with the model’s predicted price means for
every hour, weekday, and month respectively.

We can see that the model fits all of the lines very well.
The only noticeable exception can be found on Fig. 7 for the
per hour comparison. We can see that the model makes the
biggest mistake from around 7 to about 17, when the people
are usually away at work.
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Fig. 7. Comparison between the actual electricity prices (blue line) and
model predicted prices (red line) for every hour. The x axis presents the hours
from 0 to 23 and the y axis presents the mean of the prices for all of the hours.
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Fig. 8. Comparison between the actual electricity prices (blue line) and
model predicted prices (red line) for every weekday. The x axis presents the
weekdays from 0 to 7 for Monday to Sunday and the y axis presents the mean
of the prices for all of the weekdays.
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predicted prices (red line) for every month. The x axis presents the months
from 1 to 12 for January to December and the y axis presents the mean of the
prices for all of the months.
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The last thing to note is the fact that the volume of
produced electric energy gave the model worse performances
and it wasn’t of any use at all. This is seen in Fig. 5 were the
volume of electric energy produced doesn’t seem to have any
correlation visually with the prices of electric energy.

VII. CONCLUSION

In this paper we discussed an approach to forecast the
electricity prices on the day-ahead electricity market in
Croatia. The data used was from the period of 11.02.2016 to
24.08.2021 and the attributes for the model were features that
can help in describing the demand and production of
electricity, which in turn, determines the price of electricity.
Predicting the electricity prices becomes an important task to
predict less predictable sources such as renewable energy
sources, which is why the model was built. The results are
favorable, however, they cannot be compared to previous
models on this topic, because the metrics to evaluate the
models differ and the prices have zeros, making it impossible
to calculate an accurate MAPE as in the work by Aleksandra
etal [12].
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Abstract—Recently, cryptocurrencies have become very to gain people's trust was the fact that people are used to do
important, as people are investing a lot of money in them, and  business with money, either through physical contact or
people slowly are entering in virtual world where physical  through banking transactions, but in this technology,
money is getting lost and all trade is being done with  transactions are performed only through cryptocurrencies that
cryptocurrencies which we neither see nor touch, respectively you need to buy in advance and the same change their value
they don’t exist in the form of money as we are accustomed to. depending on the investment of people in them. Blockchain
Cryptocurrencies are numerous and their values change day by technology is a decentralized technology, which if we
day depending on the interest of people investing in them. In this compare it with the way it works, to haV’e it simpler, it
paper we will present some of the most used cryptocurrencies Google Doc, where all ’people can access ’the
and their p ur chase, the energy that thes? cryptoc.urrencies document at the same ti’me but cannot copy or transfer it to
consume during the execution of transactions, taking as an others. This creates a decentralized distribution chain that

example Ethereum. It will be given our models of how the . h h .
process of cryptocurrency transactions is executed, taking also gives everyone access to the document at the same time. And

as an example Ethereum network, We will talk about the future this is where the essence of blockchain functionality lies,
of cryptocurrencies, architecture and data security etc. Our ~ Where everyone can see the blocks, access them but never
main focus will be on BigchainDB and the possibility of modify or get the same. This creates a centralized system of
implementing the same by developers, and in particular we will operation of this technology. Every time someone performs a
provide a framework on how BigchainDB can be implemented ~ transaction, they go online and computer algorithms
by developers, to create their own software applications and to determine the authenticity of the transaction. Once the
see in the future the possibility of how the same can be transaction is verified, this new transaction is linked to the
implemented in practice. Our main goal through this paperisto  previous transaction thus forming a chain of transactions.
break the taboos of databases that we are used to working with  Blockchain technology rather encourages the redistribution
when creating software applications, and introduce as a  and decentralization of power across wide communities of
challenge for us the use of a new database which is less used by peers interacting with one another. And therefore, eliminates
developers, but which is more secure, ie. BigchainDB . And the fraudulence or any chances of corruption entertained by

framework that we will present will be as a reference point for mediators, consequently from time to time proving itself to be
researchers on how BigchainDB can be used in their a philanthropist technology [1]

applications.

L. II. CRYPTOCURRENCIES AND THEIR PURCHASE
Keywords—ethereum network, mining, purchase, energy

consumption,  architecture, data  security, BigchainDB, Bitcoin, Ethereum, Tether, BNB, and several other
framework. cryptocurrencies seem to experience a large-scale growth in
price, market capitalization and widespread public

I. INTRODUCTION acceptance. The cryptocurrencies tend to offer a lot of

Thanks to technological developments that have caused features and fupctions that are alteripg the way we do and
industrial revolution, on one side, people's lives are being ~ implement things. ~Cryptocurrencies are undoubtedly
facilitated in many areas, but on the other side, people are  Xtremely intervening the global economy. Even though most
doing their best to invest as much as possible in the investments —are made in relatively  established
advancement of these technologies, always based on the fact ~ ctyptocurrencies, including Bitcoin (BTC) and Ethereum
that every technological change that happens is like (ETH), there are thousand§ of other smaller cryptocurrencies.
consequence of previous changes. Blockchain technology is ~ These currencies are prime targets for manipulation by
one of the main topics of most people today and based on the ~ Scammers, as evidenced by the proliferation of pump and
application of the same and the interest of the people in it, itis ~ dump schemes. Pump and dump schemes are those in which
thought to be among the biggest technological revolutions ~ @ Security price inflates due to deliberately deceptive
after the internet, causing major changes in the global activities. Those fraudulent schemes orlglqated in the.early
economy. Although it is a profitable technology and people days of the stock market and are now growing rapldly in the
are investing a lot of money in it, in many aspects still remains ~ Ctyptocurrency market [2]. Market capitalization of the
an unsolved mystery as to who invented and who administers ~ CTYpto asset is calculated by multiplying the existing
such a complex system with delicate operating structure. It~ reference price of the crypto asset by the current circulating
was very difficult to gain people's trust in this technology, as supply: The price for each 1nd1y1dua1 market pair is calculated
it was thought not to be a fraudulent system aimed only at DY taking the unconverted price reported directly from the
collecting money from people and ultimately failing like many ~ €Xchange and converting it to USD using CoinMarketCap’s
fraudulent systems they had faced and are facing even  eXisting reference prices [3].
nowadays. What was even more interesting and more difficult
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TABLE 1. PURCHASE OF CRYPTOCURRENCIES
Coin Price($) Market cap($) Main Markets
BTC 39,177 742 billion Binance, Coinbase Pro,
OKEZXx, Kraken, Huobi
Global, Bitfinex
ETH 2,589 310 billion Binance, Coinbase Pro
,OKEx ,KrakenHuobi
Global
USDT 1.00 80 billion Binance, OKEx, HitBTC,
Huobi Global
BNB 378.08 62 billion FTX
USDC 1.00 52 billion Poloniex, Binance, OKEx
and Bitfinex
XRP 0.791 37 billion Binance, Bith
umb, KuCoin, Huobi
Global, Bybit, Gate.io,
FTX, Bitstamp, Bitfinex,
Kraken
LUNA 89.85 33 billion Huobi, Bitfinex and Upbit
ADA 0.8 26 billion Binance, Bittrex, eToro, and
HitBTC
SOL 81.27 26 billion Binance, FTX, Bilaxy and
Huobi Global
AVAX 72.20 19.22 billion Binance, Bitfinex, Gate.io
and Kucoin

The table above is based on the ranking of the most used
cryptocurrencies, but always keeping in mind that they can
vary depending on the sale and purchase of cryptocurrencies,
where for the top ten cryptocurrencies are ranked the details
of price, market cap and the place where the same can be
bought.! When it comes to buying and selling
cryptocurrencies,  respectively  the  realization  of
cryptocurrency transactions, what is most important is the
trust that people have or should create towards the resources
that carry out these transactions. Lankton and McKnight [4]
proposed that trust in technology "reflects beliefs that a
specific technology has the attributes necessary to perform as
expected in a given situation in which negative consequences
are possible". Decentralized blockchain systems, such as
Bitcoin or Ethereum, do not rely on a trusted third party in
order to validate the transactions made by users or to maintain
the security of the system [5][6]. The first thing you need to
do to perform cryptocurrency transactions is to define the
platforms for conducting transactions. A very important
feature that should be noted is that not all countries have the
same platforms offered and portfolios with which transactions
can be realized through these decentralized systems. The
process of creating an account is similar to many systems,
however it differs in the way the data is stored and secured.
Some systems require more data to be more secure in the
future by the user, while others have a lower level of security.
Once you have an account created, then you can start
performing cryptocurrency transactions. Transactions can be
performed only after you have filled your account with
money, which as usual is done through your credit card. In
these systems trading starts with buying cryptocurrencies like
Etherium, Bitcoin depending on the money you have available
as each of them has its own price. The processing time of
transactions depends mainly on the quantity you buy, the
cryptocurrencies you buy, the platform you use to conduct
trade, etc. Once you have completed some transactions, and
you already own the cryptocurrencies, you can place them in
the wallet or portfolio where you can more easily control any
changes to your cryptocurrencies. Within a cryptocurrency,
there are more assets that can be used to conduct transactions.
You can even create so-called tokens, with which you can
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make transactions, but they should definitely be verified and
secure so that you can exchange cryptocurrencies with other
people.

III. ENERGY CONSUMPTION AND THE FUTURE

Costs of processing cryptocurrency transactions are
currently very high and volatile. Resolving energy spending
concerns without sacrificing security and decentralization is
an important challenging technique and has been the focus of
studies and developments for years. Why do cryptocurrencies
spend so much energy? For example, Ethereum, as a
blockchain, requires that transactions and blocks to have to be
validated by miners. In addition, every computational step
carried out requires also some extra-charges to be paid by
users. This kind of fuel is called gas, which is a unit of
measuring the computational work of running transactions or
SCs in the Ethereum network. In particular, gas is expressed
through gwei, a subunit of ether [7]. According to a recent
report by Eurelectric, the union of the electricity industry,
more than 1000 projects are currently using Ethereum [8].
Energy provides the grid. Ethereum transactions are validated
by miners. They merge transactions into numbered blocks and
add them to the Ethereum blockchain. The blocks are then
transmitted to 'node operators' who verify them separately
whether they are valid or not. The possibility of a mine adding
new blocks only works if there is a cost associated with
mining. These conditions are met by imposing proof-of-work
(PoW). To be eligible to submit a block of transactions, a
miner must solve a computer puzzle faster than anyone else.
Solving this puzzle creates competition between mines and
costs in the form of energy expenditure. Ethereum has used
proof-of-work since its inception. Migration outside of proof-
of-work has always been an essential goal of Ethereum. But,
technically it has been challenging because the other
successful alternatives all sought to compromise the core
principles and decentralization of Ethereum [9].

IV. ETHEREUM BLOCKCHAIN ARCHITECTURE AND DATA
SECURITY

The data is obviously stored in certain databases, be it local
databases, cloud databases, etc. It is important the data not to
be misused by a third party. An Ethereum network is
composed of a set of nodes running an Ethereum client (Fig.
1). Each of these nodes have a copy of the blockchain, which
contains a list of all operations performed on the network. This
enables nodes to prevent fraudulent activities, such as
counterfeiting and duplicating cryptocurrencies, as well as
containing an auditable record of all transactions performed
on the network. Due to the decentralized nature of the
network, the Ethereum framework preserves user
pseudonymity (a weaker form of anonymity), as each user’s
identity is given by a public key. This enables users on the
platform to perform functions such as transferring money,
buying and selling, and much more [10]. The generalized
structure of an Ethereum network is provided in figure below.
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Fig. 1. Ethereum network

What exactly happens between the user and the ethereum
network is shown in figure 3 to [10], where it is clearly
explained that between the user and the Ethereum network we
have the browser through which we access this network. It is
clearly clarified that between the user and the browser there
are several interfaces that serve to provide a consumer access
to their Ether wallets, enabling them to use Ethereum to pay
for goods online. Ethereum provides an interface with the
Ethereum network for developers in the web3.js API, which
is actually a collection of libraries which allow you to interact
with a local or remote Ethereum node, using an HTTP or IPC
connection [11]. This allows web applications to interpret
events sent by the Ethereum network and submit transactions
to the network. Another more elaborate version which shows
the process of performing the transaction in Ethereum is
shown in Figure 2. Where among other things it is clarified
that the first job is for the user to create an account, and only
after the account is verified you can access the execution of
transactions in the Ethereum network. Access is done through
certain browsers or interfaces that can be installed within them
such as MetaMask or Web3.js for developers to connect with
Ethereum network. Undoubtedly, in order to carry out
transactions, ETH must be purchased first, where the price and
the places where it can be bought are also given in Table 1.
And transactions can only be done if you have enough ETH in
your portfolio for the transaction you want to make. Before we
continue to elaborate on whether the blockchain network can
be adapted by programmers to the use of any other software
application, we will first clarify some details about
BigchainDB.

V. BIGCHAIN DATABASE

With the rapid development of science and technology,
especially Internet technology and computing storage capacity
in the last decade, data have become the most important means
of production. With the rapid development of cloud
computing, the database technology has become the most
basic data technology facility. Especially, the Distributed
Databases have been widely used to store and process large-
scale data,which are applied in different scenarios than
relational databases [12]. The BigchainDB is an extensible
blockchain database that is the first decentralized database
system to fill in the blanks of decentralized databases. It is
based on a distributed database with the features of
blockchain, so it has both the advantages of distributed
database and blockchain. The BigchainDB is based on
MongoDB. Therefore, it has these advantages: high
throughput, massive data storage capabilities, NoSQL query
language support, efficient query and rights management. The
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BigchainDB network consists of multiple nodes. Each node
is a virtual concept consisting of three parts: the MongoDB
database, the BigchainDB server, and the Tendermint
communication node. Figure below shows the architecture.
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Fig. 2. Process of transaction execution in Ethereum network
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Fig. 3. A four-node BlockchainDB network
Source: http://docs.bigchaindb.com/en/latest/query.html

Rather than trying to enhance blockchain technology,
BigchainDB starts with a big data distributed database and
then adds blockchain characteristics - decentralized control,
immutability and the transfer of digital assets. BigchainDB
combines the key benefits of distributed DBs and traditional
blockchains. Blockchain technology gives control back to
you. On the internet, siloed, walled gardens lock up your
personal data. This means it’s next to impossible to port your
data if you want to leave or to gain visibility into what is stored
where. Blockchain technology enables sovereign personal
data, a new way to manage your identity, medical records, and
credentials [13]. In BigchainDB, one will store their
confidential data off-chain and can also store their confidential
data on-chain in an encrypted format. Through extensible
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capability, the legitimately binding contracts, certificates
could also be kept into the blockchain database. The
authentication system permits the features starting from non-
public enterprise level blockchain databases to open,
government blockchain databases. If we are interested to
deploy any kind of BigchainDB then we need to deploy it in
the government version only. BigchainDB is taken into
account in the top level distributed computing platforms like
Eris/Tender mint [14], [15].

VI. PROPOSED FRAMEWORK FOR USING BIGCHAINDB IN
SOFTWARE APPLICATION

The problem of data security and big data is more and
more obvious, therefore more and more attempts are being
made to create new data management opportunities and to
provide more secure data transfer.. The benefits of the
application of blockchain are applied in three areas namely for
decentralized data storage, performing blockchain enabled
data analysis and finally in maintaining blockchain enabled
data security. Some of the blockchain projects for big data
applications are: Story, Omnilytics, Rubix, Provenance, File
Coin and Datum [16]. BigchainDB, a scalable blockchain for
distributed big data was proposed by integrating the traditional
blockchain with distributed databases to attain scalability
through faster querying mechanisms. Blockchain network
allows a user to join the chain based on the consensus. The
process of communication with the set of nodes in
BigchainDB are often done by employing a BigchainDB
HTTP API [17] just like the BigchainDB Python Driver.
There are many BigchainDB drivers provided in BigchainDB
docs [18]. BigchainDB offers developers, startups and
enterprises unique solutions to develop their concepts,
platforms, and applications successfully. One of the main
benefits of the BigchainDB is its ability to deploy a
Blockchain-like decentralized system using production-ready
technologies. It can be used to create new private Blockchains
to take advantage of Blockchain capabilities at scale, or as a
service for developers who desire the benefits of Blockchains
without the stress of setting up private networks.

DEVELOPER/
PROGRAMMER

BigChainDB HTTP API Data i

fransfer

POST \ GET Minners

J8 JSON ‘
CODE &> —"

Storage

Mined Block

BlockChain
Block ‘B\ockz‘ Block3‘ Bocké

Fig. 4. Framework for using BigchainDB

Without going into the details of how BigchainDB works,
we will present a framework on how it can be used the same
by blockchain developers. It should be noted that it is a
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database with a more delicate structure, and requires good
knowledge of the structure of the blockchain operation, data
structures, understanding of cryptography and etc, so that it
can be used rationally. Developers transfer data to the
blockchain network through the mining process. Process of
adding transaction records to public ledger is termed as mining
where miners need to solve a mathematical problem based
over cryptography hash algorithm. Each cryptocurrency has
its own unique hashing algorithm. For instance, bitcoin uses
the SHA-256 algorithm, Monaro uses Crypto Night, and
Ethereum uses Ethash [19]. Once a miner finds the correct
input, they have achieved Proof of Work (PoW). IPFS try to
keep item data stored securely in a decentralized fashion. IPFS
is used to help with data storage. Not all data are stored in the
blockchain, but only the hash value gained while storing data
in IPFS are stored into BigchainDB. Through back-end
developers, the transactions are transferred to the
BigchainDB, using HTML, CSS, JavaScript, and heavy use
of web3js [20]. GET and POST are the two transactional
methods for retrieving and validating the transactions within
the BigchainDB [21]. BigchainDB transactions are within the
type of JSON strings. Using BigchainDB is not at all easy.
This is because you should also have knowledge of the
UBUNTU (Linux) operating system, as it is the most suitable
for its use. BigchainDB Server doesn’t work on Windows or
macOS (unless you use a VM or containers). The idea of the
framework is this: developers create applications in a
programming language suitable for BigchainDB, whether
Java or Solidity. They build applications based on blockchain
architecture and protocol. Their applications run on the
blockchain too, but in advance using data selection
techniques. Data transfer to the BigchainDB is done using
web3.js, but always based on the way the blockchain operates.
IPFS in this case it is used only as an auxiliary method for
faster data processing by blockchain. Reasons why
BigchainDB is being attempted to be used is the high security
that blockchain technology has shown and is showing even
today. Since blockchain is supposed to be extremely secure
and unalterable, many individuals have dubbed this
technology as “unhackable”. However, recent incidents have
unfortunately shown that hackers can access blockchains in
certain situations. However, for now it remains one of the
most secure databases of all existing databases.

VII. CONCLUSION

BigchainDB and distributed databases play a very
important role and are seen as the future of data management,
as the amount of data and their processing increases. It is very
difficult to penetrate into the depths of blockchain operation
because still remains a mystery, however what is possible is
to use it and modify it in our applications without going into
the details.. Through this paper, we tried to bring details of
blockchain technology, to provide explanations for the most
used cryptocurrencies and how their market values change,
energy consumed by cryptocurrencies, concluding with a
framework on how BigchainDB can be utilized using the
network blockchain system to create our applications. We
have tried to give detailed explanations regarding the process
of communication between the developer and BigchainDB.
Although it is still a term which is being developed, which
requires greater programming skills and greater knowledge
of the structure of blockchain, it remains our next challenge
to get into the details of data storage and processing in the
BigchainDB by describing in detail the process of searching
and executing queries, as well as its connection to software
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applications. And finally we will try to create our own
software application using BigchainDB and describe the
challenges we will face.
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Abstract— The paper is focused on the missing scans in the
context of longitudinal image retrieval for Alzheimer's Disease.
Namely, we explore the influence of missing data on the retrieval
results when the subjects are represented by the longitudinal
changes calculated on the basis of the within-subject template
generated using the available time points. To evaluate the effect
of the missing scans, we defined two (most characteristic and
most common) scenarios, in which missing scans at a specific
time point are considered, and one scenario that is based on
complete data used as a baseline to compare against.
Additionally, we increased the number of patients with missing
scans from 10% to 50% and evaluated its impact on the retrieval
results.

The evaluation showed that from the examined types of
feature vectors, concatenated longitudinal changes of the
volumes of the cortical and sub-cortical structures are superior
and robust. In the case when the dimensionality of the descriptor
is an important criterion, we recommend the usage of the
percent change or symmetrized percent change of the
volumetric measures. Additionally, the influence of the missing
scans on the retrieval results is lower when incomplete data
occurs in the early time points, rather than in later ones.
Moreover, very little or no performance reduction was detected
by increasing the number of subjects with missing scans. In
general, the evaluation showed very small or no performance
degradation in the retrieval process in the scenarios with
missing scans, in comparison to the scenario with fully complete
data.

Keywords— Missing Data, Longitudinal Images, Longitudinal
Image Retrieval, Alzheimer’s Disease, Magnetic Resonance
Imaging.

1. INTRODUCTION

Alzheimer’s Disease (AD) is a progressive
neurodegenerative disease and the most common cause of
dementia [1]. Considering this, early diagnoses of the disease,
monitoring the patient’s condition or the disease progression,
finding powerful diagnostic or prognosis biomarkers,
identifying the patients who are most probable to ultimately

* Data used in preparation of this article were obtained from the
Alzheimer’s Disease Neuroimaging Initiative (ADNI) database
(adni.loni.usc.edu). As such, the investigators within the ADNI
contributed to the design and implementation of ADNI and/or
provided data but did not participate in analysis or writing of this
report. A complete listing of ADNI investigators can be found at:
http://adni.loni.usc.edu/wp-content/uploads/how_to_ap-
ply/ADNI_Acknowledgement List.pdf.

develop AD, as well as reaction to the therapy are active
research fields.

Advances in genetics and medicine, as well as the rapid
evolution of technology and neuroimaging techniques
increase the amount of generated data of the medical cases
for AD. Among all the data generated within the medical
cases for AD, Magnetic Resonance Images (MRI) offer
extremely good opportunities and are found to have a key role
in early diagnosis, prognosis and monitoring of AD [2].
Considering that the information extracted from the brain
images provide precise and consistent markers for diagnosis
and monitoring the development of the disease [3-4], our
research is towards medical case retrieval by using medical
images as input queries.

The image retrieval process involves representation of the
query image with a descriptor and then comparing it with the
descriptors of all images in the medical data- base. The result
is a list of all images sorted in the database by similarity, so
that the most similar one is at the top [6]. In that sense, for a
given medical case of a patient for whom an MRI was
acquired, the image is given as a query to the system. The
retrieval system provides a sorted list of all images of other
patients according to their similarity to the query. The main
challenge is to get the result that is semantically relevant [7-
8].

Taking into consideration the progressive nature of AD,
longitudinal data are extremely important. Longitudinal
images (images acquired at multiple consecutive time points)
are meant to reflect the disease progression. However, a key
problem that arises considering longitudinal images is
missing data, i.e. lack of scan/s for one or more time points.
The reason for this might be the patient's inability to undergo
scanning at the predefined period, disability to continue the
examination, poor quality of the scan, etc. [9]. In addition, the
occurrence of missing data where the time difference between
time points is not uniform is very common [10].

One possible solution is to exclude from the research all
patients with incomplete data. The main limitation of this
solution is that it significantly reduces the number of patients
included in the examination, excluding possibly important
knowledge that might be extracted from them. One way to
overcome this limitation is to use data imputation [5,9, 11-
12]. This would complement those features that correspond
to the missing time point, in order to maintain the same
dimension of the vector for all scans and to artificially
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supplement the missing information. In [13] multivariate
normal imputation (MVNI) method and fully conditional
specification (FCS) method are compared and discussed.
This study is the first that uses real data as part of an ongoing
trial to make the validation and comparison. Detailed review
of the hierarchy of missing data mechanisms and their
relationship to likelihood-based methods and a series of
simulation studies with designs common in longitudinal
neuroimaging studies is provided in [14]. Although the
challenging problem of missing data has been researched for
over forty years [14], it still an active research field and a big
challenge.

The aim of the paper is to investigate the influence of
missing scans on the retrieval performance in the context of
longitudinal image retrieval for AD. Several key questions
arise here:

1. What kind of features are more powerful and robust
when missing scans are present?

How does retrieval results change with increasing the
number of patients with missing data?

Does the time point at which the scan is missing affect
the retrieval results?

How does a missing scan at a different time point
affect the retrieval results in comparison to fully
complete dataset?

A research that answers these questions in the context of
image retrieval for AD is still not performed. Thus, our
research is aimed to provide insight into the problem of
missing data in this context as well as answers to the
aforementioned questions.

Moreover, taking into consideration the diversity of the
datasets and/or the sample selection for the evaluation
process, we cannot provide an objective comparison with
other research involving addressing the problem of missing
data.

The paper is organized as follows. We present the
methods used in this study in Section 2. The experimental
results and discussion are provided in Section 3. The
concluding remarks and future work are summarized in
Section 4.

II. MATERIALS AND METHODS

A. Participants and Inclusion Criteria

The performed research is based on the scans and data
obtained from the Alzheimer’s Disease Neuroimaging
Initiative (ADNI) database (adni.loni.usc.edu). launched in
2003 by the National Institute on Aging (NIA), the National
Institute of Biomedical Imaging and Bioengineering
(NIBIB), the Food and Drug Administration (FDA), private
pharmaceutical companies, and non-profit organizations as a
$60 million, 5-year public—private partnership. The aim of
the initiative is to enable research on whether serial magnetic
resonance imaging (MRI), positron emission tomography
(PET), other biological markers, such as cerebrospinal fluid
(CSF) markers, APOE status and full-genome genotyping via
blood sample, as well as clinical and neuro-psychological
assessments can be used together to indicate and estimate the
progression of mild cognitive impairment (MCI) and
Alzheimer’s Disease (AD). Finding appropriate markers
indicating early AD progression is aimed towards
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development of new treatments, improving the process for
monitoring treatments effectiveness, and reducing the time
and cost of the clinical trials.

The Principal Investigator of this initiative is Michael W.
Weiner, MD, VA Medical Center and University of
California - San Francisco. Many coinvestigators from a
broad range of academic institutions and private corporations
have given their support and contribution to make ADNI a
valuable product. Subjects have been recruited from over 50
sites across the U.S. and Canada, initially supposed to be 800
subjects in total. However, ADNI has been followed by
ADNI-GO and ADNI-2, with over 1500 participants, namely
in fact adults in the age group of 55 to 90 years. The protocols
for ADNI-1, ADNI-2, and ADNI-GO specify the three
groups (Cognitively normal individuals, adults with early or
late MCI, and people with early AD) available in the dataset
with different follow up duration of each group. For up-to-
date information, see http://www.adni-info.org.

For this research, we used the standardized list from
ADNI-1, containing images acquired at multiple time points.
From this list, we selected the subjects that have available
scans at baseline (TP1), and the 6-month (TP2), 12-month
(TP3), and 24-month (TP4) follow-ups and belong to AD or
normal control (NL) group. In this way, we selected a total of
267 subjects, 168 in AD group, and 99 in NL group. Patients’
demographics information can be found in [15]. The timing
of scans per time point by clinical group is provided in Table
I, also available in [15], but included in this paper as well for
clarity.

We chose exactly this selection criteria because of the
following reasons: (1) more time points (ex. 36-month
follow-up) is not available for the AD group of patients and,
additionally, the total number of patients for whom all the
scans are available is reduced by more than 12%; (2) a
smaller number of time points would not give enough space
for research and an opportunity to have a good insight into
the problemu (3) with the selected time points, we have an
opportunity to analyze the problem in the case of equally and
unequally spaced available time pointes (depending of which
time point is missing).

TABLE I. TIMING OF SCANS PER TIME POINT BY CLINICAL GROUP

Time from baseline (years)
Time Point
AD NL
TP1 (Baseline) 0 0
TP2 (Month 6) 0.57 (0.05) 0.58 (0.06)
TP3 (Year 1) 1.07 (0.05) 1.08 (0.07)
TP4 (Year 2) 2.09 (0.14) 2.1(0.11)

Abbreviations: TP = Time Point.

The time from baseline is given in mean (standard deviation).

B. Longitudinal image representation

This study is based on longitudinal data for patients that
undergo examination for Alzheimer’s Disease. This kind of
data are characterized by that the outcome variables are
measured repeatedly on the same cohort of individuals at
multiple time points. This enables identifying the influence
of the changes in the derived measurements over time to the
examined clinical, biological or experimental factor, possibly
reflecting the diseases progress and/or reaction to the
treatment. Longitudinal studies provide direct assessment of
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within-subject changes across different time points, free of
any between-subject variability [10, 20]. Several distinctive
characteristics should be emphasized for longitudinal data
[10]:

1. Longitudinal measurements are ordered in time. They
reflect the temporal trajectory of an underlying non-
stationary continuous process.

Typically, serial measurements obtained for a single
subject are positively correlated caused by the smooth
trajectory of the underlying biological process.

3. Between-subject variance is not usually constant over
the duration of the study.

Missing data and non-uniform timing are extremely
common, particularly for longitudinal studies of larger
duration.

This study takes into account the aforementioned
characteristics and focuses specifically on the fourth.
Namely, when longitudinal images are available for the
patients, the information contained in all of them should be
properly extracted and utilized. This is a crucial step to be
able to get the semantically more relevant retrieval result. A
significant challenge that arises in this case is how to deal
with the missing scan/s for some of the patients.

In fact, to deal with the problem of missing scans for
Alzheimer’s disease, we used the feature extraction method
that we explored in our previous research [15] and evaluate
the impact of the missing time point when using this
approach. Namely, for each patient who has a missing scan at
a specific time point, we processed the data longitudinally
and generated a within-subject template only from the
available time points for a particular patient and not for all
possible time points. For example, if for a particular patient
only the scan at baseline (TP1), the 12-month (TP3), and the
24-month (TP4) follow-ups are available, then we generate
the template on the basis of only these time points, instead of
on the basis of all the possible four time points (scans at
baseline (TP1), the 6-month (TP2), 12-month (TP3), and 24-
month (TP4) follow-ups)). The longitudinal scheme for
generating the template is designed to be unbiased with
respect to any time point and there was no initialization with
information from a specific time point [16].

We performed this processing with the FreeSurfer's fully
automated longitudinal pipeline [16]. Fig. 1 shows a
schematic illustration of the main steps in the longitudinal
pipeline. The full list of methods applied to the examined
dataset is included in [15] and proposed and explained in
more details in [16].

After this kind of processing, we generated the feature
vector by using longitudinal changes of the volume of the
cortical and sub-cortical regions. The following reliable
estimates of the longitudinal changes on the bases of the
available time points were calculated and used as features [15
-17]:

o VolumesRC - rate of change (RC) of the volumes
(calculated as a difference per time unit). The statistic
is derived from the volumetric temporal information
per subject for each cortical (34 measures for each
hemisphere) and sub-cortical region (55 measures),
123 measures in total;
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VolumesPClfit - percent change of the volumes
(calculated with respect to the value obtained from the
linear fit at baseline, i.e. percent thinning/volume loss
per year) The statistic is derived from the volumetric
temporal information per subject for each cortical and
sub-cortical region, 123 measures in total;

VolumesSPC — symmetrized percent change (the rate
with respect to the temporal average). The statistic is
derived from the volumetric temporal information per
subject for each cortical and sub-cortical region, 123
measurements in total.

Step 1: Cross-sectional processing

All the available time points from all patients are

processed cross-sectionally [17]

NS

Step 2: Template Generation

Unbiased within-subject template space and image are
generated for all previously independently processed

time points for each subject [17]

Step 3: Longitudinal processing

Each time point is longitudinally processed [16]

Fig. 1. Schematic illustration of the main steps in the FreeSurfer’
longitudinal pipeline

These features reflect the speed and degree of
degeneration caused by the disease, in fact the disease
severity and progression. This way, for a patient with missing
data, a representation extracted only from the available scans
will be generated and will be of the same type and with the
same dimension as those for the patients with complete data.
In fact, the dimension of all descriptors for all patients will be
the same, regardless the number of the available time points.
For example, if a scan taken at the screening 6 months after
the first visit to the hospital is missing, then the scans at TP1,
TP3, and TP4 are longitudinally processed and a template on
the basis of these scans is generated and subsequently the
longitudinal changes of the volume of the cortical and sub-
cortical structures as well as of the cortical thickness are
calculated. For a patient with complete data for instance, all
the time points are longitudinally processed, and the same
statistics of the same regions are generated. However, the
dimension of the feature vector is the same as it is for the
patient with three available time points.

Although it is also possible to calculate longitudinal
changes of the cortical thickness measures, the reason for
using the volumetric changes is that in our previous research
[15] they have proven to be superior over the longitudinal
changes of the cortical thickness in the context of image
retrieval for AD.

We chose this strategy because it has two main
advantages: (1) it can operate only with the available data
independently for each subject, whether or not they have a
missing scan at some point in time (2) it provides the same
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descriptor dimensionality for all patients, regardless of the
number of the available time points.

Additionally, we applied the Correlation-based Feature
Selection (CFS) method [18] with the aim to reduce the
feature vector dimensionality and to select the most relevant
features, because it provided superior results on the
experimental basis for the longitudinal image retrieval for
Alzheimer’s disease that we reported in [19]. To provide
relevant and unbiased results, we performed the feature
selection method independently of the query subject
information. In fact, we obtained a specific feature subset for
each query subject using the information of all other subjects
similarly like in [15].

C. Evaluation of the influence of the missing data on the
retrieval results

To be able to evaluate the influence of the missing data
on the retrieval results, we defined two most characteristic
and most common scenarios with missing time points and one
scenario for reference:

e MI — from the available four time points, scans at TP2
were excluded from x% randomly selected patients,
where x€{10, 20, 30, 40, 50}, keeping at least 50% of
the patients with fully complete data.

M2 — from the available four time points, scans at TP4
were excluded from x% randomly selected patients,
where x€{10, 20, 30, 40, 50}, keeping at least 50% of
the patients with fully complete data.

M3 — fully complete dataset that we used as a baseline
to compare against.

It should be noted that both M1 and M2 scenarios contain
the first time point. In the clinical environment, this is most
often the case because it is a screening made during the first
visit to a medical institution and in most cases, it is available
with good quality. We did not evaluate the scenario in which
the third time point is missing, because during the
longitudinal processing of the other available scans (when the
third TP is excluded), there was an error that required manual
interventions in the processing in some of the cases. We
wanted to keep the processing fully automated, so as to be
able to reduce the subjectivity of the human factor and to
perform fair comparison. Another characteristic of M1 and
M2 is that the time points available are at the same time
distance (12 months for M1 and six months for M2).
Additionally, only the M1 scenario contains the time point
that is the most temporally distant from the first visit to a
doctor, that is the fourth TP. This is important to be noted
because according to the previous experiments it has an
impact on retrieval results when all time points are available
[15]

In this examination, we did not consider templates and
accordingly, scenarios, with only two time points, because in
order to generate the template, a voxel-wise median was used.
But, when only two time points are available, median is equal
to mean, hence resulting in blurry, instead of crispy edges,
which is the case when more time points are available to build
the template [16].

To evaluate the proposed strategy, we used the standard
evaluation metric for quantitative measurement of the
retrieval performance, Mean Average Precision (MAP). It
was calculated as the mean of the average precision scores for
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each query, evaluation metric for the general retrieval
performance. It is meant to favor retrieval systems that return
more relevant subjects at the top of the list. The retrieved
subject is assumed to be relevant if the patient has the same
diagnosis as the query one. The higher the relevant subjects
are in the retrieved list, the higher the value of the precision
is.

Considering the small number of patients included in this
study, we used leave-one-out strategy. This means that each
patient’s representation was used as a query against all other
representations stored in the database.

Considering that a random selection of patients with
missing data was performed, and to get representative results,
we did 10 repetitions of the random selection and we repeated
the experiment for each case accordingly. Then we calculated
the mean of the MAP for each of the 10 repetitions.
Subsequently we compared those results with the retrieval
results obtained by the scenario based on the complete dataset
(M3).

III.

This section summarizes the results from the evaluation
of the presented strategy for dealing with missing data in the
context of longitudinal image retrieval for AD.

EXPERIMENTAL RESULTS AND DISCUSSION

Table II shows the results associated with the M1 scenario
for a different percentage of patients with a missing scan at
TP4. According to the results, the rate of change of the
volume of the cortical and sub-cortical regions provides the
same value as in the case of fully complete data when the
number of patients with missing data is not more than 30% of
the total number of patients in the examined dataset. When
30-50% of the subjects have missing scan at TP4, the value
of MAP is lower by 1%. The value of VolumesPCfit and the
VolumesSPC remains constant as the number of patients with
missing data increases up to 50%, which makes them stable
features, suitable in the case of missing data. It should be
noted that VolumesPCfit led to a 1% lower value of MAP in
comparison with the case of fully complete data. The
combination of all calculated longitudinal changes led to the
best result in terms of MAP. In this case, the value of MAP
remained the same, even though the number of patients with
missing data was increased up to 50%. Moreover, it is the
same as the corresponding value in the case of fully complete
data.

TABLEII. EVALUATION OF THE SCENARIO M1 BASED ON THE VALUE
OF MAP — MISSING SCAN AT TP2 IN X% RANDOMLY SELECTED PATIENTS,
WHERE X€{10, 20, 30, 40, 50}

M1 M1 M1 M1 M1 M3
10%) (20%) (30%) (40%) (50%)

VolumesRC 0.76 0.76 0.76 0.75 0.75 0.76
VolumesPCfit 0.78 0.78 0.78 0.78 0.78 0.79
VolumesSPC 0.78 0.78 0.78 0.78 0.78 0.78
All volume
rates - 0.79 0.79 0.79 0.79 0.79 0.79
concatenated

Regarding the second scenario M2 (Table III), the
obtained results indicate reduction of MAP value by 1-4%
when the number of patients with missing data increases to
50%, when the patients are represented by the rate of change
of the volumetric measures. Even when 10% of the patients
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are with missing data, the value of MAP is reduced. By
increasing this percentage to 20, there was again a reduction
in MAP by 1%, but it remained the same when the number of
patients with missing data was increased to 30%. Then again,
the value of MAP decreased by 1% in case of 40% of patients
with missing data. This trend was also the case when the
number of patients with missing data was increased to 50%.
When PCfit and SPC of the volumes of cortical and sub-
cortical structures were used to generate the descriptors, the
value of MAP started at 0.77 and decreased by 0.01 as the
number of patients with missing data increased to 20%. It
remained the same in the case of 30% of patients with missing
data. Then it decreased firstly by 1% and then, by 2% as the
number of patients with missing data increased to 40% and
50% respectfully. When concatenation of all the longitudinal
changes was used to generate the feature vector, it led to the
best results regarding the M2 scenario but showed the same
trend of decreasing the values of MAP.

TABLE III. EVALUATION OF THE SCENARIO M2 BASED ON THE VALUE
OF MAP — MISSING SCAN AT TP4 IN X% RANDOMLY SELECTED PATIENTS,
WHERE X€{10, 20, 30, 40, 50}

M2 M2 M2 M2 M2 M3
10%)  (20%)  (30%) (40%) (50%)

VolumesRC 0.75 0.74 0.74 0.73 0.72 0.76
VolumesPCfit 0.77 0.76 0.76 0.75 0.73 0.79
VolumesSPC 0.77 0.76 0.76 0.75 0.73 0.78
All volume
rates - 0.78 0.77 0.77 0.76 0.74 0.79
concatenated

According to the performed evaluation, we can note that
the presence of a time point that is more distant from the first
visit to a medical institution, makes the features more
relevant, more stable and more powerful to deal with missing
scan. In fact, the ability of the algorithm to handle missing
data in the context of image retrieval is closely related to the
longitudinal processing of the scans, i.e. the stability and
relevance of the results of the longitudinal processing using
the available points. Namely, according to the previous
research [15], it was concluded that the features extracted
from the scans at time point 1, 3 and 4 are more promising
and lead to greater accuracy compared to those extracted on
the basis of the scans at time point 1, 2 and 3. This was
directly reflected in the results obtained from the evaluation
of the scenarios with missing data.

The main findings of our research on the bases of the
evaluation of the defined scenarios are:

I. From the examined features vector types,
VolumesPCfit or VolumesSPC, or concatenated
feature vector of all longitudinal change,
VolumesPCfit and VolumesSPC proved to be more
efficient, stable and powerful to deal with missing
scans when separate longitudinal changes are used.

Very small or no performance reduction as the
number of cases with missing data increases. This
means that the strategy for representing the subjects
with longitudinal changes of the volumetric measures
provides reliable and robust way of image
representation, and the whole setup that we used for
image retrieval provides promising way for facing the
problem of missing data.
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3. When the scan is missing in the earlier time points,
then the influence to the retrieval results is smaller,
rather than in the case of missing data at the later time
points. This is highly expected because the changes in
the brain as the time passes carry more significant
information about the progression of the disease.

There is no or small degradation in the retrieval
performance in cases with missing scans in
comparison to the scenario with fully complete data.

According to the obtained results, in the case of missing
data we suggest representing the patients’ scans by feature
vector comprised of concatenated longitudinal changes of the
volumes of cortical and sub-cortical structures. In case when
the feature vector should be kept as short as possible, then
VolumesSPC or VolumesPCfit of the volumetric
measurements are advisable as they turned out to be superior
and more robust.

Iv.

Missing data is a serious problem when longitudinal data
are considered. In this paper, we evaluated the influence of
the missing data in the context of image retrieval for
Alzheimer’s disease. Our results showed that the retrieval
performance is closely related to time points at which the
scans are missing and to the reliability of the longitudinal data
extracted from the available time points. The features
extracted from the scans at the later time points, proved to be
more efficient, stable and powerful to deal with missing
scans. From the examined types of feature vectors,
concatenated longitudinal changes of the volumes of cortical
and sub-cortical structures provided superior results. In the
case when the dimensionality of the descriptor is important
factor, VolumesSPC or VolumesPCfit of the volumetric
measurements are advisable to be used as more powerful and
robust. In all cases, we noticed very small or no degradation
in the retrieval performance when we used these features as
the number of cases with missing data increased.

CONCLUSION

In the future, we plan to extend the evaluation of this
strategy on a bigger cohort, to include more available time
points and also to consider scenarios with more than one
missing scan per patient. Moreover, we are going to examine
deep neural network architectures developed in a longitudinal
manner to provide a solution for dealing with missing data.
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Abstract—The quality of education is an important objective
for governments and organizations around the world, as
education has the potential to open new opportunities for
people, improve their lives, and make them a productive and
useful member of society. One of the ways to improve education
is through the use of technology, and by making sure children
have access to knowledge and information. In this paper, we will
describe a distributed e-learning system based on item response
theory, which can intelligently offer students appropriate
questions and tasks to solve, and adapt the difficulty of the
presented test items based on the students’ previous answers
and activity. Similarly, after each test item, the system presents
the user with a solution to the problem, and the theory behind
it. Qur data and survey scores show positive results, and outline
that students find the system engaging and want to continue to
use it in the future.

Keywords—distributed systems, e-learning, item response theory.

1. INTRODUCTION

Governments and organizations throughout the world
have recognized education as an important tool to reduce
poverty, teach values, create a more productive and confident
workforce, and to promote equality by empowering people
from various underprivileged groups. Through education,
people learn and acquire the necessary facts, principles,
standards, norms and skills in order to be a successful,
confident, useful and productive member of society. An
educated workforce is crucial for economic growth.

The use of technology and e-learning is one of the main
methods that allows us to bridge the gap between people that
come from different backgrounds and socioeconomic status
— i.e., to allow people to have similar access to learning
opportunities. The ability of e-learning systems and
technology tools to scale, to assist groups and individuals in
learning at their own pace, to cover material according to an
individual schedule, and to digest up-to-date content, are just
some of the advantages of electronic learning. Therefore, it is
very important to analyze their capabilities and usage in both
formal and informal education. One of the current research
areas in this field is related to the use of intelligent and
adaptive e-learning systems, which have the ability to
automatically adjust to students’ capabilities [1].

In this paper, we will describe a new distributed, privacy-
aware e-learning system based on item response theory,
including data related to it’s usage for improving students’
scores in mathematics.

First, in Section II, we will look at present research related
to distributed systems, privacy, item response theory and
existing e-learning systems. Next, in Section III, we will
present the architecture of the newly created e-learning
system, as well as it’s features. In Section IV, we will outline
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data gathered from using the system in the course of one
week, as well as results from a survey conducted among
students who used the system during that period. In Section
V, we will identify our ideas for future work - and finally, in
Section VI, we will write a conclusion about our findings.

II. LITERATURE REVIEW

A. E-learning

The role that e-learning software plays in supporting and
improving educational systems across the world continues to
increase every year. This includes their usage in both primary
schools, high schools, universities and informal settings like
online courses and certifications. The global COVID-19
pandemic has expanded this growth even further, with some
organizations and institutions even providing entire
curriculums online. In some countries, like Macedonia, an
entire school year was conducted online.

E-learning has several advantages compared to traditional
learning, although in most cases they run in parallel —i.e., e-
learning systems are commonly used to augment traditional
learning. Blended learning is often considered to be a better
and more effective alternative to both pure online classes and
pure face-to-face classes [2].

E-learning systems offer students and teachers the ability
to communicate and exchange messages asynchronously,
reduces costs, and allows students to review and learn
information at their own pace. Additionally, e-learning is
scalable, (often) offers personalization features for the
students, and analytics (data) for the teachers and
administrators. This can lead to better learning outcomes, and
better retention — as different students have different learning
styles.

Learning management systems might be designed to
handle various types of courses, or they might be targeting a
specific area, market or expertise. For example, Moodle is
often considered the most popular general-purpose Learning
Management System [3], with some data showing that it has
as much as 64% of the European LMS market share. It is an
open-source platform, which is easy to setup and maintain. It
offers a personalized dashboard for users, file management,
calendar, notifications, multimedia, assessments, custom
integrations (through plugins), and a lot more. From a
technological point of view, it requires PHP and a working
web server like Apache, as well as a relational database
(MySQL, MariaDB or PostgreSQL).

An example of a LMS that is used in a specific area
(computer programming) is MENDO [4], which allows
students to read lectures which contain interactive elements,
solve tasks with automatic grading, participate in
competitions and forum discussions, etc.
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Some systems, called intelligent e-learning or intelligent
tutoring systems, are able to provide immediate and
customized feedback to students, and can be utilized even
when the physical instructor/teacher is absent [5]. Some
examples of intelligent tutoring systems are those that can
offer automatic and individual assistance, hints or adaptable
task selection. In this paper, we are going to describe how our
system automatically selects tasks for each student and
enables them to learn and improve in the specific areas that
are most important to them.

B. Distributed systems

Most e-learning systems are installed on a single web
server, either with a relational database management system
running on the same machine or in the same datacenter. For
example, using Amazon Web Services, Moodle can be
installed on a single EC2 instance, and then connect to a
database running on RDS (in the same region). This kind of
setup is very simple to configure, manage and has very little
network overhead.

However, distributed systems — i.e., systems whose
components might span across different machines and
networks - have certain advantages, which include efficiency,
scalability, and reliability, amongst others. In a distributed
system, the autonomous nodes have local memory, and
communicate and coordinate amongst each other through
messages. Commonly, each node might have just a limited
view of the system, or a specific function that it executes. In
the latest version of the MENDO e-learning system for
example, there are nodes called graders, whose job is simply
to safely and securely grade a students’ submission on a series
of test cases (inputs and expected outputs). Because these
nodes execute a single function, they might be automatically
scaled up and down, as traffic increases or decreases.

A different usage of distributed systems is to share and
synchronize content and courses among users, institutions or
organizations [6], which leads to better content, network
robustness, scalability, and improved privacy protections.

C. Privacy

Data privacy is important to both institutions and users.
Recent regulations, such as, for example, GDPR, focus on
empowering users in managing and protecting their data by
giving them an option to intervene/control how and when
their data needs to be removed, transparency (how data is
being used), and minimization (i.e. systems should not ask for
more personal information than is necessary for the purpose
of the service) [7].

For e-learning, privacy norms also require that personal
student information is only used for educational purposes,
and that a student profile is only used in that context. Most
software organizations also adhere to common security
practices and follow guidelines and reports like OWASP Top
10 — a list of the most critical security findings and
recommendations. Another common approach to tackling
and limiting problems is to require and store only the
information that is crucial for a system to provide the service
for which it was designed — for example, if a student name or
address is not required for an e-learning system to function
correctly, then a simple username or student code can be used
instead.

D. Item response theory
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Item response theory is a paradigm of testing that focuses
on items — as opposed to tests. IRT is concerned with the
development of test items, where each item is not assumed to
be equally difficult to solve. It is often considered as a
superior alternative to classical test theory — for example, it is
used in important tests like Graduate Management Admission
Test (GMAT), Graduate Record Examination (GRE),
Scholastic Aptitude Test (SAT), and others [8]. Often, for
simplicity, we assume items to correspond to multiple-choice
questions — but IRT can also work with scales and other
complex scores.

For common tests used in schools, Item Response
Theory leads to more accurate results with a smaller number
of questions. For example, in Classical Test Theory, we can
consider that the observed total score is based on the person
true score (T) and a simple error (E), which is everything that
is unrelated to the value we are measuring. On the other hand,
we can consider IRT as a theory that allows us to create
adaptive tests, and then to use the student’s responses to
improve the pool of test items. The standard mathematical
model is based on the cumulative form of the logistic function
— and based on the number of parameters, we can talk about
a one parameter (IPL), two parameter (2PL) or three
parameter (3PL) logistic model.

1—Ci

i(0) =ci + —————
pi (0) A

Here, for the three parameter model, we outline that the
probability of a correct response to an item i, depends on the
item difficulty bi (also called location), discrimination (ai),
and chance or pseudo-guessing (ci). In the 2PL model, we
assume that the data has no guessing — so it’s appropriate for
items where guessing is unlikely (the student has to enter an
“answer”, or a multiple-choice question which has many
options to select from). Likewise, the 1PL model assumes
that all items are similar in terms of discrimination.

Using this general idea, we can start with an estimated
student ability (center, based on previous test results, or ask
the user about their opinion), calculate which test item from
our pool of items would be best and give that item as the next
question/task for the student to solve. After the student
completes the first test item, we update their estimated ability
based on all previous responses, calculate the next best test
item and repeat the procedure. This process continues until 1)
the student completes a fixed number of questions, or 2)
alternatively, the test might be limited in time.

In other words, when a student starts taking a test, an item
of average difficulty can be presented to them. If they answer
it correctly, they will get a more difficult item — or, if they
answer incorrectly, they will get an easier item. This is the
basic idea of Computerized Adaptive Testing (CAT), and
many such systems rely on IRT.

One of the main goals of Item Response Theory is to
update or improve the measurement accuracy and reliability
of tests, either dynamically or using previously collected
knowledge about student responses to certain test items.
Comparably, with Classical Test Theory, reliability is much
harder to estimate, because that would require knowledge
about the student’s true scores (minus errors).

In Item Response Theory, several assumptions are made
in order to simplify the logic: 1) that a single trait, attribute or
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ability decides the item responses and that it can be measured
on a scale, 2) the local independence of items, and 3) that the
response can be modeled by a mathematical item response
function.

Some disadvantages of Item Response Theory are that it’s
relatively harder to compute and explain by hand (in
comparison to scoring with classical test theory, which
doesn’t require any complex formulas), so therefore IRT tests
are almost exclusively conducted with the help of computers.
Additionally, IRT tests require a much larger database of test
items, and a much larger number of students in order to obtain
stable and valid results (the model and values improve over
time).

Because of their ability to adapt to students, IRT is useful
for developing and improving intelligent e-learning (tutoring)
systems. Often, in e-learning systems, instructions are
combined with assessments in order to increase retention in
students, and to continuously evaluate and improve student
models. For example, test items might be tagged/linked to
certain instructions and lectures, or there might be a separate
agent in the system which provides learning
recommendations based on the IRT test scores (as shown in
[9], where artificial neural networks are used for that
purpose). The goal is for the e-learning system to guide the
student to the correct instructions, and to adapt to their
knowledge and skills — similarly to a human instructor.

III. ARCHITECTURE AND FEATURES

We have developed a distributed e-learning system based
on item response theory, which allows students to learn
different subjects and signup with either their name, email or
— for privacy reasons - a username of their choosing (the
choice can be made in consultation with their teachers). The
system is composed of one main server component,
developed with Node.js (using Express as the web
framework) and utilizing a PostgreSQL relational database
management system, where the main data is located (such as,
for example test items), as well as gathered (anonymous)
information from students utilizing the system. As a content
management system (allowing both creation and easy
editing) we decided to use WordPress. This content is then
loaded in the main system by detecting changes through a
sitemap.

For privacy reasons, and in order to make sure the system
can be used even when schools have connectivity issues, each
organization or school can run a separate web agent on their
premises, which students connect to. These separate agents
download the latest test items at configurable regular
intervals (for example, daily), and can (optionally) send
anonymized data to the main server component in order to
improve the test items. The agents are also developed with
Node.js (Express), but they utilize an SQLite database
management system so that installation is easy. Both the main
server and the web agents can be run inside Docker
containers, and that is the preferred way of managing and
running them.
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Fig. 1. High-level view of the system architecture

The client side was developed with Bootstrap and
jQuery. We have made this decision based on our previous
experience running other e-learning systems in Macedonia,
and our gathered data showing that some operating systems
and browsers used in schools are extremely outdated, so
special care must be taken in order to make sure that students
can use these systems both from home and from school.

Local storage is used to store a token that can be used to
authorize and authenticate users in the system, and no
tracking cookies or outside scripts are ever loaded when a
student opens the web application. Both the main server
system and the web agents use extensive caching, and we
have tested and verified that the system can sustain more than
a thousand requests per second — which can correspond to
tens of thousands of active users at the same time for one
agent (this number can be even larger, but it’s dependent on
the test items themselves, and the average time that users take
to solve them — in addition to the server hardware). In our
tests with real students, for which data is presented in the next
section, we ran the main server system on Hetzner Cloud in
one virtual private server, and the resource usage was
minimal. This is one of the advantages of the event-driven
and asynchronous nature of Node.js, making it suitable for
real-time web applications which can sustain a very large
number of active users at the same time.

The system uses AJAX requests in order to simplify the
user interface and guarantee the best experience for the
students. In the first version of the system, we only support
one language (Macedonian), but both WordPress (used as a
content management system) and the web server can easily
be extended to support more languages — the main workload
is actually to translate the entire database of test items.

Based on the architecture described above, and using item
response theory, the system shows students test items (most
of which are multiple-choice questions). After a student
answers a question, (regardless if their answer was correct or
not) the system shows them the correct answer and brief
explanation of the idea, theory and solution (We have tried to
keep this content brief, under 3 paragraphs, and to include
images whenever possible to make learning more fun and
engaging). Afterwards, based on the student response to the
test item (correct or not), the system will offer them an easier
or harder question. Because answers are saved in the agent
database, the student can take breaks and use the system on
different days if necessary — this is clearly one of the use cases
for the system —i.e., for it to be used as an intelligent tutoring
system. Before offering the student another question — the
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system might decide to go with a question that might be
slightly easier or harder than the optimal question to ask at
that point, in order to guarantee that two students don’t get
the same list of questions if they make exactly the same
answers (for example, imagine two students sitting next to
each other, getting the same first question and making the
same answer — to prevent cheating or gaming that system, in
this case, our system might give a different question — which
is based on slight randomization in the algorithm).

Note: It should be pointed out that in our tests and
gathered data, the agents weren’t running in schools, but on
different Docker containers in one Virtual Private Server —
with several subdomains pointing to a proxy running on the
server, which then routed traffic to the correct
agent/container. This was done in order to simulate a real
working environment, but without asking schools and
teachers to actually setup web servers and networks in their
schools, as they might not be able to or have the necessary
time or skills. Therefore, the system can be run either in
schools, or on other servers as required.

IV. DATA AND SURVEYS

A group of 236 students participated in this research, 107
of them were part of the control group, and 129 tested the
newly created e-learning system. Originally, 310 students
signed up for participation, split evenly and randomly into the
two groups, but some of them didn’t complete all the
necessary steps and surveys (outlined below) to be taken into
consideration. Considering this was a weeklong experiment
and didn’t influence the students’ grades (they were simply
offered a certificate for participating in the experiment), it
was expected that some of them wouldn’t complete
everything that was planned. The difference between the
students from the control group completing the experiment
(69%) versus the students using the system completing the
experiment (83%) might indicate that the students found the
e-learning system as offering real value for them and which
will help them learn faster, but it might also be explained by
temporary interest in something that is new to them.

Both the students from the control group and the students
using the system were offered a web application with tests
and study materials related to mathematics (due to the
difficulty associated with creating a large set of test items and
content related to their solutions, we decided to initially focus
on one subject). The architecture and features of the newly
created system were described in the previous section. For the
control group, apart from test questions, the students had both
pdf versions of learning materials and web pages containing
the same lectures (as embedded pdf viewers) that they might
reference while learning (to simulate standard learning from
home). They were able to easily jump to any material or
chapter after working on any question/task, or simply
continue with the next one. Note that this is radically different
than what the newly created system does — which
automatically guides the students by choosing the tasks most
appropriate for them, and then explaining the solution and
brief theory behind it (all of which is previously created).

After the week-long experiment, students were asked if
they agree with the premise that the web application that they
used would be useful as an addition to traditional school
learning. The results clearly indicate that students that used
the newly created system showed much higher enthusiasm
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and the scores in that group were much better compared to
the control group.
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Fig. 2. Students’ opinion about the willingness to continue using the web
applications

Similar results were obtained when students were asked
if they would like to use the system with other subjects
besides mathematics, with the total scores being 4.132 for the
group using the new system (if we consider 1 to indicate
strong disagreement, and 5 strong agreement), compared to
3.318 for the control group using a simple web application
with a classical testing functionality and static content.

Google Forms was used to conduct the survey, and
students weren’t asked for any personal information.
Additionally, at the start of the form there was a message
indicating that the survey is conducted anonymously.

Next, by analyzing the final data, we have noticed that
students that used the newly created system spent 31% more
time studying, which is a very significant difference. It should
be noted that this estimate is based on the timestamps of
submitted answers to test items, because we intentionally
didn’t measure other data and didn’t track other student
activities like the amount of time they stay on a certain web
page, mouse movements, scrolling or clicks.

On the final day, we sent a test with 10 questions to both
groups, and asked them to complete it in 30 minutes by
themselves. These questions were actually taken from a real
mathematics test, so that we don’t pick questions ourselves
and (possibly) introduce bias in the results. The experiment
group showed better results than the control group, with the
averages being 47 points and 41 points respectively (i.e. the
experiment group had around 15% better scores). The
maximum number of points was 100. Note that the student
scores are positively affected by the fact that all tasks were
converted to multiple-choice questions, and negatively
affected by the fact that these tests didn’t really influence the
students or their grades in any way, so it is expected that they
prepare much more for real tests later on.

Finally, with regards to the system itself, no significant
downtime or issues were discovered during the testing period.
UptimeRobot was used for monitoring, showing 100%
uptime and expected/low response times. Similarly, the
tracked cpu, memory and disk utilization was low — as
expected. We also verified the communication between the
web agents and the main server, and deliberately simulated
communication errors (both by changing the api key, and
blocking traffic), and all of them showed no errors or
downtime. As soon as we reverted the api key and resumed
traffic, the next scheduled data synchronization completed
successfully.
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V. FUTURE WORK

In the future, we plan to test this system with other
subjects as well — we are already in the process of testing
students in physics (where we also have the ability to add
interactivity, and make a system that is much more interactive
compared to reading a book or pdf). Similarly, we have plans
for preparing materials for other subjects and classes in the
near future. Although the system is designed in such a way
that it can be utilized easily no matter the content - preparing
a series of questions and solutions, as well as making the
initial assessments of difficulty and discrimination, is
extremely time consuming.

Additionally, the system currently only supports one
language, and we plan to add support for more languages in
the near future. Plans for future research involve adding more
interactivity, notifications and viewing how they impact
students, an ability for them to share their progress and
possibly earn badges, and more.

VI. CONCLUSION

E-learning systems enable teaching with the help of
electronic technology and resources, and are commonly used
in combination with traditional methods of learning. There
are several well-known learning management systems, some
of which are open-source and freely available. Some systems,
called intelligent tutoring systems, aim to provide automated
and adaptable feedback to users, without the help or
intervention from a human teacher. Privacy is also a key
factor when talking about any web-based systems, but this is
particularly important with regards to children and their
education.

In this paper, we presented a distributed e-learning
system based on item response theory. The system uses
WordPress for preparing and managing content, and then
functions through a main server component, and several
agents which can be run either in the cloud or directly in
schools. Clients connect to the agents, which can function
even when they don’t have communication with the main
server component, as they store data locally in a SQLite
database, and only communicate with the main server to fetch
the latest test items, and to submit anonymized data so that
the system can improve. Our tests and surveys indicate a very
positive reception among students, and willingness to use
such a system in addition to their traditional learning
methods.
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Abstract—The reproducibility of code and the whole envi-
ronment in which that code needs to be executed takes up
much of the time of software engineers, computer scientists,
and anyone who writes code. There are several reasons why we
can not get the same results if the original data is available to
us. This may be because the environment is not configured the
same way as the source code author, we do not have enough
knowledge of the technology used, poorly written documenta-
tion, lack of documentation, different versions of libraries, tools,
development frameworks, mistakes made by one who wants to
reproduce the code or there are errors in the code or errors
that occurred after a certain period of time. In this paper, we
introduce a new system for reproducible coding environments
called Dohrnii, as a cloud-based solution. The main purpose is
to save the time lost when we want to reproduce the results of
a project for the first time. Every Dohrnii environment contains
a video, description, instance (virtual machine), resources, and
evaluation. This means that with this system it will be possible to
reproduce environments in which the code needs to be executed,
for that there will be a video where it will be shown how
to reproduce the code, instance (virtual machine), description,
additional resources, and part for an evaluation to determine if
what is in the video corresponds to what is in the instance.

Index Terms—code reproducibility, code environment, web
platform, cloud computing

I. INTRODUCTION

The reproducibility of the code is the process by which we
will get the same results as the author of the code if we have
access to the original data [1].

It takes time to configure and set up the environment when
we try to reproduce code, to get the same results using the
original data. In many cases, we spend a lot of time so that
in the end we can not reproduce the results even though we
have the original data. This is a big problem because software
engineers, computer scientists, and anyone who writes code
spends a lot of time trying to reproduce the results. Part of
the job of software engineers and computer scientists is to try
out different projects. Many hours and even days are spent
trying to reproduce some code, which in the end may not be
reproducible. There are several reasons why we can not get
the same results as the author of the paper, or the project.

A. Code reproducibility problems

There are a number of errors that can lead to not reproduc-
ing the results. This is because the environment in which the
code is executed is not the same as the environment in which
the author of the code executed it and obtained the results.
Common problems are identified by:

« not being familiar with technology,

« not having the opportunity to take the time to learn new

technology,
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« trying to see the end results, insufficient expertise in the
field.

The problem is usually found in a new programming
language, a new library, or a new software development
framework. Extensive and complex documentation, poorly
written documentation, and often incomplete or no docu-
mentation at all can be a big problem. Different versions of
libraries, programming languages, and software development
frameworks are one of the most common reproducibility
issues. Software version incompatibility is often a problem.
In order to solve this problem, the author of the source code
needs to write text documentation write requirements, Docker
File [2], or similar configuration files where the versions
will be documented. Often package management tools do
automatic version updates which can cause conflicts. The
one who wants to reproduce the code also makes mistakes.
In many cases, there are errors in the code from the start,
and we spend time trying to reproduce the results from the
code that is not working. Library support ends after a certain
period, there are errors in the library or others problems with
the libraries used. Some systems are not reproducible because
they depend on a service that may have problems and cause
errors. In all these cases, the computer scientist, the computer
engineer, and all those who write the code will spend time
without getting the same results as the author of the project.

B. Methods to reproduce the results

When we try to reproduce code we first see if the author
of the code has documentation that we can follow. If it is not
there or it is not complete, problems with reproducing the
code are possible. In such cases, we can ask for help from
the official documentation of the programming language, the
library, and the development framework. More and more
video platforms are used on which there are videos showing
software development. Forums and blogs are also used so
that we can solve a certain problem or replace part of the
code. If the problem is in the environment in which the
code is executed, which is initially set before the code is
executed over the data set, configuration files, installations,
tools, programs, integrated development environments, devel-
opment frameworks, and libraries can solve the problem, and
finally reproduce the code. If the code has documentation
that lists the libraries used and their versions and all the
details about the environment in which the code needs to
be executed, we can reproduce the results.

For some projects, library version file, such as require-
ments.txt, package.json, pom.xml, and others is sufficient.
Docker containers [2] make the environments in a container
easily reproducible. Google Colab [3|], and Jupyter Notebook
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[4], are also platforms for reproducibility of code that is
stored and executed in the cloud. The problem arises because
the code and data are often not sufficient to obtain the same
results as those obtained by the author. The environment
in which the solution is developed is different from the
environment in which we try to reproduce the results.

C. How the Dohrnii system solves the problem

The system for reproducible code environments (Dohrnii)
tries to solve the problem with a unique combination of the
previous methods. The system is based on Dohrnii environ-
ments. Each environment is composed of a video recorded
by the author of the code using the screen recording tool on
the Dohrnii platform. The video explains how to reproduce
the results.

Short description of the Dohrnii environment, a description
of the code, the data set, and the results to be obtained at
the end. Each environment has link to the code repository.
There is a list of additional resources. This section lists links
to additional resources that are not in the code repository.
It could be a link to a data set, a link to documentation,
or some other useful link. All previous parts of the Dohrnii
environment will help us to be able to reproduce the code in a
virtual machine created by the Dohrnii system itself, and that
virtual machine is in the cloud. SSH can be used to connect to
the instance (virtual machine) [5] SSH Web client of choice
or one proposed in Dohrnii system. If the instance has a
graphical user interface, then we can connect to with Remote
Desktop [6], Web or Desktop version of Remote Desktop
[6]. Finally, in each Dohrnii environment, there is a section
for evaluation. In the evaluation section, two answers are
possible, the environment is reproducible or the environment
is not reproducible, i.e. it means that what is in the video cor-
responds to the current state of the instance (virtual machine).
This combination of screen recording, description, instance
(virtual machine), code repository, additional resources, and
evaluation section should provide a Web-based, cloud-based
solution for reproducible code environments.

The paper is further organized as follows. An overview
of similar systems for reproducible coding environments is
given in Section The system is described in Section [II]
with details on architecture, implementation technologies, and
functional description. Section addresses the conclusions,
including a discussion on advantages and disadvantages, and
reveals a perspective on future work.

II. RELATED WORK

This section will look at existing solutions that try to solve
the problem of reproducibility. The Jupyter Project [4] is
a project and community that aims to develop open-source
software, open standards, and interactive computing services
for multiple programming languages. The Jupyter project is
made up of several subprojects such as Jupyter Notebooks
[4], Jupyter Hub [7]], Jupyter Lab [8]. Jupyter Notebook is
an open-source web application that allows you to create
and share documents with code, equations, visualizations,
and text. Usage includes data cleaning and transformation,
numerical simulation, statistical modeling, data visualization,
machine learning, and more. Jupyter Notebooks if it is hosted
can be a good platform for reproducibility. JupyterHub is a
platform for hosting Jupyter Notebooks. It is used by students,
scientists, and software developers.

81

Cloud
computing

Video
Streaming
Platform

SDK for
Cloud
Git Automation
Repository

Q-
H
|_4

Web

0o0Qo
°
Gl Framework

°

?,
o®
Dohrnii
Environment

000°00

-

i

JavaScript
library for
user
interfaces

Remote
Desktop

Database

®4

Graphing
library

Fig. 1. System Architecture

Another project based on Jupyter is Binder [9]. Binder
is an open-source web service that allows users to create
interactive, reproducible cloud environments. Some of the
technologies included in Binder are JupyterHub, Kubernetes
[10], Repo2Docker [11]. Binder works with pre-existing
community projects to create interactive versions of code
repositories that exist on sites like GitHub [12].

Another cloud system based on Jupyter projects that pro-
vides computer resources such as GPU and TPU is Google
Colab [13]]. Collaboratory, or Colab for short, is a Google
Research product that allows developers to write and execute
Python code through their browser. These are Jupyter note-
books that do not require installation and have a free version
that gives free access to Google’s computer resources, such as
GPUs and TPUs. Another such project is JupyterBook [14].
Jupyter Book is a collection of Jupyter notebooks.

There are also interactive environments for executing code
in the field of Web development. Some of the client-side code
development environments are:

e CodeSandbox is an online web development editor.
CodeSandbox [[15] is a tool for quickly building proto-
types, experimenting, and sharing code with other devel-
opers. Used to create static Web pages, Web applications
as a whole, or components of any Web browser device.
JSFiddle [[16] is an online service, integrated devel-
opment environment, and community for testing and
displaying user-generated code snippets. HTML, CSS,
and JavaScript code are written and shared via JSFiddle.
JSFiddle also enables the simulation of AJAX calls.
CodePen [[17] is a system for testing and displaying
code snippets created by developers. It functions as
a code editor and open-source learning environment,
where developers can create snippets of code called
“pens” and test them.

III. DESCRIPTION OF THE DOHRNII SYSTEM
A. System architecture

Figure [1| shows the system architecture with the following

components:

e Dohrnii environment - Dohrnii environment is an
abstraction of all the technologies needed to have a
reproducible project.

e Video platform - Screen recording and instructions on
how to reproduce the environment are uploaded on a
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video platform. These are external video platforms that
are not part of Dohrnii.

« Git repository - Code is versioned with Git [18] and is
hosted by external Git repository hosting services.

e« SSH - SSH connections to instances (virtual machines)
are made with Web-based SSH clients, which are free
to use and open source.

« Remote Desktop - In order to be able to see the graphi-
cal user interface of the instances (virtual machines), we
need to use the Remote Desktop client. SSH and Remote
Desktop clients may not be Web-based, but Web-based
RD clients are recommended to have a fully Web-based
system.

« Visualization Library - Graph for the evaluation section
of the Dohrnii environment is ploted with the help of
visualization library.

« Javascript library - The client application is built with
Javascript library, which uses the REST API [[19] to
perform basic CRUD operations, create, read, update
and delete. This library includes other packages such
as a screen capture package using the Screen Capture
API [20], an icon package, and a Bootstrap [21] CSS
framework.

+ Web framework - The web framework should be com-
patible with the database. The choice of the framework
also depends on the programming language in which the
framework is written and the programming language of
the library for cloud automation, starting and stopping
instances (virtual machines) in the cloud.

« Database - The database stores user information so
that we can implement authentication and authorization.
Data for Dohrnii environments such as title, description,
evaluation section data, link to Git repository, and links
to additional resources are persisted in the database.

o Cloud computing - Cloud Instances (virtual machines)
are created, started, stopped, and cloned for the users to
reproduce the results.

e Cloud computing automation - The Automation Part
uses a Software Development Kit (SDK) for automating
cloud operations.

B. Implementation technologies

Technologies used for each of the components of the
system architecture are given in this section. As shown in
Figure |ZL the Dohrnii environment contains title, video, de-
scription, instance (virtual machine) controls, code repository
and resources.
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o Video platform - We use YouTube for the video

platform in the Dohrnii [22]. YouTube is a Google-
owned video-sharing platform for the Internet and social
media. The advantage of an existing platform is that
users can monetize videos through existing platforms.
The user who creates the Dohrnii environment should
upload the screen recording with the code reproducibility
instructions on the YouTube platform and insert the
link to the YouTube video when creating the Dohrnii
environment.

Git repository - A link to GitHub is placed in each
Dohrnii environment. One Dohrnii environment can have
multiple code repositories. Other services such as GitLab
[23] and BitBucket [[24] can also be used.
Visualization Library - To display the evaluation sec-
tion shown in Figure [3] of the Dohrnii environment we
will use the Plotly [25] library for data visualization.
Plotly is an open-source library for data visualization.
Plotly libraries are available for multiple programming
languages including Python, Julia, R, ggplot2, MAT-
LAB, and FSharp. We will use the plotly.js React com-
ponent from Plotly to visualize the Dohrnii environment
evaluation section.

Screen capture - Figure 4] shows the screen capture
interface for creating the Dohrnii environment. The
Dohrnii screen capture uses a React js component called
the React-media-recorder [26]. React-media-recorder is
a React component that can be used to record audio,
video, and screen. React-media-recorder uses the Medi-
aRecorder API [27]. The MediaRecorder interface of the
MediaStream recording API provides easy media record-
ing functionality. Created using the MediaRecorder ()
constructor. An option that is important to us is that the
recorded video is available for download.

Javascript library - The React js [28] library is used
to create the client application. React (also known as
React.js or React]S) is a free, open-source JavaScript
library for building user interfaces or components. React
can be used as a basis for developing single-page appli-
cations or mobile applications. The most important Re-
act components we have used are React-media-recorder
component and Material-UI. Material-UI [29] is a simple
and customizable component library for building React
applications.

Web framework - We have used Django for the Web
framework [30]. Django is a free web framework written
in Python that follows the model-template-views (MTV)

t psiicatasetsearch esearcn googe comy

Fig. 3. Dohrnii environnment - evaluation
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architecture. The framework emphasizes the usability
and “connectivity” of the components, less code, fast
development, and the principle of non-repetition. Python
is used for settings, files, and data models. Django
also provides an optional administrative interface for
creating, reading, updating, and deleting dynamically
generated data.

Database - PostgreSQL is used as the database in the
Dohrnii system [31]]. Django has built-in support for
PostgreSQL which facilitates the process of developing
Django applications with PostgreSQL. PostgreSQL, also
known as Postgres, is a free and open-source rela-
tional database management (RDBMS) that emphasizes
scalability and is SQL compliant. PostgreSQL features
transactions with properties of atomicity, consistency,
isolation, endurance (ACID), automatic updates, mate-
rialized views, external keys, and stored procedures. It
is designed to handle a wide range of workloads, from
single machines to data warehouses or Web services with
multiple concurrent users.

Cloud computing - The instances that are created,
started, and terminated on the Dohrnii system are AWS
EC2 instances. Amazon Elastic Compute Cloud
(EC2) is part of Amazon.com’s cloud computing plat-
form, Amazon Web Services (AWS), which allows users
to rent virtual machines to run their own computer
applications. EC2 encourages the scalable deployment of
applications by providing a Web service through which
the user can upload an Amazon Machine Image (AMI)
to configure a virtual machine, which Amazon calls an
“instance” that contains the desired software. The user
can create, start and terminate instances in the cloud.

e Cloud computing automation - The AWS SDK for

Fig. 5. SSH to Dohnrii environment
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Fig. 6. Remote desktop conntecton to Dohrnii environment

Python (Boto3) is used to create, configure, and
manage AWS services such as Amazon Elastic Compute
Cloud (Amazon EC2) and Amazon Simple Storage Ser-
vice (Amazon S3). The SDK provides an object-oriented
API as well as low-level access to AWS services. Boto3
is a software development kit for Amazon Web Services
(AWS) using the Python programming language, which
allows Python developers to write software that uses
services such as Amazon S3 and Amazon EC2. Listed
below are just some of the features of the AWS SDK
for Python (Boto3). Manage Amazon EC2 instances, get
basic information about your Amazon EC2 instances,
start and stop detailed instance monitoring of Amazon
EC2, start and stop an instance of Amazon EC2, restart
an instance of Amazon EC2, working with Amazon
EC2 key pairs, get information about your key pairs,
generate a pair of Amazon EC2 instant access keys,
delete an existing pair of keys, working with security
groups in Amazon EC2, get information about your
security groups, create an Amazon EC2 instance access
security group, delete an existing security group.

SSH - Figure [5| shows Sshwifty, SSH and Telnet [34]
client made for the Web. Can be deployed to our server
to provide SSH and Telnet access interface for any
compatible (standard) Web browser. Sshwifty is an open-
source Web SSH client that allows you to connect to
SSH on a remote machine without downloading addi-
tional software.

Remote Desktop - Remote Desktop Protocol (RDP) is
a commercial protocol developed by Microsoft that pro-
vides the user with a graphical interface for connecting
to another computer over a network connection. The user
in Figure [6| uses RDP client software for this purpose,
while the instance (virtual machine) must be an RDP
server. RDP client exist for most versions of Microsoft
Windows (including Windows Mobile), Linux, Unix,
macOS, i0S, Android, and other operating systems.
RDP servers are built into Windows operating systems.
An RDP server for Unix and OS X also exists. By
default, the server listens on TCP port 3389 and UDP
port 3389. To use RDP with Dohrnii environments it
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is recommended to use Web RDP clients to have a
completely web-based experience.

C. Functional description

The Dohrnii system is designed to be used by a variety of
users who write code from developers, software developers,
computer scientists, electrical engineers, scientists in other
fields who write code.

Examples of use cases for the Dohrnii code reproducibility
system include:

o Users can browse the system and reproduce the code in
the environments. Developers who work in a company
can share the environments so that they can reproduce
a project. These could be projects in Web Development,
Artificial Intelligence, or other areas.

Professors, assistants, and laboratory assistants can insert
link to the Dohrnii environment at the end of the
presentation or exercise so that students can reproduce
the results.

Scientists can use Dohrnii environment as an open-
source environment and enable others to reproduce the
results. The link from the Dohrnii environment should be
placed on the platforms for hosting scientific papers, or
on the servers for the preprinted versions of the papers.
Developers who ask questions on one of the software
development question platforms, where the answer with
the most votes to the question can be a link to the
Dohrnii problem-solving environment or there is an
environment that has a similar solution for the problem.
Users can also access the Dohrnii system from existing
code repositories with a link to the Dohrnii environment.
Content creators on one of the video platforms that cre-
ate videos in the field of computer science and computer
engineering to put a link in the video description to the
Dohrnii environment.

Use of the Dohrnii system requires basic knowledge and
understanding of SSH, Remote Desktop Protocol, SSH Tun-
neling, and Port Forwarding.

IV. CONCLUSION

A new system for reproducible coding environments
Dohrnii was introduced. The main purpose of the system is
to save the time lost when we want to reproduce the results
of a project.

The system was developed with sophisticated cloud-based
architecture supported by modern technologies.

The advantages of the Dohrnii system are that it is a
complete Web-based solution that uses cloud computing. All
the tools needed to successfully reproduce an environment
are available in the Web version. Such are screen capture,
SSH, and Remote Desktop, clients.

The biggest disadvantage of the Dohrnii system is that it
requires a large amount of resources. Because to reproduce
the environment we use instances (virtual machines) that
need working memory, storage, and processing resources.
Disadvantages of the system include the disadvantages of
virtual machines as a technology. The cost of creating and
launching multi-user instances can be very high, depending
on the cloud. The system is intended to be able to support
the concurrent creation, start-up, and termination of instances
for more users at the same time and the demand for the
resources can be high, thus the cost of operating the system.
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The Dohrnii system now uses external SSH Web clients and
external Web Remote Desktop clients. This is a potential se-
curity issue for the system as instance connection information
will be shared with systems other than Dohrnii.

Possible improvements to the system include additional
development including cloud automation with SDK Boto3.
There would be a limit to the number of instances that can
be run by a single user, we can also limit the time that
each instance has from the time it is started in order to save
resources. One of the priorities would be to have an SSH
client built into the system. Additionally, SSH clients can
be deployed supporting the free and open-source. Remote
Desktop client built into the system to avoid using external
clients. Consider possible ways to improve visualization in
the Dohrnii environment evaluation section. Development of
a built-in program for editing screen recording. That program
would be Web-based and would have only basic features like
trimming the screen recording and inserting text over the
video itself if something needed to be further explained.
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Abstract—In recent years, AIOps has helped a lot with the
exploration of different types of resources, in the processes of
optimization and automation of complex IT operations. One of
the main resources that AIOps is exploring is system logs. There
are many techniques based on machine learning in AIOps that
help in logs anomaly detection, logs prediction, and root cause
analysis guided by logs, but a majority of them are considering
log messages either individually or as log sequences, without
exploring the relationships between different types of logs. We
believe that those relationships can be expressed via using graph
representations of log messages and those representations can
be utilized in almost any AIOps operation. Therefore in this
paper, we present logs2graphs, an open-source system for the
creation and visualization of such graph representations of log
messages, which is compatible with several publicly available
log sources and expandable to other log sources.

Index Terms—AlIOps, logs, graphs, visualization, software
engineering, design patterns

I. INTRODUCTION

A. AlOps

AlOps is a field that became popular after 2017 when the
term AIOps was coined by Gartner in [8]. As AlOps is a
modern concept, there is no widely adopted definition yet.
[11] For the purpose of this paper we will use the definition
by Nedelkovski et al. in [10]: ~Artificial Intelligence for IT
Operations (AIOps) combines big data and machine learning
to replace a broad range of IT Operations tasks including
availability, performance, and monitoring of services. By
exploiting log, tracing, metrics, and network data, AIOps
enable detection of faults and issues of services”. According
to the definition, one of the 4 important resources that are
explored by AIOps are logs, so therefore this paper focuses
on a graph representation of log data which can later be used
in various operations related to AIOps. There are many papers
on the topic of AIOps which are focused on logs and how they
can be used to detect future anomalies or determine the root
cause of incidents, but mainly all of them are considering logs
just as a sequence of logs. We believe that log messages can
be represented as graph structures in which the relationship
between log message types will be highlighted. This concept
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was also recently introduced in [12]. As our goal is a graph
representation of logs, the next subsection will give a short
introduction to logs and graphs.

B. Logs

The background of computer systems generates logs in
order to record notable events and executions indicating what
has happened. Therefore, these logs are precious sources to
check and investigate system status and detect anomalies in
them. Logs usually are in a structured format that is defined
on a system-level i.e all the logs that are generated by one
system will be in the same format. Log formats are varying
depending on the system, but in general they all mandatory
contain a timestamp (the moment when the log was produced
on the system), content (textual explanation of what happened
in the system), type (information about the severity of the log
per ex. error, information, etc.)

C. Graphs introduction

A graph is a mathematical structure used to model pairwise
relations between objects. There are different types of graphs,
the ones used in this project are directed graphs. Directed
graphs are formally defined as an ordered pair G = (V, E),
where V' is a set of nodes (or vertices), and F is a set of links
(or edges) which are ordered pairs of nodes (v1, v2) meaning
there is a link from node v; to vs. For the purposes of our
paper, we build graphs from the logs as described in [12] -
each alert type is a node, and there is a link between two
nodes (ry,r2) if an alert of type 71 appears before an alert
of type 3. A detailed explanation of the graph representation
of log sequences is provided in Section 4.

In the following, Section 2 provides an overview of the
relevant work for log collection, log parsing, and their ap-
plication in AIOps. Section 3 offers detailed descriptions of
some publicly available log sources which will be available
for exploration in our system. Section 4 presents technical
details on the system design, architecture, and implementation
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of all subsystems part of the logs2graphs tool. Section 5
demonstrates the user interface of our system as well as the
visualization of the graph representation of different types of
logs, which is the primary goal of our paper. Section 6 states
our plans for utilization of this application in future research
related to building models for graph representation learning.
Section 7 concludes the paper and its results.

II. RELEVANT WORK

Logs are an important tool for monitoring and trou-
bleshooting computer system behavior [5, 4]. As a result,
there has been substantial work on automated log analysis.
Techniques have been proposed for highlighting anomalous
messages [3, 2] or patterns of messages [4]. Generally, these
techniques are evaluated on proprietary log sources described
in fairly general terms. Many recent papers describe the logs
in question with a handful of excerpted lines plus a few
aggregate statistics [5]. This is unfortunate because it makes
it hard to reason about the relationship between log structure
and analysis quality. Many research results are based on
measurements taken at particular sites with highly customized
software environments; there is often a justifiable reluctance
to reveal operational details. Additionally, the general work-
flow is adapted when working with logs as shown in [6]. The
phases relevant from that workflow for this work are:

3. Feature Extraction

1. Log Collection

2008-11-09 20:55:54 PacketResponder 0 for block
blk_321 terminating

2. Log Parsing

Event Templates:

ived block blk_321 of
1.195.70
etResponder 2 for block

eceived block blk_321 of

1
2
3
a
5
6
7
8

blk_321 file /mnt/
subdir51/blk_321

Fig. 1. Workflow (Source: [6])

o Log Collection (This phase is generally completed be-
cause in our paper we are using publicly available
datasets explained in Section 3)

Log Parsing (There are several techniques for parsing of
the logs and extraction of generic event templates from
log collection. In our work we are using DRAIN which
will be explained shortly in Section 4)

Feature Extraction (Based on the extracted event tem-
plates, log data is being windowed with the usage of
tumbling windows, sliding windows, and session win-
dows, if applicable. Features are being extracted from
the logs in the created windows and afterward they are
used for supervised and unsupervised tasks in Machine
Learning.)

In this work, we are replacing the phase of feature extrac-
tion with the phase of the creation of graph representation for
logs, as feature extraction is a stage that belongs to a more
general terminology related to traditional machine learning
processes.

III. LOG MESSAGE SOURCES
A. BGL

BGL represents a log message source that contains
logs collected from the Blue Gene/LL Supercomputer made
by IBM. The supercomputer has 131072 processors and
32768GB of memory. This source has around 4.8 million
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alert and non-alert messages identified by category tags, col-
lected between 03.06.2005 and 04.01.2006 (nearly 6 months).
Details about the Blue Gene/L System, methods of log
collection, and alert identification can be found in [1].

B. HDFS

The logs were already published online from [5]. There are
24 million lines of logs. Most of the events in logs indicate
run-time performance problems that have been confirmed by
Hadoop developers. All errors, warnings, and information are
collected between 09.11.2008 and 11.11.2008 (about 3 days).

The log message source is generated in a private cloud
environment using benchmark workloads. The logs are sliced
into traces according to block ids.

C. OpenStack Nova

OpenStack is an open-source cloud operating system that
can control large pools of compute, storage, and network-
ing resources throughout a data center, all managed and
provisioned through APIs. Because it is a complex system,
OpenStack is divided into 3 subsystems: Nova (for instances
management), Cinder (for volumes management), and Neu-
tron (for virtual networks management). [9] introduced the
concept of fault-injection in order to generate anomalies
(bugs) in the logs. The fault-injections are done based on the
bugs that were most reported on StackOverflow and are done
with surrounding buggy lines of codes with if statements.

A total of 911 tests (with IDs from 1-911) with fault
injections were conducted on testbeds. In each test the system
first starts with the bug disabled, then the bug is enabled and
finally, the bug is disabled again. In this paper, for the purpose
of simplicity, we only use the logs obtained from the NOVA
subsystem of OpenStack.

IV. SYSTEM IMPLEMENTATION

Logs2graphs is a platform that enables multiple different
representations of log message sequences from time and
session windows. These representations are created upon user
request where the user specifies the type of the graph, the log
messages’ source, and the configuration of the windows. The
logs collected in the specified type and length of the window
are represented as graphs and are served in a stream environ-
ment for further automated processing and extensive analysis.
Also, the created logs representations are presented on a rich
interactive graphical user interface, so the user can manually
inspect, monitor, and analyze the log messages relationships.
The current implementation supports the representation of the
log message sequences into different graph structures that
emphasize the relationships that exist between the individual
log events in a given time or session window.
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Fig. 2. Diagram of the main system components
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A. Software architecture

The software architecture of logs2graphs as shown in
Figure 2 is composed of three main components:

e core - The core of the system is a Python library
(published as logs2graphs on pypi ') that is used for the
purpose of log message sources initialization (loading
and parsing of the log messages), creation of windows
(time and session windows) and graphs from the aggre-
gated logs in the windows. The creation of the windows
and graphs is entirely dynamic i.e it is performed on
each user request. The core library uses the libraries
networkX and pyviz for the representation of graphs and
their visualization accordingly.

API - The API is built in the Flask (Python) frame-
work and it has several endpoints (creating and listing
experiments, listing created windows per experiments,
generating data for graph visualizations). The API uses
the logs2graphs core library for initialization of the
log message sources and dynamical creation of the log
representations.

web - The User Interface for the application is created
in the .NET Blazor framework and it provides several
forms that are used to display the data (including graphs
visualizations) obtained from the API or send data to the
API when creating experiments.

B. Core library

1) Design of the core library

The core library logs2graphs is a Python package that
provides the possibility to download, parse and process all
of the 3 log message sources defined in Section 3. This is
achieved by the usage of the Template Method software
design pattern as shown in Figure 3. We have defined

Fig. 3. UML class diagram of the classes used for the representation of the
different log message sources in the core library

an abstract class Dataset for the representation of a log
message source with the possibility to extend the library
by deriving classes for other sources. The class Dataset
has a method initialize_dataset which is actually
the template method participant in the design pattern. This
method includes three steps for initialization of the log
message sources:

e load_logs - used to download the logs locally

e load_event_templates - used to perform the log
parsing and extraction of event templates with the
DRAIN algorithm.

assign_event_id_to_logs - used to assign event
template ID to each of the logs, via matching them with
the extracted event templates. This is a very important
step in the system as it provides a mapping of millions of

Uhttps://pypi.org/project/logs2graphs/0.0.6/
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logs into several important categories (templates) which
will be used for creation of a more understandable graph
representation.

The three steps are abstract methods in the base class
Dataset and each of them is overridden in the derived
classes in a corresponding way.

For the purposes of event extraction from logs, we used
Drain [7] which is an online log parsing method that parses
logs in a streaming manner. Drain uses a fixed depth parse
tree which encodes specially designed rules in its tree nodes,
while the leaves contain log groups. When a new raw log
message arrives Drain preprocesses it using simple regular
expressions based on domain knowledge. Then the tree is
searched by using the specially designed rules encoded in
the tree nodes for a suitable log group for the given log
message, if a suitable log group is not found then a new log
group is created.

The graph creation is done in the method create_graphs
where based on the window_type  argument,
we are creating a corresponding object from class
GraphsCreator.

We have utilized the Template Method design pattern again
in the definition of the classes GraphsCreator and
WindowsCreator as shown in Figure 4 and Figure 5
accordingly.

In the class GraphsCreator the template method is the

Fig. 4. UML class diagram of the classes used for the creation of graphs

method create_graphs while the step that varies in the
different graph creators is the WindowsCreator object
that is used for creation of windows. Therefore, the method
get_window_creator is overridden differently in all
types of graph creator. In the class WindowsCreator the
template method is the method create_windows while
the steps that vary in the different windows creators are
the start and the frequency (applicable only for the time
windows). The creation of the time windows (tumbling and

Fig. 5. UML class diagram of the classes used for creation of windows

sliding) depends on the minimal timestamp detected in the
logs, as well as on the maximal timestamp.

2) Graph creation

We will explain the process of graph creation for a window
of logs through an example. For example, we have obtained
a window of 10 logs. We map that sequence of logs to a
sequence of the event IDs of the template that was matched
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Including last event ID Excluding last event ID
Edge | Weight | Normalized weight | Weight | Normalized weight
A-B 3 0.33 3 0.375
B-A 1 0.11 1 0.125
B-B 2 0.22 2 0.25
B-C 2 0.22 1 0.125
C-A 1 0.11 1 0.125

TABLE I
WEIGHTS OF THE GRAPH FOR THE EXAMPLE SEQUENCE

with each log in the sequence. Let the sequence of event IDs
be [A, B, A, B, B, B, C, A, B, C], which means that the
first log corresponds to the event template whose id is *A’,
the second log corresponds to the event template whose id is
"B’ and so forth.

We create graph nodes for each of the unique event IDs
present in the sequence. Regarding our example, the graph
will have 3 nodes - one for event ID ’A’, another for event
ID ’B’, and the third one for event ID *C’.

Furthermore, we add directed edges between the nodes. The
criteria we use for edge extraction from the log window are
the following: if a log corresponding to event ID B’ came
after a log corresponding to event ID A’ and a directed
edge from node A’ to node 'B’ does not exist yet, we add
a directed edge from node A’ to node 'B’ with weight 1.
Otherwise, if a log corresponding to event ID B’ came after
a log corresponding to event ID *A’ and a directed edge from
node A’ to node 'B’ already exists, then we only add 1 to
the current weight of the edge. The final step we perform is
weight normalization. In this step, we compute the sum of
the weights of all edges present in the graph and then we
normalize (divide) the weight of each edge with this sum.
The logs2graphs core library allows the users to create graphs
from windows with or without the last event ID. As shown
in Table I, if we exclude the last event ID we have a smaller
weight in the edge B-C. This also causes the normalized
weights of the graph to be different.

V. RESULTS

In this section, we will present the user interface of the
system with some interesting graphs visualization created and
displayed by our system. On Figure 6 a form to submit a
new experiment is demonstrated. The user can choose the log
messages source (HDFS/BGL/NOVA), the windowing type
(tumbling/sliding/session), and other relevant parameters. In
this case, the user is submitting an experiment for the creation
of graph representation for the BGL log message source
which should create sliding windows with a size of 2 hours
and a slide of 1 hour. Also, the user wants to exclude the
last event ID from the windows when generating the graph
representations.

After the request is submitted, the user can open the list of

Include the last event in the window?

Fig. 6. Form to submit a request for new graph representation
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submitted requests for graph representations. When the graph
representation creation is completed, the user can open the
list of windows created for the requested graph representation
as shown in Figure 7. The user on this page can download
the full generated graphs data for this graph representation
in JSON format, or can select a window and visualize it.
In Figure 8, the visualization of the graph created from a
selected window is shown.

List of windows for experiment with ID: 13

Fig. 7. List of windows generated for the graph representation created in
Figure 6

Window Visualization

3f631dd

070de42a

Fig. 8. Graph of the BGL logs in the interval [2005-06-16 18:00:00,2005-
06-16 20:00:00) from the graph representation requests in Figure 6

VI. FUTURE WORK

Furthermore, this graph representation of log data can be
used for training and testing graph neural networks (GNNs)
in order to detect anomalies in logs, predict future logs
or perform root cause analysis. Therefore, the future work
includes different architectures like GCN (Graph Convolution
Networks), GGSNN (Gated Graph Sequence Neural Net-
work), GAT (Graph Attention Networks).

VII. CONCLUSION

The amount of log data created by supercomputers, dis-
tributed systems, cloud systems, etc. is massive and cannot
possibly be processed by humans, but because the uninter-
rupted work of these computer systems is crucial for many
businesses, hospitals, governments, etc., ways of automated
processing and anomaly detection/prediction must be devel-
oped. In this paper, we gave an introduction to AIOps as a
field, logs and graphs, and an overview of relevant work in
those fields. We presented a way to connect the log messages
into a graph representation and provided a system with several
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components that can be used to create and visualize the graph
representations. Finally, we have defined the need for this
system in the actions that we plan on taking in our future
research.
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Artificial Intelligence in Robotics

Martin Stefanov
Faculty of Computer Science
and Engineering, Skopje, Macedonia

Abstract—Artificial intelligence plays a key role in robotics.
The artificial intelligence in a robot makes its actions au-
tonomous and improves the efficiency of the robot. This ad-
vancement in robotics has had considerable influence in the
modern world. There are primitive robots which have no
artificial intelligence implemented in them, but they follow a
predetermined set of instructions which may not be the optimal
set of instructions. Robotics are involved in almost every field
of work and the majority of them use artificial intelligence or
machine learning. In this paper we will discuss the various
fields robotics with artificial intelligence are being used and
how these robots operate. We will also discuss the influence
the artificial intelligence in robotics has had in society and the
ethical questions and dilemmas that have been raised by this
technology.

Index Terms—Artificial intelligence, Neural network, Robot;

I. INTRODUCTION

Artificial intelligence in robotics has long been a subject
of science fiction novels. These science fiction novels display
robots as man-like machines who display intelligence like
humans would or mimic some cognitive function of the
human brain. The most famous science fiction writer who
wrote about robots was Isaac Asimov, who established in his
book the Three Laws of Robotics, which are 1. A robot may
not injure a human being or, through inaction, allow a human
being to come to harm; 2. A robot must obey the orders
given to it by human beings except where such orders would
conflict with the First Law; 3. A robot must protect its own
existence as long as such protection does not conflict with the
First or Second Law [1]. Robotics, however, is not exactly
like this although there are robots who are being developed
to act like humans. Before we see what artificial intelligence
is, we will discuss what robotics is. Robotics is the study
of robots and it is a branch of technology that deals with
designing, construction, and applications of robots. Robots
are machines, which are used to do repetitive or tasks that
may be dangerous for humans. Most of the robots nowadays
are doing their job themselves without any specific directions
while other robots must have a person telling them what to
do [2]. Before we look at the implementations of artificial
intelligence in robotics, we will discuss artificial intelligence
as a concept. Artificial intelligence is intelligence proved by
machines, which is able to perform various tasks for the needs
of human intelligence. Some activities of computers with ar-
tificial intelligence are learning, speech recognition, problem-
solving and planning [2]. Artificial intelligence describes the
work processes of machines that would require intelligence if
performed by humans. The term ‘artificial intelligence’ thus
means ‘investigating intelligent problem-solving behavior and
creating intelligent computer systems’. There are two kinds
of artificial intelligence: 1. Weak artificial intelligence: The
computer is merely an instrument for investigating cognitive
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processes — the computer simulates intelligence; 2. Strong
artificial intelligence: The processes in the computer are
intellectual, self-learning processes. Computers can ‘under-
stand’ by means of the right software/programming and are
able to optimize their own behavior on the basis of their
former behavior and their experience. This includes automatic
networking with other machines, which leads to a dramatic
scaling effect [3]. Artificial intelligence is a very powerful
technology which with a large amount of data and computing
power it can do various actions that humans do in a frac-
tion of the time. The aforementioned actions that artificial
intelligence can perform fit perfectly to what a robot should
do such as speech recognition, face recognition, problem
solving etc. From [2], we can define five functions which
the robot ponders and makes a decision about which steps to
take about an activity. They are planning, acting, perceiving,
monitoring, and goal reasoning. In planning, the agent (robot)
deliberates with the help of the combination of prediction and
searches which are used for synthesizing a trajectory in an
abstract space with the help of predictive models of feasible
action and environment. The function of acting is based
on implementing an online close-loop feedback function.
In order to refine and control the achievement of planned
actions, this function processes streams of sensory stimulus to
actuators commands. In perceiving, the agent can extract the
features of the environment for identifying the events and the
states, and other situations which are relevant to the tasks. It
also combines bottom-up sensing from sensors to meaningful
data, with top down focus mechanisms, planning for gathering
information and sensing actions. The monitoring function
combines and observes the differences between predictions
and observations. It also performs trigger recovery actions
and diagnosis. With goal reasoning, the agent combines and
observes the differences between predictions and observa-
tions. It also performs trigger recovery actions and diagnosis.
From aforementioned discussions we can see that artificial
intelligence and robotics work really well together and we
will see this collaboration in working fields where robotics
is being used.

II. RELATED WORK

Robotics, information technology, communication technol-
ogy, and artificial intelligence have all become more interwo-
ven since the dawn of the artificial intelligence era. After a
long evolution in the electrical and digital eras, robots are
entering into a new era of intelligence. Three components
of the entire process are reflected: To begin with, traditional
industrial technologies such as the controller, servo motor,
and reducer have evolved into artificial intelligence technolo-
gies such as computer vision, natural language processing,
and deep learning; second, robots have become more deeply
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integrated into human society, attracting attention from both
industrial and commercial, family, and individual users. Fi-
nally, what were formerly mutually autonomous human-robot
connections are being replaced by a bond of collaboration
and interaction [2]. John McCarthy is the man who came
up with the concept of Al in 1955, assuming that every
component of learning and other domains of intelligence
can be characterized so precisely that they can be mimicked
by a machine. However the phrases ’artificial intelligence’
and ’intelligent human behavior’, are not well defined [3].
People often imagine a robot rolling across the floor respond-
ing automatically when they think of artificial intelligence
robotics. And, undoubtedly, the humanoid robot is thrilling
and popular. However, there are numerous types, forms, and
uses of artificial intelligence in robots that are transforming
our business landscape [4]. So what is an artificial intelligence
robot? Artificial intelligence robots combine Al and robotics
by incorporating Al software into robot systems. The most
advanced robots are those controlled by Al that can learn
from their environment and experience and then build on
their capabilities based on that knowledge. A survey has been
made on 12,000 experts and members of the interested public
to share their opinions on the likely future of the Internet
by Aaron Smith and Janna Anderson conducted between
November 25, 2013, and January 13, 2014 [5]. By 2025, the
clear majority of respondents expect robotics and artificial
intelligence will pervade many aspects of daily life, with
significant ramifications for areas such as health care [6],
transportation and logistics [7] [8], customer service [9],
and home maintenance [10]. They are significantly divided
on how improvements in Al and robotics will affect the
economy and employment situation over the next decade,
despite being fairly consistent in their projections for the
future of technology itself. The point of discussion in [11] is
how the application of artificial intelligence onto the robotics
of manufacturing could lead to a new type of manufacturing
called intelligent manufacturing. In a published article Ethics
of Artificial Intelligence and Robotics is debated about issues
that arise with certain uses of the technologies which would
not arise with others. Main debates in this article are about
Privacy Surveillance, Manipulation of Behavior, Opacity of
Al Systems, Bias in Decision Systems, Human-Robot In-
teraction, Automation and Employment and Artificial Moral
Agents [12]. In [13] we see the results of 3D-printed habitats
for Martian or Lunar space missions using artificial intelli-
gence and robotics. In [14] it is shown the specifics of the
Pepper robot. In [15] we see the way the Shadow Dexterous
Hand works. In [16] it is discussed about the potential and
the challenges being faced with the emergence of artificial
intelligence-assisted surgery. In [17] it is being shown a
robotic hand solving a Rubik’s cube.

III. IMPLEMENTATIONS OF AI IN ROBOTICS
A. Fourth industrial revolution

The fourth industrial revolution is a new chapter in human
development which is a product of technological advances.
It is going to represent the fundamental change in our daily
work routine, the way we live and interact with others and
how robots and the progress of Al will substitute a lot of
labor work. The digital, physical, and biological worlds are
all altering as a result of the fourth industrial revolution. It is
offering us new possibilities and promising a brighter future.
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Artificial intelligence, machine learning, augmented reality,
and virtual reality are just a few of the technologies that
make up the fourth industrial revolution. Machine learning
is already present in our daily lives, unlocking our phones
with a peek or a touch, recommending music we enjoy, and
teaching automobiles to drive themselves. The proliferation
of data is at the heart of it all. Data is expanding at a
breakneck pace. Manufacturing is no longer the same as it
was some decades ago. We are seeing greater automation
with production lines consisting of various machines mixed
in amongst fewer workers, rather than factories overflowing
with busy workers. In today’s production sector, industrial
robots have grown extremely ubiquitous. There has been a
decline in the workforce for manual labor in recent years,
particularly for skilled positions. Robotic automation bridges
the labor and skills gap, avoiding costly delays and downtime
caused by labor shortages. Robotic automation is becoming
increasingly accessible to more businesses as the cost of
robots has decreased and robotic technology has advanced.
Today’s robot prices are much more reasonable, and there is
also the option of purchasing a secondhand robot.

B. Transport and Logistics

Part of the reason for the automation and modernization
of production processes in industrial plants is to improve
transportation operations inside the industry itself. One of the
most significant advancements in the automation of transport
operations in manufacturing, assembly lines, and storage is
the introduction of autonomous robots. These are autonomous
service robots that move using an automatic control system,
which is usually powered by a battery or an electric motor.
The robot employs sensors on its infrastructure to receive
information on the vehicle’s location and velocities, which
the control system then uses to transmit the right commands
to the vehicle, allowing it to follow the proper paths. The
application of autonomous service robots for logistics in-
volves transport, handling, packaging, sorting and delivery of
products. These robots are typically found in industrial plants,
where they are used to transport working materials, such as
boxes, pallets, and tools, from one machine to another, as
well as between shipping areas and storage areas. Apart from
their employment in the automation of transport operations
in manufacturing, service robots are also utilized in offices,
hospitals, post offices, airports, and other public institutions
where the transportation and delivery of various items is
required. The United Nations Economic Commission for
Europe (UNECE) and IFR began working on terminology
unification in 1995, and the outcome was the new ISO-
Standard 8373 definition, which went into force in 2012.
This classification divided the service robots in two groups:
service robots for personal/domestic use and service robots
for professional purposes. Given that the service robots for
transportation and logistics are classified in the group for
professional use, we will state their usage in real world prob-
lems. This group of robots are included in: military service
robots, field robots (agriculture, cattle breeding, forestry, etc.),
logistics service robots, medicine service robots, professional
cleaning service robots, inspection and maintenance service
robots, rescue and monitoring service robots, underwater
systems, mobile platforms for general use, public relations
service robots etc [18]. An article posted from the Interna-
tional Federation of Robotics (IFR) on Oct 28, 2020 states
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that the sales value of professional service robots increased
by 32% to USD 11.2 billion worldwide (2018-2019). The
COVID-19 pandemic will further boost the market. High
demand for robotics disinfection solutions, robotic logistics
solutions in factories and warehouses or robots for home
delivery are examples of this trend.

IFR
International
Service robots for professional use - major applications e

Turnover 2018 and 2019, potential development 2020-2023

billions of USD

il

Logistic robots Field robots
#2019 2020 2021 2022 W2023 0

Source: World Robotics 2020

Medical robots
2018

Figure 1. Annual supply of service robots for professional
use

1) Pick-it-Easy Robot: The Pick-it-Easy Robot is an au-
tomated single-item picking robot that can also be used to
induct items from pre-picked batch containers into overhead
or sorting systems. The Pick-it-Easy Robot’s various grippers,
Al-based item recognition — the so-called Covariant Brain —
and grasp point specification allow it to handle a wide range
of articles for a variety of applications in various industries.
The Pick-it-Easy Robot knows just where to grasp objects
with shiny surfaces and gently deposits them where they
belong. It is designed using a system that is always learning
and improving as it works.

2) RUNPICK: RUNPICK stands for Robotic Universal
Picker and was created specifically for the food retail industry.
The completely automated system is capable of handling
a wide range of products. Large handling units of fast-
, medium-, and slow-moving fresh and shelf-stable items
are picked and palletized by the robot. RUNPICK builds
mixed pallets and roll containers, making it ideal for offering
businesses with a variety of structures.

3) Automatic palletizing and depalletizing: Because of the
heavy lifting involved, loading and unloading pallets is a
physically demanding duty for workers. As part of creative
automation solutions, robots can substantially lighten the
work here. They depalletize totally mechanically and prepare
the articles for storage in the goods-in area. They assemble
stable pallets for shipping in goods-out. Robots can also fully
automate the stacking and de-stacking of cartons and standard
handling units, as well as the loading of dollies. This complete
automation relieves staff of their responsibilities while also
increasing productivity.

4) Open Shuttle: Open Shuttle is an autonomous mobile
robot which connects different areas within facilities quickly
and efficiently, bringing materials and components where they
are needed. They act completely autonomously, do not require
any assistance, and are completely safe for people thanks to
their innovative technology. Furthermore, they are adaptable
and simple to use.

5) Self-Driving cars: Autonomous driving is the most
exciting, and at the same time, most controversial of im-
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plementing Artificial Intelligence in transportation. Today
we don’t have fully automated driving systems, rather we
have driver-assistance systems that support the driving which
reduces the workload on the driver. Although no carmaker
currently sells a fully driverless vehicle, others are pursuing
the technology. One such project is Waymo, a Google-owned
company, which is testing autonomous driving vehicles in
Phoenix.

6) Commercial motor vehicles: Another interesting po-
tential about the Al are self driving trucks, especially truck
platooning. Truck platooning is the process of syncing multi-
ple trucks in a convoy by using connective technologies and
automated driving systems. It allows the trucks to travel at
the same speed as dictated by the leader of the convoy. When
the truck in front slows down, it sends an immediate signal to
the platoon to automatically brake. The autonomous system’s
reaction time would theoretically be five times faster than that
of a human driver, allowing for substantially shorter following
distances.

C. Construction and manufacturing industry

In construction and in manufacturing, robots are being used
for doing precision work or jobs that are dangerous for a
human being to perform. In Fig. 1 we can see the amount
of money being invested in the United States of America in
field robots. It is evident that the investment being made in
field robots is not at the same level as logistic and medical
robots but the investment in field robots for construction and
manufacturing is rising. The projection for 2022 is that the
amount of money being invested in field robots will be 2
billion dollars which is more than 200 million dollars from
2021. One example of a robot using artificial intelligence
being used in construction is the Site Monitoring Robot by
Scaled Robotics [4]. The purpose of this robot is to monitor
the progress of a construction site. This robot scans the site
and makes a detailed survey of the very same site and then
analyzes the data it has collected which it then sends it to
a cloud platform to compare to the building model inorder
to see the progress. Users can also examine the issues on a
special color-coded 3D model. This process helps you prevent
costly errors and even shows you Health or Safety problems,
such as holes in edge protection. This robot is a very powerful
tool for a construction project as it lowers the time being
spent for inspection by a human and it ensures a more reliable
quality assurance of the project. A big role in construction
and manufacturing will play 3D printing. This technique in
construction and manufacturing works very well with robotics
and artificial intelligence. This construction type is already
being used for habitats that will be used in future space
missions. In [13], the paper discusses the results of the 2015
3D-Printed Habitat (3DPH) competition, which was a com-
petition to develop housing solutions for extended-duration
missions on planetary surfaces using advanced additive con-
struction technology. The projects entered in the competition
used robotics with artificial intelligence to construct habitats
autonomously. In 2015, Foster + Partners competed in Phase
1 of the NASA Centennial 3D-Printed Habitat Challenge,
securing second-place for their proposal that used an array
of semi-autonomous robots with artificial intelligence to 3D-
print habitats for eventual human occupation [13]. One of
the winners of the competition , Al Space Factory, saw that
this technology could be used in the very expensive con-
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struction industry on our planet. Al SpaceFactory recognized
that by addressing off-grid power, autonomous construction,
and in situ resource utilization for Mars, it had developed
technologies that can be directly applied to the construction
industry on Earth. The other winner of the competition,
The Pennsylvania State University, had designed a different
solution to the challenge. Penn State’s research approach
was to model and coordinate the complex interrelationship
between multiple and associated variables, including those
related to material properties, printing system, and design.
BIM technology and Al techniques were used to encode this
model and concurrently design the operation logistics, the
printing system and setup, the toolpath and printing process,
as well as the design of the habitat. This approach permits
identifying optimized solutions for both Earth and Mars. The
challenge demonstrated processes and equipment for large-
scale vertical autonomous construction using robots, diversity
and innovation in viable designs for realistic planetary habi-
tats, and of new software and artificial intelligence control
algorithms for depositing material in a non-two-dimensional
layer. In the manufacturing industry, the automation process
is being improved by artificial intelligence. The automation
process is a combination of robotics and equipment per-
forming an activity with a predefined set of instructions
and a small number of fail safe scenarios. However, robotic
machines implemented with artificial intelligence don’t just
follow the rules but intelligently understand and recognize
patterns within the data, learn from past experiences and
improve future performance. Therefore, artificial intelligence
enables the same set of robots and equipment to identify
solutions to complex issues within a given solution space.
Intelligent manufacturing is a new manufacturing model and
the technical means by which new information and com-
munication technology, intelligent science and technology,
large manufacturing technology (including design, produc-
tion, management, testing, and integration), system engineer-
ing technology, and related product technology are integrated
with the whole system and lifecycle of product development.
Artificial intelligence is applied in the field of intelligent
manufacturing through the intelligent manufacturing system.
An intelligent manufacturing system is characterized by au-
tonomous intelligent sensing, interconnection, collaboration,
learning, analysis, cognition, decision-making, control, and
execution of human, machine (robot), material, environment,
and information in the whole system and life cycle [11].

D. Assistance

The invention of robotics and its improvement over the
years have significantly influenced our society. It has im-
proved the effectiveness and efficiency of various fields which
assist in our lives or provide some sort of service in our
lives. With the emergence and astronomical rise of artificial
intelligence, robotics are now even more capable to assist in
our lives as they now possess the ability to recognise and
solve a problem autonomously. In the previous sections we
have discussed the assistance robotics have made in our lives
in fields such as transportation, logistics, manufacturing etc,
while in this section we will discuss the assistance in more
niche areas of our everyday lives.

Figure 2. The appearance of the Pepper robot
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One robot that provides a service in day-to-day activities
of humans is the robot Pepper. Pepper is an industrially
produced humanoid robot launched in June 2014 that was
first created for Buissness-to-Buisness needs and later adapted
for Business-to-Consumers purposes. The Pepper robot is
capable of exhibiting body language, perceiving and inter-
acting with its surroundings, and moving around. It can also
analyze people’s expressions and voice tones, using the latest
advances and proprietary algorithms in voice and emotion
recognition to spark interactions. The robot is equipped with
features and high-level interfaces for multimodal communi-
cation with the humans around it [14].

In Fig. 2 we can see the appearance of the robot. Pepper
is four feet tall, has a tablet (that displays information) in
the center of its chest, can gesticulate and talk in several
languages. The robot has no sharp edges, there are soft
parts of the cover, and the center of mass is at the base
to keep the robot from falling over. The Pepper robot has
20 degrees of freedom (DoF) for motion in the whole body
(17 joints) and omnidirectional navigation (three wheels). The
DoFs include two in the head, two in each shoulder (left
and right), two in each elbow (left and right), one in each
wrist (left and right), one in each hand (five-fingered left
and right hands), two in the hips, one in the knee, and three
in the base. The actuators of the robot are DC motors and a
magnetic rotary encoder-based sensor The robot has a system
that ensures its autonomy. The whole system was designed
to balance the software and hardware loads and achieve a
battery life of up to 12 h. In addition, a specifically designed
docking station for autonomous charging was developed. The
Pepper robot is equipped at both the hardware and software
application programming interface (API) levels to provide
good functionality for perceiving humans. The multimodal
perception components are primarily intended to discern
people’s presence and avoid collisions with the environment
during body movement. The NAOqi’s (The operating system
of the robot) People Perception module provides a list of in-
built APIs to help in the development of high-level reasoning
and behavioral capabilities [14].

Figure 3. Shadow Dexterous Hand

The artificial intelligence implemented in the robot enables
the robot to make a dialog-based interaction with humans and
recognise an emotion of the human it converses with.
Artificial intelligence in robotics could help in the pharma-
ceutical and agricultural sector and could potentially improve
the lives of the physically disabled people. One such example
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is the Shadow Dexterous Hand. This robotic hand can grasp
objects like human would and it is being used for delicate
work in pharmaceutical environments which are harmful
to humans and it is being used for soft picking fruits in
agriculture because of its precision and delicacy. In [15], it
is being proposed an adaptive, compliant grasping strategy
using only tactile feedback. Using artificial intelligence, the
Shadow Dexterous Hand can grasp objects of varying shapes,
sizes and weights without having a priori knowledge of the
objects. In Fig. 3 we can see the Shadow Dexterous Hand.

Table 1. Experiments conducted with the hand

Objects Type Pass  Fail  Success
Cup Cylinder 4 1 80
Glass Cylinder 4 1 80
Football Sphere 3 2 60
Softball Sphere 4 1 80
Sugar Cuboid 2 3 40
Electronic box Cuboid 4 1 80

In Table 1. we can see results of the experiments conducted in
[15]. The success field is expressed in percentage. For every
object the Shadow Dexterous Hand had 5 attempts to grasp
the given objects. With the cylinders like the cup and the
glass it only failed once which means it has an 80% success.
With the spheres it had an average of 70% success because
the hand failed twice to grasp the football as opposed to
softball, which it failed once. The worst success the Shadow
Dexterous Hand had with the sugar, which it failed three
times, because of its unique surface. With the cuboid shapes
it had an average success percentage of 60%.

In the proposed work from [15] they developed a simple
closed-loop formulation to grasp and manipulate an object
with just tactile feedback using Shadow Dexterous Hand
with BioTac Tactile sensors. They achieve a human-like form
factor without compromising on the accuracy. This shows
promise in the advancement of the robotic hand along with
the artificial intelligence.

The Shadow Dexterous Hand can also solve complex puzzles
such as the Rubik’s cube. In [17] it is demonstrated that
models trained only in simulation can be used to solve a
manipulation problem of unprecedented complexity on a real
robot. This is made possible by two key components: a novel
algorithm, which we call automatic domain randomization

95

(ADR) and a robot platform built for machine learning. In
Fig. 4 it is visualized the movements the Shadow Dexterous
Hand would make to solve the Rubik’s cube. The most
important field in which robotics with artificial intelligence
plays a part is medicine. Surgeries require extreme steadiness,
patience and the surgeon being impervious to the pressure of
life and death situations.
-

sed sod w6

Figure 4. A five-fingered humanoid hand solves Rubik’s
cube

Robots fit these requirements and surgeries in advanced
countries have been robotically assisted. In recent years,
robot assisted surgeries have become the preferred approach
in developed countries such as the United States and the
United Kingdom; have attracted considerable attention in
many other parts of the world. In order for the robot with
artificial intelligence to assist in surgeries it requires access to
comprehensive data in a sensor-enhanced operating room and
enrichment of those data with surgical knowledge by annota-
tion to make them usable for machine learning methods that
provide Al assistance to the surgeon. Artificial intelligence
may also change practice in robot-assisted surgery towards
cognitive surgical robotics. Today, clinically used surgical
robots are mere telemanipulators without any autonomous
activity. In research, robotic systems have been developed
for situation-aware automatic needle insertion [16].

IV. ETHICS

As robotics technology improves, ethical considerations
grow in importance: If this is even possible, should robots
be trained to obey a code of ethics? Is it dangerous to
build emotional relationships with robots? What impact will
robotics have on society and ethics? The ethics of Al and
robotics are frequently centered on various concerns,” which
is a common reaction to new technologies. Some technolo-
gies, such as nuclear power, automobiles, and plastics, have
sparked ethical and political debate as well as considerable
regulatory initiatives to limit their trajectory, usually after
some damage has been done. New technologies, in addition
to “ethical issues,” challenge present norms and conceptual
frameworks, which is of particular interest to philosophy. As
the robots have been developed more and more, philosophy
was also applied to robotics. One of the first publications
addressing and setting the foundation of robot ethics was
“Runaround”, a short science fiction story written by Issac
Asimov which featured Three Laws of Robotics. In a series
of scenarios, Asimov demonstrated how, despite their hierar-
chical organization, conflicts between these three rules will
make it difficult to apply them. In this section we will discuss
the ethical use of Al and robotics that can be more or less
autonomous. We will look into the benefits or issues that
we can receive from developing this kind of machines. The
first general discussion that we will mention will be about
privacy and surveillance in information technology. By 2025,
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it is expected that 75 million smart linked gadgets will be
in use in our homes, offices, and elsewhere, each having
the ability to sense, analyze, and make decisions on their
own. It is self-evident that security, privacy, and surveillance
standards must be prioritized throughout the creation and
implementation of all new technology. In today’s society, our
data is collected at remarkable rates and in unexpected ways.
A lot of data appears to be collected in exploitative methods,
abusing human flaws and addictive tendencies, in some of
the largest and most popular firms such as Amazon, Google,
Apple, Facebook, and Microsoft. At this exact moment there
are no worldwide laws and regulations regarding privacy and
surveillance in the world of Artificial Intelligence. But the
EU, US and other countries have already begun with this
imperative process.

Opacity of Artificial Intelligence (AI) Systems, also known
as transparency of Al systems, is the idea that what happens
inside Al algorithms, and how they arrive at their conclusions,
is unknown to people who use the Al, but often even to
the designers. This lack of transparency exists for a variety
of reasons: human cognitive abilities simply cannot compre-
hend massive, complex algorithmic models and datasets; the
inherent nature of self-learning algorithms, whose decision
logic evolves without human input; a lack of appropriate
visualization tools for mammoth-sized code and datasets;
poorly structured code and data that effectively renders them
impossible to read, and so on. This is important because if
the code of the algorithm is not understandable by the user
and the designer, an opacity even experts cannot penetrate,
then bias like this simply cannot be controlled. In the EU,
some of these issues have been taken into account with the
(Regulation (EU) 2016/679), which foresees that consumers,
when faced with a decision based on data processing, will
have a legal “right to explanation”—how far this goes and to
what extent it can be enforced is disputed. Al decision support
systems and predictive analytics” operate on data and create
an “output” in the form of a decision. This output could be
anything from “this restaurant matches your preferences” to
“the patient in this X-ray has completed bone growth,” “credit
card application declined,” “donor organ will be given to
another patient,” ”bail is denied,” or “target identified and
engaged.” In business, healthcare, and other industries, data
analysis is frequently utilized in “’predictive analytics” to pre-
dict future changes. Unfortunately, bias has been discovered
in several Al decision-making systems. Amazon’s automated
Al system for recruitment, which was discontinued in 2017,
is a significant example. Because Amazon had a history of
discriminating against women in the recruiting process, when
their ten-year hiring data was used to construct their Al
algorithms, this bias was passed on to the Al system. Because
human-robot contact is becoming more prevalent and will
continue to become more widespread, we believe it is critical
to address Human-Robot interaction (HRI) ethics. Robot
ethics looks at how robots can help or hurt humans, how
they can alter individual autonomy, and how they might affect
societal justice. Humans are quick to ascribe mental traits to
objects and empathize with them, particularly when the items’
exterior appearance resembles that of live beings. This can
be used to trick humans (or animals) into giving robots or
Al systems more intellectual or even emotional significance
than they deserve. Two examples are Care Robots and Sex
Robots. Current systems include robots that assist human
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caregivers, robots that enable patients to complete some tasks
on their own, and robots that are provided to patients as
companions and comfort. It’s not apparent whether there’s
a problem here, given that the conversation largely centers
on the fear of robots dehumanizing care, yet the actual and
anticipated robots in care are assistive robots for traditional
technical work automation. Also it has been argued by several
tech optimists that humans will likely be interested in sex
and companionship with robots and be comfortable with the
idea. Humans have long had deep emotional attachments
to objects, so perhaps companionship or even love with a
predictable android is attractive, especially to people who
struggle with actual humans, and already prefer dogs, cats,
birds, a computer or a tamagotchi.

V. CONCLUSION

In conclusion, Al like all significant revolutionary events
in human history, will undoubtedly have far-reaching conse-
quences. However, with appropriate planning and following
the proper ethics, these issues can be overcome. The benefits
of Al in improving human lives will certainly outweigh the
concerns in the short to medium term. Robots will help us
with many things where we won’t be needed. Every wave
of automation and computerization has enhanced production
without lowering employment in the past, and there is no
reason to believe that this time will be any different. The
new wave, in particular, is likely to boost our personal
or professional productivity (e.g., self-driving cars), but not
necessarily to eliminate jobs (e.g. chauffeur). While robots
may eliminate certain manual tasks, the impact should be
similar to that of past waves of automation in factories and
other settings. Someone will, on the other hand, have to
develop and build the new tools, which will almost certainly
result in a new wave of innovations and jobs. Any big concept
that has a broad impact on people’s lives, if not handled
appropriately, can be extremely dangerous.
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Abstract—Wearable sensors are reaching maturity, at the
same time as technologies for communicating physiological data
and those for analyzing massive amounts of data. The
combination of the three technologies invites for applications in
mass screening of personal health through smart algorithm
deployment on data from wearable patches. We propose and
present an architecture for a wearable patch to be used in mass
casualty emergency situations, or for hospital bedside
monitoring. The proposed patch will contain multiple sensors of
physiological parameters. We propose to create respiration and
heartbeat sensors made of laser induced graphene. We show
that graphene on flexible substrates can be utilized in
conjunction with the Python heart rate analysis toolkit -
HeartPy to reliably acquire physiological data from human
subjects.

Keywords—wearables, graphene, Python, sensors, electronics

L INTRODUCTION

Wearable sensors are a growing field of research, with
applications in telehealth [1], fitness tracking [2], and mass
casualty incident management [3]. Various forms of wearable
sensors of physiological parameters have been developed,
such as patches [4]-[7], bands [8]-[10] or watches [11].
Although wearable sensors have been made to monitor
numerous different physiological parameters, such as blood
pressure, heart rate, ECG, sweat composition, and respiration
rate and volume, monitoring several different parameters with
the same device would be of interest for severely ill patients
and for use in emergencies. In situations where patients suffer
from life-threatening conditions, it is of vital importance to
continuously monitor respiration, heartbeat, blood pressure
and ECG. We propose to create a device that contains multiple
sensors integrated in a wearable patch, connected to power
and communication modules, paired with advanced data
analysis based on artificial intelligence, as depicted in Figure
1.
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Figure 1: A sketch of the proposed telehealth monitoring
system.

As steps towards this goal, we developed sensors for heart
rate and respiration monitoring based on the novel material
graphene [12].

The paper is organized as follows. In Section II we discuss
the background of graphene, with particular focus on laser-
induced graphene sensors. We also discuss commercially
available wearable respiration and heartbeat sensors,
including their advantages and limitations. We propose a
wearable patch that contains graphene sensors for monitoring
several physiological parameters at once. In Section III we
describe the fabrication of graphene sensors, their use for
physiological parameter monitoring, and signal analysis using
the HeartPy module, followed by conclusions in Section I'V.

II.  BACKGROUND AND STATE OF THE ART

The discovery of graphene [13] has caused a research
flurry, due to its unique and favorable electronic, optical,
chemical and mechanical properties. The material is abundant,
thin, flexible, electrically conductive, with a possibility to
tailor its chemical reactivity by geometry and
functionalization. Various embodiments of graphene sensors
have been made for respiration monitoring [14]-[18]. Most
recently, laser-induced graphene (LIG) has emerged as a
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platform for sensors that can be made in custom shapes and
dimensions with a facile fabrication process [19]. The use of
LIG for respiration monitoring has been demonstrated [20]—-
[22]. We propose to make use of LIG respiration sensors as a
viable technology that is competitive to state-of-the-art
respiration monitoring technologies, both on the market and
in development.

Respiration
Sensor
patch

Figure 2: Sketch of the graphene sensor placement for
respiration and heartbeat monitoring.

There are few scientific and commercially available
solutions to monitor human respiration. One notable
technology that has potential for use in wearable respiration
sensors is piezoresistive thin films. The technology has been
utilized in conjunction with a Bluetooth integrated system, as
a standalone wearable respiration monitoring system [23]. The
system can simultaneously measure both respiration rate (if
only one sensor is attached to the body) and volume (if two
sensors are attached to the body) with high fidelity. The
standalone nature of the system, coupled with low
invasiveness, is prospective for monitoring respiratory disease
in real time and over extended periods. However, the
piezoresistive sensors have a complex structure, requiring
special laboratory conditions for fabrication. There are also a
number of commercially available piezoresistive thin film
products that can be utilized as components of such a wearable
device.

Another technology that has been demonstrated in
academic research is based on the triboelectric effect [24]. The
solution makes use of a multilayer structure that has
triboelectric properties. The structure is attached to a specially
designed belt which is worn around the abdomen. As the
wearer inhales and exhales, the belt stretches, pulling on the
triboelectric structure. Electrodes connected to the structure
are used to detect compression and strain due to respiration.
The data is transferred wirelessly by connection with a Wi-Fi
module. Advantages of this solution include the ease of
fabrication and low cost, as the structure makes use of widely
available foil materials such as copper, nylon, and PTFE.
Also, the solution has been shown to have little interference
from wearer activity, such as walking and standing up.
Disadvantages include the belt format, which is restrictive and
may not be applicable in emergency situations.
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Aside from these academic research results, several
solutions exist on the market or in commercial development.
One of the most complete systems that is directly
commercially available is respiBAN [25] — a professionally
designed wearable respiration sensor with real-time
acquisition and high respiration and motion data performance.
The respiBAN has data-logging capabilities, allowing out-of-
the-lab signal acquisitions without needing a permanent
Bluetooth connection with a computer. It allows data
acquisitions with up to 16-bit resolution at up to 3000 Hz
sampling rate and continuous data streaming via Bluetooth for
ten hours. The system houses three accelerometers and an
inductive sensor, and the provided desktop software offers the
option to export the raw signals for further analysis, as well as
real-time visualization. Additional input/output ports are
available for connecting other sensors, with the same
company offering ECG, PPG, body temperature, and other
sensors of physiological parameters that are compatible with
the system. As with the solution based on the triboelectric
effect, one disadvantage is that the belt is necessary for
respiration measurement. A second disadvantage is the price,
coming at ~ 2,000 EUR per piece.

RESPA [26] is a respiration sensor designed for fitness.
The device has the shape of a miniature clip-on box that can
be attached to the collar of a sweatshirt. The box can contain,
apart from the respiration monitor, a microphone, motion
sensor, or elevation sensor. All the sensors connect wirelessly
to an app installed on the wearer’s smart portable device. The
app is geared towards fitness monitoring, tracking parameters
such as ventilatory threshold. At the moment of writing it is
not clear whether this solution is fully commercially available.
There are several disadvantages to this solution, including the
fact that there is no local storage option (the wearer’s
smartphone must be nearby during exercise, which most
amateur and professional athletes will not agree to), and that
the app does not provide access to the raw data files for custom
analysis.

The wearable respiratory monitoring system from
Resmetrix Medical [27] is geared towards detecting
respiration abnormalities associated with conditions such as
asthma, Chronic Obstructive Pulmonary Disease (COPD), or
COVID-19. This product is designed to provide early
warnings of acute episodes, alerting patients and their doctors.
Also, real-time monitoring and connecting to a smartphone is
available. Resmetrix makes use of a proprietary Al-powered
algorithm that analyses patient condition and progress. The
device comes in the form of a patch that is attached to the
chest. As many other solutions, this one is not available for
commercial purchase at the moment of writing, and it also
does not seem to offer user access to the raw data for custom
analysis.
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Figure 3: The process of making laser induced graphene,
producing a wearable sensor, and obtaining physiological
parameter data.

An athletic wearables company, Sweetzpot, makes a
device (FLOW) to measure oxygen intake from breath [28].
Nevertheless, the device is not commercially available, and
the performance or usage methodology are not clearly
indicated for this device.

There are also solutions that are specialized for certain
applications, such as the iBreve [29], which tracks breathing,
activity and stress levels. The device is geared towards
“achieving calmness” and is paired to an app that trains the
user for relaxed breathing. Such specialized devices are not
compatible with use in other case scenarios because they most
commonly do not let the user directly access the data, and are
designed with limited use in mind.

Our proposal is to make LIG-based sensors that will
independently measure heartbeat and respiration. This can be
performed by attaching LIG sensors to two different parts of
the body, as in Figure 2. A sensor attached to the forearm,
across the median cubital vein, can detect heartbeat as the vein
pulses. The LIG acts as a flexure sensor, employing the
piezoresistive property of LIG on a flexible substrate. LIG has
been used before to measure heartbeat and even ECG [22].
The same physical principle can be utilized to detect
respiration, when the sensor is placed on the person’s ribcage.
As the person breathes, the strain across the sensor changes,
which causes changes in the measured resistance which are
proportional to chest volume changes. The LIG sensor can be
made to be stand-alone, attached to a portable battery supply
and a communication module, similar to what has been shown
with other, more complex sensors [23].

In a second iteration, the two different graphene devices
can be integrated in the same patch that could be used to
monitor both respiration and heartbeat simultaneously. It is
likely that advanced signal processing would be necessary in
that case, in order to filter out the heartbeat signal which will
most likely be weak when measured on the chest.

III. EXPERIMENTS AND DISCUSSION

We produce laser-induced graphene in a similar manner as
described before [19]. LIG was produced by scanning a CO2
laser beam across the surface of polyimide tape. The laser used
was a DBK FL-350 with maximum power of 60 W, with
power set to 20%, scanning speed 900 mm/s, and resolution
of 600 DPI. The devices were formed by laser-writing LIG in
the shape of rectangles with dimensions 10x20 mm. Electrical

101

contacts were made to the LIG by attaching wires with silver
paste at the ends of the device, or by attaching conductive
copper tape. Material analysis, including Raman
spectroscopy, scanning electron microscopy, electron
diffraction spectroscopy, and Fourier transform infrared
spectroscopy confirms the presence of graphene, with a level
of oxide depending on the laser illumination conditions.
Graphene devices were attaching the adhesive side of the
polyimide tape to an adequate place on a subject’s body. For
heartbeat measurements, the sensor was attached to the cubital
vein on the forearm. For respiration monitoring, the sensor
was attached to the ribcage. Wires that are connected to the
sensor were connected to a Keithley 2450 SMU, which was
interfaced to a desktop computer. Measurements were
performed in the constant current mode with current set to 1
mA, and the voltage was measured over a period of several
minutes. As a reference, the heart rate was measured with a
free app installed on a smartphone. The reference respiration
rate was obtained by manual counting. The process flow of the
experiment is shown in Figure 3.

In the case of respiration monitoring, there was immediate
and good agreement between the respiration rate measured
with our sensor and that acquired by manual counting. In the
case of heartbeat, the data was processed with the HeartPy
module for Python [30]. The HeartPy process function allows
different pre-processing options to clean up signals, including
finite impulse response (FIR) filtering and outlier detection.
The filtering was necessary when the signals contained noise
due to subject motion or other external parameters. This
function requires the input signal and frequency as input
parameters and returns 13 different signal features, including
bmp which represents the heart rate. It also returns the feature
breathing rate in Hz which can be used for comparison with
the sensor respiratory rate. Preliminary results indicate that
both respiration and heartbeat monitoring are performed well
by our LIG sensor, which is lightweight, unobtrusive, flexible,
and inexpensive. An example of the value of physiological
parameters measured in this way, returned by HeartPy, is
shown in Table 1. The algorithm measures a heart rate of
81.50 bpm, which is in agreement with that measured during
the experiment with the reference app.

ibi: 736.2 | sdnn: 153.3 sdsd: 109.9 rmssd: 214.0
pnn20: pnn50: 0.833 | hr mad: sd1: 149.4
0.917 122.45

sd2: s: 72295 sd1/sd2: br: 0.20
154.0 0.970

Table 1: Parameters returned by HeartPy. Ibi: inter-beat
interval, sdnn: standard deviation of intervals sdsd: standard
deviation of successive differences between adjacent R-R
intervals, rmssd: RMS of successive differences between
adjacent R-R intervals, pnn50/pnn20: proportion of
differences greater than 50ms / 20ms, hr mad: median
absolute deviation, Poincare analysis (sd1, sd2, s, sd1/sd2), br:
breathing rate in Hz.

IV. CONCLUSION

The proposed graphene sensors are a good solution for
wearable monitoring of physiological parameters such as
heartbeat and respiration. Combined with the Python toolkit
HeartPy, the signals can be processed in a satisfactory level as
the existing commercial Heart rate and Respiratory rate
sensors. Even more, several sensors integrated into a single
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smart-patch, together ~with power and

communication modules, and coupled with smart algorithms
are a very promising solution for rapid and continuous mass
casualty monitoring [31]. A drawback of using LIG sensors is
the large accompanying noise in the signal, which needs to be
removed.
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Abstract—When it comes to atomic simulations, the
regularization of the deep neural networks is key to its
successful application. The generalization capability of deep
network depends on some factors. This paper aims to show that
activation function is one of the most important factors that
influence to decreasing the generalization error. For that
purpose, several experiments were performed. Moreover, new
approach for choosing the activation function is proposed. The
purpose of the activation mechanism is not to find a universal,
new activation function, although this is not excluded, but the
most appropriate for the given task and for the given data set.
The obtained results show that using the proposed activation
approach, a decreasing of the mean absolute error compared to
the benchmark set is achieved.

Keywords—activation, regularization, deep neural networks,
atomic simulations

I. INTRODUCTION

Nowadays, developing advanced machine learning based
approaches in many domains is more than a trend. Deep
learning, as sophisticated concept of machine learning, allows
solving the most specific issues related to the data. Those
issues in the cheminformatics are striking and the automatic
construction of complex features is crucial [1]. Due to the
ability of deep learning to provide a hierarchical
representation of a compound, where higher levels present
more complex concepts [2], its application in atomic
simulations give advantages that could not be achieved
otherwise. That is noticeable in tasks such as: prediction of
absorption, distribution, metabolism, excretion and toxicity
(ADMET) properties [3], prediction of molecular activity,
toxicity [4], quantitative structure activity relationship
(QSAR) predictive modeling [5], prediction of the drug-target
interaction [6], virtual screening [7] etc.

When it comes to atomic simulations, the regularization of
the deep neural networks is key to its successful application.
Regularized deep neural network is capable to predict on
previously unseen data with a small error. Usually
regularization is viewed as modification to the learning
algorithm to reduce its generalization error but not its training
error [8]. In [9] more general definition is given. The authors
in [9] include various properties of the loss function, the loss
optimization algorithm, or other techniques and define the
regularization as any supplementary technique that aims at
making the model generalize better. In this research, we also
follow that broader definition.

The regularization methods can be classified into several
groups: methods that affect data (generic data-based methods
[10]-[14],[15], [16] and domain-specific data-based methods
[171, [18], [19]), methods that affect the network architectures
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[201, [21], [22], [23], error terms [24], [25], regularization
terms [23], [27], and optimization procedures. The
generalization capability of deep network depends on some
factors. This paper aims to show that activation function is one
of the most important factors that influence to decreasing the
generalization gap defined as difference between the models’
performance on training data and on new data.

The paper is organized as follows: in the second section
the deep neural network architecture and the mechanism for
the activation are presented. The third section includes the
details of experimental design: description of the data sets,
evaluation measures and the experimental setup. Results of
the experiments followed by discussion are provided in the
fourth section. At the end of this paper the concluding remarks
are given.

II. METHODS

A. Deep Tensor Neural Network (DTNN) architecture

The deep architecture which deploy the proposed
mechanism for choosing activation function is based on the
architecture in [28]. The reference DTNN wuse tanh
(hyperbolic tangent) activation function, which has S-shape
and take real values as inputs and outputs in range -1 to 1. For
consistency, we use data division:  80/10/10,
training/test/validation. The prediction of the atomic
properties using DTNN (Fig.1) is realized by: computing
features, generating, embedding, feedforwarding, gathering
and backpropagation. Since the nature of the atomic data,
there is a need for special procedures to make the data suitable
for manipulation. Those procedures dos not include standard
preprocessing such as denosing; elimination of redundancy;
reduction; identifying and dealing with missing data;
standardization; solving the problem with multicollinearity of
data etc., but featurization, and splitting. Featurization is
procedure for effective encoding of the molecules in the
string with fix length or vectors.

The Deep Tensor Neural Network (Fig.1) does not include
explicit binding information, the atomic features are updated
using all other atoms based on their physical distances. In
Table 1 details for the parameters of DTNN are given.

B. Activation mechanism

The proposed mechanism chose the activation function
fa(x), which can have three general forms. The occurrence
of each form is equally probable. The forms are:
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Figure I. DTNN atomic model [29]

fa(0) = Ui (x),
fa(x) = U;(Ui4j(x)) and
fa(x) = B(U;(x), Uy (%))

where U;(x) is unary function, while B(U;(x), U, ;(x)) is
binary function where i € (1,15) and j € (1,14).

TABLE I DTNN ARCHITECURE DETAILS

DTNN_model

n_tasks (int)

n_embedding (int, optional)
n_hidden (int, optional)
n_distance (int, optional)
distance_min (float, optional)
distance_max (float, optional)
mode (str)

compute_features_on_batch(X_b)
default_generator
dataset (Dataset)
epochs (int)
mode (str)
deterministic (bool)
pad_batches (bool)

DTNNEmbedding
n_embedding: int, optional
periodic_table_length: int, optional
init: str, optional

DTNNStep
n_embedding: int, optional
n_distance: int, optional
n_hidden: int, optional
init: str, optional
activation: str, optional

DTNNGather
n_embedding: int, optional
n_outputs: int, optional
layer_sizes: list of int, optional(default=[1000])
init: str, optional
activation: str, optional

The values of i and j are determined by the number of unary
functions that are used. The set of unary functions used in this
research contains the following functions 0,1, x, —x, |x|,

1
x71, x?%, x2, e*, e¥ — 1,log(e* + 1), x-o(x) (known as

Swish), where a(x) = (1 + e(™®)~1is sigmoid function,

x - tanh (In(1 + e*)) (known as Mish) and —— ,a,f >

X

0 (as Soft-Root-Sign). The set of binary function include the
following functions: U, +U,U, —-U, Uy
Uy, 22, U2, max(Uy, Uy) ,min (Uy, Uy).

2

First of all, the search space is formed by the specified unary
and binary functions as the sum of the permutations for all
three general forms (Fig.1) in which the activation function
occurs. The activation mechanism automatically selects one
of the possible activation functions from the search space,
formed

a) For the first general form of the activation function,
defined with f,(x) = U;(x), we have to choose one

from 15 unary functions. Or permutations
15!

P(151) = =2 = 15;

b) For the second general form, defined with f,(x) =
U;(Ui4j(x)), where i # j, we chose 2 from 15 unary
functions, or
P(15,2) = 1 _ 131413 _ 15 14 functions;

(15-2)! 13!

¢) For the third general forrﬁ, fa(x) = B(Uy(x), Uiy j(x)),
we use 15 unary u 7 binary functions and obtain

7-LP(1515) =7 ——> _=7. L5 _ 7.4
15 15 (15-15)! 15 o!
functions.

The total number of candidate functionsis 15+ 15-14 + 7 -
14! i.e. 610 248 038 625. Due to computer resources, the
number of used unary and binary functions is limited. The
large number of possible activation functions further
increases the complexity and causes difficulties in the
activation mechanism. It should be emphasized that the
purpose of the activation mechanism is not to find a universal,
new activation function, although this is not excluded, but the
most appropriate for the given task and the given data set. The
activation mechanism solves a classic optimization problem,
with iterative search - attempts to find the best of the
candidates solutions according to the selected criterion.

x x x x
U;ﬁ U;ﬂ U;W U;U
fa (‘x) Uz‘(x) i fax) ‘
fa ('x)

Figure 2. Combining functions
a) First general form b) Second general form c¢) Third general form

III. EXPERIMENTAL DESIGN

We use DeepChem! package, which is result of project
that aims to create high quality, open source tools for drug

! https://deepchem.io/
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discovery, materials science, quantum chemistry, and biology.
In the implementation are used Scikit-learn, TensorFlow [30]
and Keras [31]. For experiment tracking wandb.ai tool is
deployed. In order to show the influence of choosing the
activation function, well established activation functions are
applied in different experiment runs.

A. Datasets

For the purpose of the research presented here we use four
datasets form MoleculeNet? aggregator [29]: QM7, QM7b,
QMBS and QM9. The datasets belong to quantum mechanics
category for solving regression task.

1) OM7 and QM7b data set
The data sets contain 3D Cartesian coordinates and electronic
properties of 7165 molecules. The main goal is to predict the
following electronic properties:
Atomization energy - PBEO
Excitation energy of maximal optimal absorption -
ZINDO
Highest absorption - ZINDO
HOMO - ZINDO
LUMO - ZINDO
Ist excitation energy - ZINDO
Ionization potential - ZINDO
Electron Affinity - ZINDO
HOMO - KS
LUMO - KS
HOMO - GW
LUMO - GW
Polarizability - PBEO
Polarizability - SCS

2) OM8
This data set is consisted of low-lying singlet-singlet vertical
electronic spectra of over 20 000 synthetically feasible small
organic molecules. QM8 data are used for prediction of
electronic spectra in a high-throughput manner across
chemical space:

mu
alpha
HOMO
LUMO
gap

R2
ZPVE
uo

U
H
G
Cv

B. Evaluation measures

The proposed approach is evaluated using Mean Absolute
Error (MAE), as a golden standard for regression task. The

MAE is calculated using the formula MAE = w,

where §; denotes the predicted value for a single data using
the model, while the actual value from the training set is
denoted by y;. Thus, the term error depict the difference
between the predicted value for a variable and its actual
(observed, measured) value.

C. Experimental setup

The optimization of the hyper parameters is done by
Gaussian Process Optimization in maximum 20 iteration. The
training of the models is limited and is not longer than 10
hours.

IV. RESULTS AND DISCUSSION

In order to depict the effectiveness of proposed
mechanism for activation of the neurons and the impact on
regularization in general, several experiments were obtained.
The first experiment includes prediction of the atomic
properties using 3 architectures: ANI-1 [32] - Extensible
neural network, DTNN [28], MPNN [33] - Message Passing
Neural Network. All models are graph-based, as a more

El-CC2 convenient for modeling molecules, since the fact that the
E2-CC2 molecules and their features are often represented by graphs.
fl - CC2 The results are given in Table II and Fig.2.
f2 - CC2
El - PBEO TABLE Il PERFORMANCE OF THE REFERENCE VS PROPOSED APPROACH
E2 - PBEO
fl - PBEO Dataset Best MAE MAE
£ - PBEO performance kcz[ié/;ﬂlol : kc(ejll/mol .
proposed approac
g ] gix QM7 ANI-1 2.8600 0.80960
QM7b DTNN 1.7700 0.03656
fl - CAM QM8 MPNN 0.0143 0.00129
f2 - CAM QM9 DTNN 2.3500 2.14323
3) OM9

QM9 data include geometric properties and energetic,
electronic and thermodynamic properties in order to predict
atomic properties using geometric properties (atomic
coordinates) which are integrated into features

2 https://moleculenet.org/
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Figure 2. Deep Tensor Neural Network performance — MAE in kcal/mol:
Reference vs. Proposed model

If we compere the performance of ANI-1 architecture and the
DTTN architecture with applied proposed activation
mechanism on QM7 dataset we can see improvement of the
performance for more than 3.5 times. For the QM7b dataset
the improvement is most noticeable (Fig. 2). We have
decreasing of MAE value for more than 40 times. When it
comes to MPNN, the obtained results with the applied
activation approach also outperform the benchmark. For
QM9 the difference is small, but in terms of atomic
simulations small differences can have a big impact.
Decreasing the MAE value, as indicator for regularized
neural network, show us that activation function has a
regularization effect on the network.

V. CONCLUSIONS

In this paper a different approach to regularization is
presented. The main idea is to show that — the selection
process of the activation function has a big influence to the
need for regularization of the network. The new approach,
named as an activation mechanism, don not try to find a
universal, new activation function, although this is not
excluded, but the most appropriate one for the given task and
for the given data set. The obtained results show that the
activation function can be viewed as an implicit regularizer.
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Abstract—In this research, we review the possibilities and
benefits of using virtualization technologies in a secondary
education environment. All tests were made on-site at the ’Orce
Nikolov”” High School in Skopje, using real equipment and in
real classroom scenarios. Our main goal with this research
was to provide creative and better ways for the school to:
manage their IT equipment, cut costs, provide better learning
environments for students, but also for teachers.

Index Terms—Education, Human-Computer Interaction, Vir-
tualization

I. INTRODUCTION

Over the past years and especially lately with the current
COVID-19 world situation, most educational institutions have
experienced many problems related to moving to the cloud,
but also with the system administration of IT equipment
and laboratories. Many of these problems have found elegant
solutions in the deployment of virtualization suites. Providing
schools with solutions for the problems mentioned above was
the main idea behind this research.

Hardware virtualization refers to the creation of a virtual
machine that acts like a real computer with an operating
system. Software executed on these virtual machines is sepa-
rated from the underlying hardware resources. For example,
a computer that is running Microsoft Windows may host a
virtual machine that looks like a computer with the Ubuntu
Linux operating system.

Desktop virtualization means that each desktop lives in a
virtual machine, which is partitioned off from other virtual
machines in the server. The operating system and applications
are not shared resources, but they still physically live on a
remote server. These virtualized resources can be accessed
from any device that is able to connect to the server.

A thin client is a computer that runs from resources
stored on a central server instead of a localized hard drive.
Thin clients work by connecting remotely to a server-based
computing environment where most applications, sensitive
data, and memory, are stored.

II. RELATED WORK

M. Klement [1] explored ways of integrating virtualization
in education, the costs and benefits from it. A. Gaspar, S.
Langevin, W. Armitage, R. Sekar and T. Daniels [2] explored
the role virtualization has in education while mostly focusing
on virtualization of the IT classroom and laboratory from two
perspectives: the perspective of the system administrator and
the perspective of the instructor.

Chandra and Malaya [3] were focused on how cloud
computing and virtualization can help with the increasing
pressure educational institutions have to deliver more for less

Marjan Gushev
Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, North Macedonia
marjan.gushev @finki.ukim.mk

and the need to find ways to offer rich, affordable services
and tools. High energy costs and IT equipment costs are
also one of the biggest problems facing IT in education,
the Erskine and Fiistds [4] in their case-study, researched
solutions such as using thin-clients instead of full desktop
computers, delivering educational desktop environments to
students home or dorm room computers and so on. Anderson,
Joines and Daniels [5] study might be one of the most
interesting articles currently because of the problems students
and universities are facing not being able to provide education
in computer labs on campus with the current COVID-19
situation.

Other studies such as the ones from Karlov [6], Bar-
rionuevo, Gil, Giribaldi, Suarez and Taffernaberry [7], Xu,
Yang and Lei [8], Lundsford [9] and Sultan [10] have also
inspired and improved the research in this paper.

III. USE-CASE SOLUTION ARCHITECTURE

This paper focuses on the use of virtualization technologies
in during a IT course. Usually, educators use a dedicated
computer laboratory with computers isolated from the cam-
pus networks for IT courses; however, in case a dedicated
computer laboratory was not available due to construction
delays. As a result, this educator decided to test the use of
virtualization technologies in this course.

The computer laboratory used for this course consisted of
student workstations and an educator’s workstation connected
to the campus network. Students used the computer laboratory
heavily throughout the day. Most classes made full use of
the computer laboratory with all available computers taken.
As a result, it was not possible to dedicate some computers
to this course. Fortunately, the educator’s workstation had
sufficient resources to run VMWare Workstation 12. The
educator’s workstation consisted of an Intel 6-core Xeon
Processor (3,20 GHz) with 32 GB RAM, 512GB Solid State
Drive, 23,8” flat-panel display, and an Internet connection via
a local area network. The student’s workstations are meant
only to be used as Remote Desktop Connection clients. Each
computer consisted of an Intel dual-core processor (2.90
GHz) with 2 GB RAM, an 120 GB Solid State Drive, 21,5”
flat-panel display, and a restricted Internet connection via a
local area network. Using Remote Desktop Connection, each
student can connect in a personalized hosted virtualization
environment depending on the lesson, employing hardware
virtualization on the educator’s workstation to enable desktop
virtualization.

This IS educator selected VMWare Workstation as the
virtualization platform for several reasons. First, VMWare
provides a range of virtualization products, including server
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Fig. 1. Computer Lab (Classroom) Virtualization Architecture

and desktop virtualization. Second, VMWare Workstation
supports a range of hardware, including universal serial
bus (USB) 2.0 storage devices natively, while other vir-
tualization products require the user to setup a shared
folder with the host operating system to access these de-
vices. Third, VMWare Workstation supports a wide range
of guest operating systems, including most versions of
Microsoft Windows, Linux distributions, and several other
operating systems. Fourth, VMWare has an active user
community providing an assortment of virtual appliances,
which are pre-configured virtual machines for various ap-
plications. Finally, VMWare operates an academic program
(http://www.vmware.com/partners/academic/) that makes se-
lect VMWare products available to the academic community
free of charge for instructional purposes.

Most virtual machines used in the course were pre-
build ones, specially designed for the course. These virtual
machines are designed to be a closed environment where
students don’t have many permissions. Though sometimes
students work in a virtual machine of their own creation,
they have complete control over the virtual machine. This
is desirable in settings where the student is acting as a
system administrator; however, this can also make it difficult
for the educator to monitor the students’ activities or assist
students in solving some problems. In other settings where
the student does not require administrator control over the
virtual machine, the IS educator may choose to distribute a
virtual machine with a pre-defined student account with the
appropriate level of access. In this course all students were
authenticated using their Active Directory authentications or
a predefined password.

IV. DISCUSSION

For the duration of this research the our experience with
involved parties was: The school’s administration benefited
and expressed satisfaction with the lower costs for energy
and IT equipment, they were satisfied that they can use their
current equipment and network infrastructure for virtualiza-
tion. The educator benefited and expressed satisfaction with
the course and the use of virtual machines. In addition to
the ease of management of the student lab and monitoring
of the student activities, he experienced better results from
students. The class preparation was much easier because the
educator needed to prepare only several virtual machines
for the course, instead of a dedicated computer for each
student. The also students expressed satisfaction with the
course and the use of virtual machines. In addition to devel-
oping technical skills, the students demonstrated an increased

level of confidence in working with advanced features of
Windows and other applications over the course. One student
commented that the student felt using the virtual machine
helped the student become more comfortable and confident
with existing and new skills, because of the bigger freedom.

The main benefits from using virtualization in education
are:

e Using a centralized system for Operating System &
application updates;

o Migration can be done regularly by a IT technician at the
data center collectively for a group of virtual desktops;

o Desktop Virtualization solutions integrate with corpo-
rate directories like Active Directory and User Access
Policies can be applied to all users based on their role,
location, type of device, etc.;

o Enhanced security as the administration is centralized —
Antivirus/ Firewall policies can be applied and moni-
tored from the data center. For example the applications
that can be accessed and run by the students can be
restricted and even tracked;

« Faster, reliable and easier backup/ recovery of all the
user data is possible due to centralized hosting and
administration;

o Desktops, Laptops, Thin-Clients, Tablets or even Smart
Phones could be used by users (where ever they are) to
access the centralized hosted applications and desktop
environments;

o For applications that require heavy CPU or GPU pro-
cessing, the performance with Desktop Virtualization
might be better, as the applications are now being
processed by the more powerful server processors, than
the desktop processors;

o Desktop Virtualization software generally has settings to
allow administrators to allocate or limit server resources
that can be used per user, so that an individual user
doesn’t over-consume resources.

While most of the experiences by everyone involved were
generally positive, the use of virtual machines in an instruc-
tional setting introduces some challenges and limitations over
the use of dedicated computers.

The main disadvantages from using virtualization in edu-
cation are:

o The educational institution needs to buy the Desktop
Virtualization Software licenses, Servers, Centralized
Storage infrastructure, Upgrade Network infrastructure
to support more bandwidth, etc. in addition to buying
computers or thin-clients for each user;

e IT administrators and teachers need to learn how to
manage the Virtualization software which can be difficult
for some and professional training can be expensive for
the educational institution;

e There is no reduction in the number of end-user client
machines that are needed in the network;

o The licenses for Operating Systems, applications, etc.,
still needs to be bought for each user (mostly) and there
is no reduction of costs there (except in some application
that benefit from discounts for Educational purposes);

o The thin-clients are sometimes as expensive or even
more expensive than individual computers;

o The network infrastructure needs to be able to handle all
the extra bandwidth that Desktop Virtualization is going
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Fig. 2. Complete schema of the setup used on the test site, with a server,
workstation PC for the teacher and thin clients as student workstations all
of them connected by a Local Area Network (FTP Cat6A)

to introduce. Otherwise, it has to be upgraded (which
can be costly);

o The WAN links need to have sufficient bandwidth to
handle all the remote users, as well;

o If the bandwidth on the remote end is not sufficient or if
there is congestion in Local Area Network, the display
quality may not be as good as processing and viewing
applications directly from a desktop;

« Its difficult to handle graphics and high-definition video
with Desktop Virtualization.

V. CONCLUSION

Information Technologies are the future of education and
Virtualization and moving to the cloud is the future for
Information Technologies. Both students and teachers can
benefit from the introduction of Virtualization and Cloud
technologies to the classroom, but this need to be done right
with carefully planned needs and resources, proper budgets
for the equipment and licenses and professional training
for everyone involved. The school’s administration needs to
understand the benefits and disadvantages of Virtualization
and then decide if they are ready to go “cloud”. While
our experience was mostly positive and new technology was
easily adopted and appreciated by most, the use of virtual
machines in an educational setting still left a small number
of people sceptical.

In our final meetings with the school’s administration and
IT personnel we discussed doing a “Phase 2” of this research
where they could try and move their current applications that
they use in their finance, archive, library and educational de-
partments to the cloud. They also provided a lot of interest in
applying desktop virtualization to their Android based tablets
for students and teachers that are currently not utilized enough
by students because of the operation system restrictions.
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Abstract—It is well known that Business Intelligence (BI)
plays an important role in helping companies in dialing with
competition and gain better success in business as many
published successful world companies stories show. But how
many companies in the domestic market have implemented it?
BI is a discipline that transforms data into information that
can be used to accelerate the organization's business success. In
other words, BI uses data with a bigger historical diapason for
comparison with the present ones, for responsible companies
people, be able to draw conclusions on what actions to take in
the near future or which steps to choose for making better
business results or keeping business on the wanted level. This
paper makes a proposal while evaluating of two different
concrete implemented BI stacks, that could be implemented for
small and medium-sized organizations. Evaluation is based on
the experience while implementation, testing, and of course
manuals of the developers as of the community support.

Keywords—BI, DW, ETL, PDI, TOS, OLAP

L

The importance of information is well known. But how do to
collect really important information that can help do better
business? Finally, how can do use that information at all?
According to the parts of [1] and [2], BI covers all processes
beginning with collecting data from the sources to the final visual
presentation of the information, that can be used for decision
support or others.

Although in more developed business environments around the
world, BI has been implemented for years, and the positive
experiences can be read, our domestic business environment does
not emphasize the BI at the level it deserves to be, nor much has
been researched for technology comparisons.

The purpose of this paper is as a manual that is based on personal
experience to present with and know the domestic small and
medium-sized companies and their Managements through IT
sectors with the BI, and trigger them to try to implement it. For this
purpose, two free-of-charge and enough serious BI stacks (their
Community Edition (CE) versions can be used in production very
well), were used. Let me repeat, the evaluation was made on
Pentaho CE and Knowage CE (with Talent Open Studio for ETL)
with all processes from ETL to visualization. As in [3] and
following the processes, four different Data Warehouses were
created, two using the PDI tool with loading data in MySQL and
PostgreSQL databases and another two using the TOS tool also
loading the data in MySQL and PostgreSQL databases. A
comparative analysis is made for each performed BI process which
highlights the more specific features or shortcomings of the
respective tools if any. As a final result, the paper proposes the best
combinations of tools, from several aspects, that could help the
future BI implementers in selection.

The paper begins with a brief theoretical description of the topic,
after which goes through all the BI processes with theoretical and
practical explanation, to move to a comparative analysis of
technologies, after which it ends with a concrete conclusion.

INTRODUCTION

II. IMPLEMENTATION

Before starting the implementation, first have to learn which kind
of data the users like to have available in the Data Warehouse DW,
or the users' requirements as in [2][5]. As a trading company [3],
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had financial and commercial data available, but generally would
be very good the DW contains manufacturing data too. Next, to
discover all tables and find what data from the existing tables
would fit in the DW tables, a very precise analysis of the
transaction operational database should be made. If there is a need
for data from other sources, should be found and analyzed too as
well. First, the solution to the dimension tables should be found.
For example, every transaction operational database of an
organization contains some kinds of tables with the data for
articles, clients, and so on. Every one of those tables fits in some
dimension would be needed should be analyzed, and minimum
possible fields to be chosen. A similar should be done for the fact
tables later too. In this case [3], dimension tables for articles,
clients (including suppliers in the same dimension), accounting
codes, company organization units, document type, and calendar as
a date dimension. Once the tables and the fields had been chosen,
the ETL process can start organizing.

A. Architecture

As in [3], the architecture of implemented BI system contains two
layers, the bottom one that houses the DW connected to the data
sources through the ETL process. The upper layer houses the user
applications on the upper part and OLAP servers on the lower one,
connected with the DW databases. DW is practically a database,
multidimensional or here relational, optimized for reading,
aggregating, and searching big amount of data that is updated
regularly in certain terms, usually when the sources from which it
is charged are free and which is designed to store a long-range of
historical data. As in [1] the tables of the DW database are
connected in specific schematic structures, from which the most
known are the star, snowflakes, and constellation schemas. As the
name says, the star schema looks like a star, with a fact table in the
middle, and dimension tables on the angles, connected directly to
the fact table forming composite primary keys using their foreign.
The snowflake schema looks like the star one but allows
connections between dimensions or has a higher normalization
level, and the constellations schema allows more than one fact
table and different connections. The point of a DW database is
faster return results of the queries, so the database should be as less
normalized. As for the tables, the fact ones contain the measures
and the dimension tables contain attributes that describe the
measures.

B. ETL process

As described in [1], ETL — extract, transform, loading means that
we have to choose the data from the sources, extract them on the
stage area where will do cleansing and transformation before
loading the ready data in the DW database. The ETL process is
very important and statistically can spend 70-80% of the time
needed to develop a BI. After the tables and the fields of the tables
that would be used for the dimension tables are found, analyzing
table by table to search for dirty data (refers to data that contains
erroneous information) could start. The data can be dirty because
for different reasons, writing data in wrong fields, wrong names,
dates formats and etc, but all those have to be corrected. How this
is done in practice? As in [3], PDI and TOS too, contain different
steps for different actions. The job in TOS or transformation in PDI
for ETL data in dimension tables (except calendar one) starts in the
same way, with reading (extract) data from the original tables from
the basic data source. As a row by row is read, the row flows to the
first of the cleansing steps, then the second, third, then some other


mailto:jakimovski.igor.1@students.finki.ukim.mk

The 19th International Conference on Informatics and Information Technologies — CIIT 2022

purposed steps, and so on until finished all programmed for
cleansing and transforming the data. The last step is loading in the
DW database, in the given dimension table. As in [4], specific for
the dimension tables is that they should contain information on the
changes of the data that could occur through time and the way to
handle them. That is the part managed by the slowly changing
dimension (SCDI) named principle that offers seven ways how we
can handle the changes, starting from SCDI 0 as ignoring the
changing, SCDI 1 as overwriting the changing with deleting the
history, to keeping history details in new created database's tables.
The most used is SCDI 2 which keeps history with the versions and
dates of change added in newly created columns of the existing
tables. So for the final loading of the data in the dimension table,
the SCDI loading step with set the type for all columns from rows
would be used.

According to [5] and [6], both PDI and TOS handle all steps from
reading to loading very well, in their own way. They have different
steps for different actions according to their working principles.
The creation of the end tables, in PDI is going by pressing a button
while setting the transformation while TOS does it automatically.
For reading the sources, both tools have steps for it, for working
with strings, PDI has separate steps while TOS mainly uses the
tMAP step for different actions including the mentioned one. Both
tools allow using regular expressions but with their own syntax,
also java code expressions. The steps in the dimension in both tools
are starting with reading the original tables from the source
databases listed by the years we set, sorted from the oldest
ascending, followed by one or more cleansing steps as strings
operations depending on a cleansing procedure, ending with SCDI
loading steps. The exception of the normal dimensions is the
calendar one that has to be created from the scratch setting the start
date as the attribute for both tools, starting with generate rows step,
then adding date sequence and calculate dates steps followed by
select values and calculate additional fields steps, ending with the
loading of the record as the last step in PDI version. The TOS
version starts with the tGenerateRows step followed by the tMap
step (that is doing all other PDI steps job), ending with the step that
loads the data in the table. That means this transformation or job is
not dependent on source data. In that case, the loading step should
not be SCDI as not depends on the changes, and the normal loading
step works very well in TOS too. Once the dimension tables
loading has finished, the same with the facts tables should be done
too. The principle is the same with the extra steps for joining the
dimensions with the facts, calculating final measures, and the last
step which is normal loading in the database table. The source
tables should be searched between the ones containing input and
output transactions as for receipt and sale of goods for the
commercial part, same for input and output of accounting
document for the financial part. In this case, the commercial part
transformations in PDI or jobs in TOS begin with the reading of
two source tables which continue in two separate streams, then a
few filters on both streams followed by joining of the two streams,
then again filtering after which coming joining with the
dimensions, then calculating measurements step and at the end
loading in the table step. As to the financial fact tables
transformations or jobs, the same starts with a reading source table
followed by four filters according to dates and accountant codes,
then dimension joining followed by calculating measurements step
and at last the step for loading data in the table.

According the [3], the only problem that could be found while
executing was a bad speed performance for the SCDI loading step
using TOS. That step loads so slow that is not worth using. For
comparison, PDI executes all dimensions transformations
connected serial for seven to eight minutes while TOS executes
only the smallest one for a similar time. According to the
explanation, the recommendation is to do the complete ETL
process with the PDI tool, or if any want to do a mixture can do
with the TOS tool only the ETL process for the facts.

C. Data Warehouse

As the transformations and the jobs have been created and executed
in the order dimensions then facts, four loaded databases for four
DW have been created. The last step of the DW part is the
scheduling of updating new data. Depending on the usual data
amount, the ETL process of only fiscal year data can be scheduled
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to run in some therm out of the working hours once a week or
oftener, as in [7]. With all this previous, the DW part has finished
and the next BI parts can be worked on.

D. OLAP

According to [1], DWs that are low-level in BI architecture are
complemented by a set of top-level technologies that provide
specialized functionality for different BI scenarios through user
applications and tools that lie on top of them. OLAP is just one of
such technologies which is the background of many BI
applications. The OLAP server is a core component of OLAP
technology that sits between the DW and front-end client
applications and provides functionality for aggregating, calculating,
and analyzing historical data stored in the DW. It optimizes the
questionnaires it downloads from client applications, redirects them
to the DW database, and sends the data received from the DW to
the same client applications. As a result, the end-users receive the
required information presented in an easily recognizable form in
seconds.

One of the most popular OLAP servers is Mondrian which supports
Relational OLAP. OLAP offers a wide range of operations.

Drill down operation refers to dis-aggregation, viewing data at the
level of magnified detail. The roll-up operation performs
aggregation of the data cube by climbing the hierarchical tree, Slice
and Dice operations are performed so that a large segment of data
is cut into smaller pieces and this process is repeated until the right
level of detail for analysis is reached. Pivot or rotation is a
visualization operation that rotates the data axes to provide an
alternative presentation of the data. It may contain replacing rows
and columns or moving one of the row dimensions to the column
dimensions. As in [1], The most common OLAP architectures
encountered are ROLAP - Relational OLAP, applications based on
relational databases, MOLAP Multidimensional OLAP,
applications based on multidimensional databases, and HOLAP -
Hybrid OLAP, applications use both relational and
multidimensional techniques.

For practical implementation, the first step is creating an OLAP
schema [8] that represents an XML file containing a description of
the OLAP environment with the dimensions and facts the cube
contains. The file can be written in some text editor or through an
application built for it as SchemaWorkbench SW is [8], developed
to build Mondrian schemas. In the implementation, the SW
application has been used to create the schemas and a text editor to
create virtual cubes in the schemas as the application does not do it.
The SW application allows checking the schemas using MDX
statements writing and executing through the executor the
application contains. Once the OLAP schema has been created,
should be loaded into the Mondrian servers. In the Pentaho CE
environment that operation is going through the Pentaho console
choosing "add a new source" and importing the existing schema in
the repository, while in the Knowage environment the schema
should be uploaded through the "Mondrian schemas catalog" sub-
menu from the administration's menu of the server. Now, that
OLAP schemas have been uploaded, the transformations of the
data into the information using visualization tools can be started

E. Visualization

As in [2], the upper end of the BI architecture is the part where
business users use client tools for business intelligence. The
responsibility of these tools is to perform clear transmission and
visualization of data from data sources through DW to end-users.
This level is sometimes called the presentation of knowledge
because it is responsible not only for presenting the data but also
for presenting it in a format that is easy and understandable to
consume. Typical Bl implementation does not use a single type of
presentation software but includes more specific tools for different
purposes. For example, if the CEO of a company prefers a high-
level business overview for which he sees data in high visual
formats, such as dashboards, a well-trained financial analyst may
prefer a powerful spreadsheet or spreadsheet-like format instead of
simple graphical representations. This is an example of why most
BI software implementations provide a mixed set of tools tailored
not only to specific functionalities but also to user types. Some of
the more used and standard BI tools are spreadsheets, querying and
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reporting software, OLAP analyzers, digital boards and scorecards,
business performance management, ETL tools, and others.
According to [9] and [10], using both technologies, the next
visualization documents have been created:

Reports - two tabular reports, the first one shows the top buyers for
a chosen year, and the second gives an analytic view of the buyers
also for a chosen year, and two reports with charts, the first one
shows the perceptual sales for all cities for a chosen year presented
with a pie chart, and the second sales per cities presented with bar
chart also for a chosen year. Should be mentioned that the created
DW contains 20 years of history and the reports are parameterized
with the year parameter that has to be chosen when the report is
run. With that, the reports have some kind of interactivity.
Dashboards - two types static and interactive. The statics
dashboards are for use in management (showing present and
historic financial data for comparison) and for use in commerce
(showing buy/sale data). Both contain different elements like
charts, tables, and maps. The interactive dashboards are for use in
commerce and contain elements like charts, tables, and Pivot
tables.

OLAP analytic documents - for use in the commerce department
and show Pivot tables and charts (in Pentaho CE).

The procedure of creating is very long for this paper so will not be
explained, but the conclusions of the creation and use will be
summarized in comparative analyses of the stacks.

III. COMPARATIVE ANALYSES OF THE BI STACKS

A. Functionalities of the Business Intelligence stacks

As in [11], Hitachi Ventura as the owner of Pentaho, as time goes
by mentions the CE version less and less. Unlike the Pentaho EE
stack, which automatically integrates all modern BI functionalities,
with the installation of the Pentaho CE stack you get only: Pentaho
BA Platform - Server as a base software part that houses content
created on the server itself and includes functions for managing
security, executing reports, displaying whiteboards, bursting
reports, scripted business rules, OLAP analysis, and scheduling.
Additional functionalities are upgraded through commercial plug-
ins from the Pentaho market. As standalone software tools that can
be installed and used for free are: Pentaho Data Integration PDI
with Pentaho for Big Data as a plugin, Pentaho Report Designer
PRD, Pentaho Data Mining Weka, Pentaho Metadata Editor PME,
Pentaho Aggregate Designer PAD, Pentaho Schema Workbench
PSW and Pentaho Design Studio PDS, as from Pentaho market
plugins which are numerous, the relevant ones for the case are:
CTools with Community Dashboard Editor CDE, Community
Dashboard Framework CDF, and Community Graphic Generator
CGG. Ivy CDE connectors complete as CTools plugins, Pivot4]
Analytic, Datafor Visualizer, and BTable.

With all summarised [3], Pentaho CE has the following
functionalities: ETL - with PDI, Reports - creating reports with
PRD, publishing on Pentaho server and report viewer from the
same, Dashboards - Creating with CDE and Datafor Visualizer and
display on Pentaho Server, OLAP Analytics - built-in Mondrian
Server with Pivot4] Analytic, PAD, PSW, Datafor Visualizer,
Metadata - Creating Business Models with PME and Predictive
Analytics - with Weka.

Summary: It does not have all the functionalities that Knowage CE
has but what it has is enough to use in production. The main
components are updated regularly with new versions, the auxiliary
ones are less frequent or are stalled, but all our work is based on
the basic ones.

According to [10], Knowage, on the other hand, has different
principles for limiting CE from EE versions. Namely, it has all the
necessary modules but there is a limitation of functionalities in
them except ETL which we work with Talend and has the ability to
physically add as an external module in the stack. Otherwise, the
architecture of the Knowage stack is presented through modules in
which all the functions of the stack are arranged and which should
be grouped to obtain the desired functionalities, which are called
sub-products and with which specific actions are performed.
During the installation, can be chosen which modules to install, but
ER (Enterprise Reporting) and SI (Smart Intelligence) are
considered as initial and can be used alone or in a combined way,
sharing all the common features. The SI module can be enriched
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with four different plugins such as SD (Smart Data), LI (Location
Intelligence), PM (Performance Management), and CA (Custom
Analytics) which provide additional features. As in [3],
functionalities of the Knowage CE stack here according to the
modules are: Knowage CORE - ETL with Talend, the module that
contains the functions of menu management, document search,
profiling and security, drilling everywhere (for all documents), and
other very important for server administration. Some of the
essentials are also missing such as map navigation, tracking and
monitoring, repository management, line data connection, and
others. As second is Knowage ER - ER reporting tool which is part
of the module of the same name, and is part of the stack with the
stand-alone tool Knowage Report Designer KRD which is used for
creating reports, publishing on the Knowage server, and so on. As
the third one is the Knowage SI - SI product which is part of the
module of the same name and which covers: 1. Dashboards - the
part for creating interactive Cockpits, 2. OLAP analytics, 3.
Metadata - creating business models, 4. As a plugin of this module
should mention LI which serves to link business data with spatial
or geographical information, data used in analytical documents.
Not available functions: advanced graphical editing with pixel
options, Creating a data set from federated, template designer for
OLAP documents, wizard for creating OLAP analysis template,
etc. The fourth one is Knowage PM - a plugin that enables
performance management work. Unavailable features: Scorecards
and Alarms. As the last one is Knowage CA - a plugin that enables
Predictive Analytics with what-if scenarios. Unavailable features:
Pre-built analytics features, Pre-built R / Python advanced
visualizations.

Summary: It has more functionality than Pentaho CE but lacks
features. What it offers is still enough to function in production.
Updating versions is done regularly.

B. Scalability of views

Pentaho CE — according to the tools [9], PRD and CTools (CDE
Dashboards) is known for the so-called pixel editing of their
components. Pentaho OLAP analyzers offer template/background
editing - stylish according to the tools themselves, that is enough.
The first two offer a large amount for the selection of components
such as spreadsheets, charts, other elements, and the third one
small number of charts. Regarding data sources, PRD and CDE
Dashboards offer the use of a lot of ones, based on SQL and MDX
statements, using GUI too. Pentaho OLAP analyzers use MDX
statements or drag and drop of cubes and dimensions using GUI.
PRD make export in all standard export documents, CDE
Dashboards only on the basis of individual components in standard
forms, and Pentaho OLAP analyzers in xIs, xlsx, and pdf.
Automate filtering offer only CDE Dashboards for the charts in the
case of series and labels. Automatic drilling is not available for all.
Knowage CE — as for the tools [10], KRD offers template editing -
pixel according to certain rules, The Cockpits according to the
capabilities of the template designer himself, and OLAP Analyzers,
manually making a template in XML format and editing options as
such (if any) without giving an example in the tutorial. The first
and second offer a large number of components such as
spreadsheets, charts, cross-tabulations, and others even with quite
big restrictions for the second one. The third one offers only Pivot
table. For the data sources, KRD and Cockpits offer sufficient, with
SQL statements as well as sub-statements directly or with SQL
Query Designer, Business Model-Based Knowage Metadata (QbE)
Statements, Dynamic Statement Styling. The OLAP Analyzers
accepts only MDX statements manually entered in the template.
For an export preview, the first one offers export in all standard
documents, the second allows export of the whole cockpit in pdf
and separate components in Excel spreadsheets, and the third one
only classic print can also be in pdf. Automating filtering offers the
Cockpit only for the charts with series and labels same as
Automatic drilling - only for some charts with series and labels.

C. Smart visualization

As in [3], Pentaho CE has two-way interactivity with all tools
except the standalone OLAP analyzer which has a one-way (has
two-way included in the CDE Dashboard) with settings using script
encoding.
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As in [3], Knowage CE has two-way for all its components with
setups using GUI.

D. Integration with Existing Transaction Processing
Systems

As in [13], Pentaho CE offers direct embedding / merging with
existing Web applications - the various components of the BI
Platform can be combined to be added to an external application
with more or less optional functionality, which is up to 100% of the
platform's capabilities. The platform can also be expanded with its
own components and services.

As in [10], Knowage CE offers Direct embedding/ integration with
existing Web applications - a Web services called the BI Service
and the BI API, which are both ways of communicating with the
Knowage delivery layer, allow stack components to communicate
with external applications or integrate with custom business
applications with or without a graphical user interface.

E. Possibility to use mobile devices

As in [9], Pentaho CE - While the EE version has a module for the
mobile version, the CDE component offers the size of window
panels for viewing on mobile devices depending on the size of the
devices, which means the size of the elements is adjustable.

As in [10], Knowage CE - With the help of BI Mobile also one of
the ways to communicate with the delivery layer and thanks to the
interaction between the Knowage server and the client interface
remotely, reports, cockpits, or other useful documents can be
accessed and displayed on mobile devices.

F. Security, managed ability to distribute documents by
users

According to [9], Pentaho CE allows the management of user
authentication and authorization types by the role as well as
permissions to access folders and documents in the repository.
Authentication types can be standard on Pentaho and LDAP which
are managed directly from the Pentaho User Console (PUC), CAS
for which settings must be added directly to the security files in the
Pentaho settings folder as well as a username and password from
another application that is sent with a URL when called. A user
with administrator privileges can manage existing and create new
roles and users directly from the PUC as well as set up access to
documents and folders directly from the repository browser.

As in [10], Knowage CE also allows for the management of types
of authentication, authorization of users by roles and permissions to
access folders and documents in the repository as well as the use of
analytical drivers and value lists. Types of authentication can be
standard on Knowage, via CAS, LDAP, Google Sign-In, Azure
Sign-In, and with the help of Javascript code authentication
through a user application, but the authorization must be pre-set by
the administrator and used only for login.

G. Ease of use of the tools

As in [3], Pentaho Reporting Design PRD - for developers,
medium-difficult to create, SQL can be entered manually or you
can work with a designer but all others manually and each
individual action must be programmed. Pentaho CDE Dashboard -
for developers, medium-difficult to create, all data sources are
entered manually and each individual action needs to be
programmed. Pentaho OLAP Analyzer - for developers with
Pivot4] and Datafor quite easy, set upping via GUI with drag and
drop facts and dimensions from the existing ones, except for
interactivity that has to be programmed. Users - easy for all tools.
Knowage Report Designer KRD - for developers, medium-difficult
to create, SQL can be entered manually or with a designer but all
else manually. Base interactivity is set via the GUI, and any more
advanced action needs to be programmed. Knowage Cockpits /
Dashboards - for developers, quite easy, all data sources are
selected from previously entered data sets that are created manually
or with GUI through a business model. Interactivity through GUI
other than advanced things to be programmed. Pentaho OLAP
analyzer - for developers, medium easy with inserting a hand-
crafted template as the designer in CE does not work, but even if it
works it is not easy to use. The rest with all the interactivity is
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realized through GUI. Users - easy for all tools. Infrastructure, both
stacks work on the most of existing operating systems and servers.

H. Customer support

Pentaho CE - has pretty good user support from developers, users
who write by experience but also a lot of third parties who have
described many use cases. Knowage CE - has limited user support
mainly from partially responsive developers.

IV. CONCLUSION

No doubt is that is useful for organizations to implement BI. If
there is any decision or interest, as in [3], here are a few words as
conclusions to be considered before.

Regarding databases, PostgreSQL is giving better performances in
the speed and stability used in all BI processes in comparison with
MySQL. On the other side, MySQL has a well know syntax and
manipulation tools, but recommend PostgreSQL.

Regarding the ETL tools, as already mentioned, the TOS problem
is a slow SCDI step but TOS has problems also with the MySQL
database in some situations too. So the recommendation is to use
PDI.

For the BI stacks, if one prefers more OLAP processing better
chose Pentaho CE as offers more OLAP-like options. All his tools
use MDX language even the ones that use OLAP with drag and
drop in GUI environment. Of course, Pentaho CE offers SQL
language too between all other options and works very well and
stable.

On the other hand, if you prefer easier development choose
Knowage CE. Creating Dashboards and setting the interaction is
casier in Knowage CE than in Pentaho CE where all actions should
be coded. Knowage CE also works very well and is stable.

For the user's support, Pentaho CE offers better.

For maturity, Knowage is a younger project than Pentaho, so
should expect better things in the future.
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Abstract—This essay explains some of the current techno-
logical trends in autonomous vehicles. Most of the research
is regarding the artificial intelligence of autonomous vehicle
systems, but also considers strategies for proper tuning of
sensors, algorithms for communication between vehicles and
their energy efficiency. Some important research questions in
the field of cybersecurity in autonomous vehicles are also listed.
Finally, there is a comparison between three currently developed
vehicle models. The general conclusion is that there is still no
real autonomous vehicle, i.e. we are between the second and
third level of automation (partial and conditional). It is also
necessary to regulate the use of autonomous vehicles and to
define procedures for when a system error occurs.

I. INTRODUCTION

People have always strived to achieve balance between
increased productivity and improved efficiency. With the
incorporation of machines and computers in every sphere
and the automation of lots of difficult and repetitive tasks,
life today is unimaginable without the technological devices
that make our daily lives easier. However, there are still many
tasks that require complex thought processes and intelligence,
and despite all the efforts, machines and artificial intelligence
still cannot perform them.

This includes driving, due to the fact that it happens in
an unpredictable, stochastic and partially-observable environ-
ment. Still, many companies are actively trying to develop
systems that will be able to drive completely autonomously
without the help of humans. In this essay I will analyze
the current technological trends in autonomous vehicles and
currently developed vehicle models, as well as important open
questions for research in this field.

II. DEFINING AUTOMATION

Six technical levels of driving automation [[1]] [2] have been
defined in terms of the roles of the human driver and the
vehicle’s system while performing the driving actions. The
levels start at O with no automation, then driver assistance,
partial, conditional, high-level, and finally, full automation at
level 6.

Following this classification, current autonomous driving
systems are located between the second and third levels —
partial automation (the system controls the vehicle’s move-
ment but the driver detects and reacts to events) and condi-
tional automation (the system performs all necessary driving
actions, but the driver must pay attention and be ready to
take over in case of error or system failure). The fourth and
fifth levels, which include actual autonomous behavior, are
still unattainable [3].

III. TECHNOLOGICAL TRENDS

A. Research on artificial intelligence systems

Most of the research in the last ten years related to
autonomous vehicles is based on artificial intelligence, es-

pecially after the rise of deep learning [3|]. Fields where
artificial intelligence can mainly contribute to improvement
include control, perception, prediction, and modeling driving
behavior.

1) Control: One of the main problems of autonomous
vehicles from the aspect of control is controlling the speed
of the vehicle in parallel with the rest of the dynamic driving
tasks. To enable this, PID controllers are commonly used, but
various methods are constantly being explored to optimize
them, as well as reduce their errors [4]. Professors from
the Department of Artificial Intelligence at the Technical
University of Madrid have devised a function for global error
that allows the use of various heuristic functions to regulate
and optimize the control parameters of PID controllers. Using
genetic algorithms, memetic algorithms and network adaptive
direct search, they have shown increased controller accuracy
compared to classical optimization based on other methods.

2) Perception: Artificial neural networks play a leading
role in improving the perception of autonomous vehicles.
In particular, the application of deep learning methods is
explored in object detection, semantic scene segmentation,
examples segmentation and lane line segmentation [S[]. The
application of the Q-learning algorithm, which can be used to
solve stochastic problems without a model, is also explored
for driving in roundabouts [[6], as well as the introduction of
a so-called blind intersection planner in the system controller
[70.

3) Prediction: Neural networks are also used to improve
agent predictions in autonomous driving. One of the most
important problems in this area is the prediction of the
trajectory of other traffic participants. Different machine
learning methods are used to solve this problem. Professors at
Hanyang University in South Korea have developed a method
based on the Random-forest algorithm, which they have
tested in different scenarios. The results showed improved
predictions with increased robustness [8]]. Scientists at Shang-
hai University of Science and Technology have developed
a model for the sequential dynamics of motion estimation,
which has better performance than currently used models for
monocular visual odometry, or the use of image information
obtained with a single lens [9].

4) Driving behavior modeling: Modeling the behavior of
other agents in the environment during autonomous driving is
possible only after their successful detection and furthermore,
accurate prediction of their movement. The most challenging
task appears to be modeling the behavior of the vehicle
in front of the agent, especially when they suddenly shift
into the lane, brake, or change speed. Many researchers are
experimenting with different methods to improve the accuracy
of such predictions [[10] [11].
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B. Sensors

The movement of autonomous vehicles is highly dependent
on their ability to orient themselves and navigate around the
environment. Simultaneous localization and navigation algo-
rithms show satisfactory results [|12f]. Various algorithms that
use deep learning for vision (rare spatial convolutional neural
network) and sensor integration algorithms (sensor-weighted
integrated field) are also explored. These algorithms mainly
use four sensors: vision, light detection, range of vision, and
a GPS sensor [13]. To improve the precision of obstacle
avoidance while maintaining a smooth and uninterrupted ride,
sensor-based feedback strategies are being explored [14].

Additionally, proper sensor tuning is crucial to ensure their
functionality and then to optimize it. In autonomous vehicles,
the placement of the cameras has a direct impact on the
vehicle’s ability to properly orient and navigate the environ-
ment. New interactive camera calibration methods have been
developed, adaptable to different models, which reduce the
complexity and improve the accuracy of the process [[15].

C. Communication between vehicles

One of the benefits of autonomous vehicle traffic is their
ability to communicate quickly and therefore operate more
efficiently. But secure communication between vehicles is still
evolving because their systems are at a certain level of risk of
cyberattacks. Attempts have been made to develop different
models for risk analysis in the early stages of system design
[16].

Scientists from the Eindhoven University of Technology
have presented a framework for cooperative assessment of the
condition of autonomous vehicles. The assessor is analyzed
through simulations of three different scenarios (straight line
driving, constant curve rotation, and turns in the form of the
number 8), which show benefits of vehicle-to-vehicle commu-
nication, such as accurate measurements of the components
of the states of both vehicles and a reduction in measurement
error of over 50%. Additionally, this framework uses a
combination of different sensors together with information
received from the other vehicle, leading to greater overall
robustness of the system in the events of sensor failures or
data loss [[17].

D. Energy efficiency

As the amount of information processed by the systems
of autonomous vehicles increases, so does the energy con-
sumption, i.e., the amount of electricity required for their
calculations. Currently used SRAM architectures offer great
accuracy, but also consume a lot of energy, which is why
methods are being explored that would reduce energy con-
sumption without reducing accuracy. Field effect transistors
on carbon nanotubes or fin field effect transistors are potential
solutions for high-consumption artificial intelligence devices,
but there is also new research on SRAM devices that com-
bine these transistors and offer a low-energy solution [18].
Designs for electronic control units of embedded electronic
systems that increase the security of the agent’s entire energy
management system are explored as well [19].

IV. OPEN RESEARCH QUESTIONS

A. Human factors in cybersecurity of autonomous vehicles

When using autonomous vehicles, there is risk of a cy-
berattack on the software that controls the vehicle. In such

cases, appropriate action should be taken to neutralize the
attack or minimize its consequences, which requires human
intervention. But compared to machines, humans are far more
prone to errors, so to increase efficiency in dealing with
software threats and attacks, it is necessary to minimize
human errors.

It is crucial to identify potential cyberattack scenarios and
the people who are most vulnerable to them, and to create
educational materials specifically designed for them [20]. In
my opinion, narrowing down the most vulnerable groups and
targeting them during any informative processes could result
in more efficient appropriation of funds and resources for
education on this topic.

Furthermore, it is important to lay the groundwork for
what cybersecurity is and what risks there are to autonomous
vehicle software. An important research question is how to
explain these terms to the average citizen [21], or even exactly
how exposed is the average citizen to such threats.

B. Defining regulations

It is important to define the level of attention required
by passengers in autonomous vehicles. Research shows that
different drivers have vastly different reactions and reaction
times to unexpected events while driving [22]] [23] [24].
Researchers need to determine the maximum permissible
level of distraction of the driver to enact proper legislation
[20]. This is especially important for vehicles of levels 2
through 4, since they are not fully automated and require
human assistance or takeover in certain cases, which differ
through each of the levels.

Lastly, it is important to note that the findings of some
of these studies would be truly necessary and useful only
when there is daily and widespread use of autonomous
vehicles [20]. But even so, I believe that researchers should
be encouraged to explore these areas continuously. It is far
better to have the answers to these questions early on, so that
they can fundamentally affect the development and design of
such autonomous systems.

V. CURRENTLY DEVELOPED SYSTEMS
A. Autopilot

Autopilot is a collection of driver assistance software
features currently developed by Tesla, intended to increase
road safety [25]. They currently offer three system packages:

1) Autopilot — steering assistance and car-speed matching

assistance with the speed of surrounding vehicles

2) Enhanced Autopilot — upgraded to include additional

assistance with lane changing and parking, as well as
a “Summon” feature which can move the vehicle out
of a parking spot or tight space

3) Full Self-Driving Capability — includes all aforemen-

tioned features and additionally and all necessary hard-

ware for fully autonomous driving.
As of 2019, every Tesla car is equipped with the standard
Autopilot package, while the models containing necessary
hardware can be upgraded to the additional two packages.
The systems of Model 3 and Model Y use 8 external cameras,
12 ultrasonic sensors and an on-board computer which uses
neural network processing. The systems of the newer Model
S and Model X are additionally equipped with a radar [26].

It is important to note that all system packages require
active vehicle control and supervision by the human driver,
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especially keeping their hands on the steering wheel. The
current capabilities of this system are at level 2 driving
automation.

B. Toyota Teammate

Toyota Teammate [27] is a suite of driver assistance
technologies currently developed by Toyota:

o Advanced Park — performs hands-free parking operations
monitored by the human driver

o Advanced Drive — driving assistance including steering,
acceleration, breaking, changing lanes and more, with
a hands-free option under specific conditions, requiring
constant supervision by the human driver [28].

This system is also at Level 2 driving automation, intended
to assist human drivers.

C. Drive Pilot

Drive Pilot is an intelligent driving assistance system
actively developed and tested by Mercedes-Benz, which has
the potential to reach Level 3 driving automation on highways
[29]. The user (human driver) needs to be ready to resume
driving if the system anticipates that it cannot continue
reliably driving. The procedure is precisely defined — the
system firstly requests from the user to resume driving, while
continuing to operate the vehicle until the user takes over. If
the human fails to respond, the system will bring the vehicle
to a safe stop and turn on hazard warning lamps.

This system can only be enabled within its Operational De-
sign Domain which includes the required conditions in which
it knows how to drive — fully access-controlled highways
with medium to dense traffic in fair weather. Additionally,
available driving routes are defined within a precise and
high-definition map. The system also continuously monitors
the user’s state and if it detects prohibited actions, such as
sleeping, it issues warnings and furthermore, safely stops the
vehicle if the user persistently fails to respond [29].

The Mercedes-Benz S-Class models equipped with this
system use a variety of sensors, including radar, LiDAR,
camera, road moisture, ultrasonic sensors, and microphones,
which provide a 360-degree field of view. The input from
all sensors is combined to improve the accuracy of the
environment. The redundancy of some of the perception
sensors ensures proper functioning even in the event of certain
sensor failure [29].

Additionally, the system contains thirteen individual func-
tions meant to assist the driver when Drive Pilot is turned
off, including speed limit, lane change and keeping, braking,
blind spot vision, parking, emergency stop, and more [30].

VI. CONCLUSION

There is no doubt that autonomous vehicles offer many
benefits to humans. Statistical estimates show that the vast
majority of road accidents occur due to human error. Even
if we put car accidents aside, humans are still fundamentally
irrational beings who do not have the computing power of
a machine and cannot always calculate and take the optimal
step. Due to this, there are often traffic jams, delays, and
congestion that last for hours and drastically reduce the
efficiency of traffic.

Autonomous vehicles, as systems that are completely ra-
tional and guided by the rules programmed into them, are
a potential solution to many of the traffic problems we

face. They would follow all traffic rules without unnecessary
speeding or unplanned lane switching, they are not prone to
drunkenness and other intoxicating substances, and they have
no egoistic tendencies that would influence their decisions.
However, the technological innovations in this field are
still insufficient to achieve the fourth or fifth level of vehicle
autonomy. Although experts are optimistic that a solution
will be found in the next few decades, this requires a lot of
resources and research, but also legislation that will properly
regulate their use. We must not allow fully autonomous
vehicles to be integrated into our daily lives without being
completely sure that they are secure and reliable.
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Abstract—In this paper, we analyze the provided security,
anonymity, and privacy provided by Zcash and Monero. We
focus on the description for the e-voting framework based on
Zcash and Monero using their anonymity advantages.
Analyzing advantages and disadvantages of Zcash and
Monero, we make comparation between them, and conluded
that Monero is more secure than Zcash, and we recommend
using Monero for serious e-Votings. Our key is to give a
sparkle to Blockchain developers to create a legitimate
framework or system that would be based on Zcash and
Monero Blockchains to realize e-voting.

Keywords—e-voting, Blockchain, Zcash, Monero

L.

Voting is an action we perform in several different
situations: some examples are song contests, reality shows,
associations/councils, company decisions, or politics.
Wherever allowed, digital voting systems have been
introduced as tools to make it easier for voters to express
their choice and to reduce the huge costs of voting in person.
However, most digital voting solutions in use nowadays
affected by several problems. Digital ledger technologies,
especially Blockchains, renew interest in e-voting.

INTRODUCTION

In Section II (e-Voting criteria), we describe the criteria
for e-Voting, then in Section III (Blockchains overview), we
describe Blockchains and conclude what type of Blockchain
satisfies those criteria. In the Section IV (Blockchains
overview), we describe how Zcash and Monero work and
analyze the provided security, anonymity, and privacy In
Section V (e-Voting implementation ideas) is the description
of how will be working e-Voting based on Zcash and
Monero, in Section VI (e-Voting phases) we describe phases
in both implementations. In Section VII (Comparison
between Zcash and Monero), we compare them based on
their provided security and conclude what is more secure for
e-voting. In Conclusion we describe the key features and
advantages of using Blockchain for e-Voting.

II. E-VOTING CRITERIA

e-Voting must meet the following criteria: Immutability,
Equality, Eligibility, Anonymity, No forgery, Verifiability,
Scalability, and Stability.

Immutability means integrity too because this step means
that no one can have access to votes in terms of deletion or
modification. Using the Blockchain we can satisfy these
criteria because once a voting transaction is made it is
permanent, unchangeable, undeletable.

Equality assures that each vote once is counted and the
choice added to a database, that vote should no longer be
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eligible to go through counting again. With a framework, we
would make some changes and add “flags” to the votes once
they go through counting.

Eligibility assures that the vote comes from the voter and
no one else. We provide eligibility by using zk-SNARKs in
Zcash based implementation, in Monero based
implementation by using Ring Signatures.

Scalability means that the system should be secure
enough, professional enough, and have free data space for
millions of voters since this system can be used for political
elections.

Stability means that the system should be designed to
have a long life, stability depends on scalability.

Anonymity ensures that the Voting system user knows
that the voter voted, but not what the voter voted for.

No forgery means that only the legal voters can vote and
every voter can vote only once.

[II. BLOCKCHAIN

Blockchain is a peer-to-peer ledger system that allows
peers to transact directly with each other eliminating the need
for a central authority. Blockchain is a system for recording
information about a transaction in a new decentralized way
that makes it difficult or impossible to alter. These
transactions are stored on sheets or blocks in a digital ledger
that is shared among the participants of the network.
Consensus on the transactions brings the peer-to-peer
network into an agreement.[1] There are two types of
Blockchain - public Blockchain and private Blockchain.

A. Public Blockchain

A Public Blockchain is open and full transparency for all
and allows anyone to participate in the network, read or
write. We can not use the public Blockchain for e-Voting
implementation, since it does not satisfy Anonymity criteria.
Also, the public Blockchain is decentralized and does not
have a single entity that controls the network. Moreover,
Blockchain does not have any regulations that the nodes have
to follow.

B. Private Blockchain

A Private Blockchain is a permissioned managed
Blockchain and participants must consent to join the
network. Only entities participating in the transaction know
about the transaction performed, others will not be able to
access it. Private Blockchain focuses on privacy concerns
and provides high efficiency, faster transactions, and better
scalability. We can conclude from the previously said that
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private Blockchain satisfies all criteria for e-Voting described
in the previous section.

IV. BLOCKCHAINS OVERVIEW

The e-Voting process must be anonymous and private,
because of that, we chose Zcash and Monero,
which are the most popular private cryptocurrencies, for the
base of e-Voting. Below we describe how Zcash and Monero
work and offer anonymity and privacy.

A. Zcash

Zcash is a privacy-protecting, digital currency built on
strong science. Zcash was first released on October 28, 2016,
and it was originally based on Bitcoin’s codebase [2]. The
Zerocash protocol is being developed into a full-fledged
digital currency, Zcash. Zerocash extends the protocol and
software underlying Bitcoin by adding new, privacy-
preserving payments. Zcash has its unique advantage.
Zcash’s anonymity relies on a shielded pool, where partial
transaction information such as input/output addresses and
the transaction value is no more directly available from the
Blockchain. Zcash is a cryptocurrency that uses advanced
applied cryptography to provide enhanced privacy via
shielded addresses. Zcash is the first practical application of
zk-SNARKS, a specific type of zero-knowledge proof, a
novel form of zero-knowledge cryptography.

zk-SNARK stands for Zero-Knowledge Succinct Non-
Interactive Argument of Knowledge, and refers to a proof
construction where one can prove possession of certain
information, e.g. a secret key, without revealing that
information, and without any interaction between the prover
and verifier [3]. Zero-knowlegde proof allows the prover to
prove the verifier that a statement is true, without revealing
any information beyond the validity of the statement itself.
Succinct means that the zero-knowledge proof can be
validated within a few milliseconds, even in the case of
statements related to large-scale programs. Non-interactive
refers to a zero-knowledge protocol where the prover and
verifier have little to no interaction. This means they can only
exchange one proof. Zk-SNARKSs records only the proof of
the transaction on the Blockchain node, safeguarding the
identity of the sender, receiver, and other details associated
with the transaction.

Zcash addresses are ecither private (z-addresses) or
transparent (t-addresses). Z addresses are private addresses
and only the user can see the balance in the wallet.

Zcash has 5 types of transactions [2], we will describe
only the most secure type — shielded transactions that will be
used in e-voting. A shielded (private) transaction is a
transaction from z-address to z-address. In these transactions,
the addresses, transaction amount, and the memo field are all
encrypted and not publicly visible. The fact that the
transaction has happened is recorded on the ledger, but the
sending and receiving addresses and the amount sent are not
revealed to the public.

B. Monero

Monero is the leading cryptocurrency, launched in April
2014 and focused on private and censorship-resistant
transactions. Monero transactions are confidential and
untraceable. Monero is the only cryptocurrency where every
user is anonymous by default. The sender, receiver, and
amount of every single transaction are hidden through the use
of three important technologies: Stealth Addresses, Ring
Signatures, and RingCT. [4]

120

Stealth addresses are an important part of Monero's
inherent privacy. They allow and require the sender to create
random one-time addresses for every transaction on behalf of
the recipient. The recipient can publish just one address, yet
have all of his/her incoming payments go to unique addresses
on the Blockchain, where they cannot be linked back to
either the recipient's published address or any other
transactions' addresses. By using stealth addresses, only the
sender and receiver can determine where a payment was sent.

(5]

Ring signatures are anonymous digital signatures from a
member of the group, but they do not reveal which member
signs the transaction. To generate a ring signature, Monero
uses a combination of keys from the sender's account and
links them to the public keys on the Blockchain. This makes
it unique, but also private. It hides the identity of the sender,
as it is computationally impossible to determine which of the
group members' keys was used to produce the complex
signature. [6]

RingCT, short for Ring Confidential Transactions, is how
transaction amounts are hidden in Monero. RingCT
introduces an improved version of ring signatures called "A
Multi-layered Linkable Spontaneous Anonymous Group
signature" [6], which allows for hidden amounts, origins and
destinations of transactions with reasonable efficiency and
verifiable, trustless coin generation. [7]

V. E-VOTING IMPLEMENTATION IDEAS

The implementation of e-voting, in the best case, would
involve two systems that makeup one Voting system. Those
would be the system at the end of the user - voter and the
system at the end of the state voting organization - The
voting system.

We have the Voting system (through which is
implemented voting) and two parties: The voting system user
(for example State Election Commission) and the Voters for
implementing e-voting. In contrast to the traditional Zcash
and Monero coins transaction where the user mine coins and
then gets them, in e-voting, all transactions are to the Voting
system user.

For an implementation based on Zcash, we use the
zkSnark protocol and Shielded (private) transactions. We use
this type of transaction as the most secure, because the
addresses, transaction amount, and the memo field are all
encrypted and not publicly visible. As we said all
transactions are to the Voting system user and all voters will
know that address.

For an implementation based on Monero for the
transaction (exchange of the vote from the state commission
to the voter and then back to the state commission, we would
use Ring CT because thus the way we hide the content of the
vote. The content or the vote should not be public because no
one should know which person has voted, that’s why we
would use ring CT and thus way modify the algorithm to
show only what is voted but not by who.
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VI. E- VOTING PHASES

—

Fig. 1. E-Voting procedure

We have seven phases Honesty Check, System Setup,
Creating Voting Address, Voting, Verifying Transactions,
Receiving Transactions, and Publishing results. In Fig.1 we
show the e-Voting procedure.

1. Honesty Check

We need to ensure that each voter will vote only once,
because of that we store IDs of voters that voted and we start
the e-voting procedure with the Honesty Check phase. In this
phase we check Is the ID of the voter is in the database? If it
is, that means that the voter has already voted and has no
right to vote again, so the procedure ends here. Otherwise,
we move on to the second phase.

2. System Setup

For an implementation based on Zcash, the System Setup
phase is identical to the phase with the same name in Zcash
coins transactions [8]. During this sub-phase, the KeyGen
function samples the proving key(encrypted proving
polynomial) and the verification key (encrypted target
polynomial) and stores it as the output. This is done using the
RSA protocol [9] by the Trusted Third Party. Next, we store
these keys in the ppar string that is stored on the Blockchain,
so can be easily accessed by both the prover and the verifier.

The traditional Monero implementation does not request
the trusted setup, but a trusted setup is necessary for e-voting

3. Creating Voting Address

In Zcash based implementation Creating a Voting,
Address is identical to the Creating Payment Address phase
in Zcash coins transactions. Using the ECIES encryption [10]
we create a public and a secret key for a single user.
Following these keys are used in conjunction with a pseudo-
random function to generate a public key address or
public/private key address pair.

In Monero based implementation Creating Voting
Address for the voters is identical to the traditional coin
transaction we create random one-time addresses for every
voter’s transaction (if a voting transaction was not successful,
the voter still have the right to vote and his voting address
will be different from the previous address). For the Voting
system user, we need a static unique address on which it will
receive all transactions.
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4. Voting

The Voting phase as the name suggests is voting from a
voter's private address(only known by the voter), in both
implementations Blockchain voting token is sent to the voter.

The input in this phase is ppar string if we use Zcash
based implementation, for Monero based implementation we
do not need the input. This phase in both implementations
provides an output tuple that stores the vote and Voting
system user. The voting phase is not executed by a Voting
system user.

5. Verifying Transaction

In Zcash based implementation this phase has two sub-
phases, first, the sub-phase is executed by a prover sub-
phase, and second by a verifier. The first sub-phase is
executed by a prover and takes as input the ppar string.
During this sub-phase, the Prover (voter) executes the Prove
function. The zk-SNARK proof has a ppar string as input for
the second sub-phase. The second sub-phase is executed by a
verifier and takes as input the ppar string and zk-SNARK
proof which is the result from the previous sub-phase. This
sub-phase is similar to Verifying Transaction phase in Zcash
coins transaction with pour ledger. During this sub-phase, the
Verifier executes the Verify function using the zk-SNARK
proof, the public input as stored inside the transaction ledger,
and the verification key (part of the ppar string). The Verify
function returns a boolean value depending on whether the
verifier is convinced that the prover’s assertion is genuine. If
the verifier is convinced of the zk-SNARK proof (and that
the digital signature is valid), the Verifying Transactions
phase returns TRUE. If the result is false the procedure ends
here.

In Monero based implementation we create the signature
for the transaction after the voting, using a random sampling
algorithm, the wallet selects a set of global indexes from the
histogram provided by the daemon, then the daemon will
need to provide the corresponding outputs. The index of the
real output is also included in the request for two reasons: as
a test whether the daemon sends the correct outputs and to
obfuscate the final ring signature from a curious daemon. We
use the Multilayered Linkable Spontaneous Anonymous
Group signature (MLSAG)[6] which is a generalization of
using a key vector. The point of using a key-vector is so that
a user can prove they simultaneously have knowledge of both
the secret key of the input address and the secret. The above
is de-facto the Verifying Transaction.

6. Receiving Vote

Following the TRUE result from the previous phase in
both implementations, we get to Receiving Vote phase. As
we said before the receiver for all voting transactions is a
Voting system user. The voter used the Blockchain vote
token and the voting system stores voter's username in our
database .

7. Publishing results

Publishing results is the last phase and it is executed only
once by the Voting system user when voting is officially
over. The voting system user summarizes votes, adding flags
to the votes once they go through counting. The results and
according to the appropriate voting protocol announces the
winner(s).
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VII. COMPARISON BETWEEN ZCASH AND MONERO

As we discussed in the topic both Monero and Zcash
provide great privacy, anonymity, and a possible framework
to be made using these Blockchains for e-voting. Both of
these Blockchains offer very good privacy but in realization,
they are completely different. When we are on Zcash we can
say that Zcash is more opt-in but on the other hand on
addressing known issues Monero is more practical. As it is
already discussed, we know that Monero uses Zero-
knowledge proofs with actually it is in a way mathematically
provable system to hide details of the transaction, transaction
meaning the transfer of a vote but for sure this is not enough
to consider protecting privacy. On the other hand, Monero
uses older layers but those layers are better studied. Monero’s
layers tend to obfuscate the source of funds which are ring
signatures, hide the amount (the vote in our case) which
means we have a confidential transaction, and also the
destination which is a stealth address. Even though their
layers give extraordinary privacy, in theory, this can never be
zero-knowledge, but Monero is slightly on advantage
because we don’t have proof that Zcash is a bug-free
implementation of the theory [11]. Monero is more secure
than Zcash, therefore we recommend using Monero for
serious e-votings.

CONCLUSION

Blockchain-based e-voting is the best solution and we can
conclude that from key features. No external entity can add,
remove or modify votes because it is native to Blockchain
technologies. With zk-SNARKs and Ring Signatures of
voters, we confirm that is not possible and no one can falsify
an identity using another voter identity by abusing
Blockchain. Because of token fungibility, each vote is equal
to the other.
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Abstract— The internet and computers are constantly
evolving. This means the people are always staring into the
monitors. they can do different things on the internet like
learning new stuff, watching videos, playing games, chatting
with their friends, etc. But sometimes they forget about the
time spent with their computers, doing their stuff, and
sometimes their friends or parents will tell them to get off
their computers because they can hurt their eyes, or they
don’t have a social life. Last year we surveyed this topic, but
goal was high school students in North Macedonia. So, in
this paper, we will explain what are the benefits and what
are the costs of playing computer games for high school
students.

Keywords—computer games, internet, high school students

INTRODUCTION

People play games for different reasons, some of them
play for fun, some of them play to relieve stress, and some
people play games to spend time. Playing games can have
both, advantages and disadvantages, for a high school
student, like having bad grades if they don’t know how to
manage their time, problems with their parents [8] because
they stare too much into the computer screens, not going out
to catch a breath, violence, wasting their time, or if they
switch to the good side of the book, they will see that if they
play games, their IQ will increase, or they can learn new
stuff and this depends on the genre, like cooking, building,
etc. Today there have tons of platforms to play games, like
mobile phones, computers, and laptop computers, consoles,
decks. Every year tons of games are coming out from
various developers around the world, some of them are free,
and some of them cost money.

METHODOLOGY

Last year, we surveyed 188 respondents. The students
who answered this survey are from different high schools.
Most students are male 75.5% and female 24.5% and they
are between 15-18 years old. We shared our survey on
several news websites, such as e-sports websites [1] and
classic traditional websites. Through this survey, we had
several difficulties reaching the students in North Macedonia,
because most of the high schools don’t have a website or
they have inactive social media pages like Facebook page or
Instagram page. So we need to contact the headmasters
through their personal contact information like Facebook
profiles. We conducted this survey for several months, and in
the end, we collected the answers. We also had several
hypotheses which we wanted to confirm if they are true or
fake.

St. Cyril and Methodius University
Skopje, Republic of North Macedonia
nikola.janev(@students.finki.ukim.mk
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The hypotheses we wanted to confirm:

1. Gaming disrupts the physical and mental condition of
people.

2. Gaming improves communication and thinking skills.

3. Gaming socializes people and connects them with
people of other nationalities and countries.

To confirm these hypotheses, we had several questions
which some of which are with the Likert scale, to see their
responses more correctly.

The questions that were in our survey:
1. What is your gender?
2. What year are you in high school?
3. Type of secondary school?
4. Do you play video games?

5. How much time in your day, do you spend playing
video games?

6. Have you ever had a physical or mental disorder from
playing video games (eg, kyphosis, damaged vision)?

7. How often do you interact with your teammates in the
games?

8. Do you play online or offline games?

9. Do you think that by communicating with people from
another country you are learning something new (eg new
language, their culture)?

10. Which type of genre do you play?

11. Have you ever lied that you can not go out with your
friends to play games at home?

12. How often do you hear rude words from your
teammates about you or another player?

13. Do you think that playing video games improves the
way of thinking and coping in certain situations?

14. Did you make a friendship with another player during
your gameplay?

15. Do you watch e-sports or traditional sports?
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RESULTS

When we asked them about the year, we got 27.7%
of students are in the first year, 31% second, 26.1% in the
third, and 15.2% are in the fourth year of their education.

This can be seen in Fig. 2 where we have our pie chart
presented.

What year are you in high school?

184 responses

® First

@ Second
Third

@ Fourth

A

Fig. 2 What year are our respondents in high school

In Fig. 2 we can see that most of our respondents who
play video games are in the second year of their education,
and second place takes students who are in the first year of
their education. This chart maybe can tell us that students
who are in the early years of their education are more
represented, or we have a small number of respondents that
are in the fourth or third year. Our next question was about
the type of their secondary education to see from which type
of school our respondents are coming. As we can see from
Fig. 3 76.1% are in vocational education and 23.9% are from
the professional school where students are not focusing on
one profession, but they are learning everything.

Type of secondary education?
184 responses

@® High school
@ Professionally

Fig. 3 Type of secondary education

The next question we asked was to see if the students
play video games or not. Because we didn’t want to have
false answers. So from the chart (Fig. 4), we can see that
76.1% of the students are playing games, and 23.9% are not.
This indicates that most of the students are playing games in
their free time.

Do you play games on computer?

184 responses

® Yes
® NO

Fig.4 Do our respondents play video games

Our next question is interesting for time management.
Because we wanted to know how much of our respondents
play games in their free time, and from Fig. 5 we can see that
44% of our respondents play more than one hour per day
second part from the chart is 24.2% of our respondents play
less than one hour, which is good and they do something else
than playing games. And we have 15.9% who play exactly
one hour. These students can say that they have great time
management. And 15.9% of the students don’t know their
average playing time or they don’t want to say it.

How much time of the day do you spend playing games?

182 responses

® One hour

® More than lhour
Less than lhour

@ !don'tknow

v

Fig. 5 How much time our respondents spend
playing video games

Our next question was a little medical because we asked
our respondents did they had disturbed physical or mental
health from playing video games for example kyphosis, pain
in their back or eyes, etc. In Fig. 6 it seems that 79.9% of our
respondents didn’t experience any disorders, which is good.
But 20.1% of our respondents experienced some disorders.

Have you ever had a disturbed physical/mental state
from playing games, eg:kyphosis?

184 responses

Fig. 6 Did our respondents experienced any disorders?

From the chart, in Fig. 6 we see that 20.1% said yes. But
for example, if they got a kyphosis because they play games
it's not true. Because they decide how to sit and how far
away they are from their computer screens. They can get
kyphosis if they write their homework without computers or
watch videos or message their friends on Facebook. For our
next question, we introduced the Likert scale and we have
minus two respondents from our previous two questions.
And we wanted to know how often our respondents interact
with their teammates if they play online multiplayer games.
We can see that 42.9% always communicate with their
teammates during the gameplay, and 36.3% said that they
sometimes communicate with their teammates. Maybe this
means they don’t want to talk too much, or no one is talking
to them. And 20.9% said that they never communicate in the
game, which indicates that maybe they are shy, or don’t
know the language they hear.
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How often you interact with your players during the game?

182 responses

@ Always
® Sometimes
Never

Fig. 7 How often our respondents communicate

In the next question we were interested in the games our
respondents played, whether it's online or offline. For offline
games they can't communicate with the players who are in
the game, but they can communicate with a friend or the
person next to them if the game is played with two players.

Do you play online or offline games?

177 responses

® online games
® offline games
» both

4z

Fig. 8 Do our respondents play online or offline games

From Fig. 8 we can see that students who are in high
school play online and offline games i.e. 55.4%, 36.7% play
online games, and 7.9% play offline games. This chart
indicates that most of the students are playing online games,
which means they are active on the internet. This means that
they can communicate with their teammate if the game can
do that.

Do you think that by communicating with people from another country
you are learning something new(eg: new language, culture,...)?

184 responses

® YES
® NO

i

Fig. 9 What do our respondents think about learning new stuff
from video games

In the chart from fig. 9 our respondents 91.3% said that
they can learn something new while playing videos games.
For example a new language or more information about their
teammates. If the game is online, the players can be from
another country and they will speak different languages
which the player can learn more about that.
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What games do you play?

180 responses

Strategically

Action 115 (63.0%

Some other type of
games

Fig. 10 The game genre

In Fig. 10 and our 10-the question was about the genre that
our respondents play. We put an accent on strategy and
action games because we believe that our brains are
developing faster playing this type of genre. So 43.9% or 79
respondents said that they play strategic games, 115
respondents play action games, and 51.7% said they play
something else. Sometimes they can hear rude words when
they communicate with the players, friends, or someone else.
Of course, this is present in the games, so we asked our
respondents how often they hear rude words.

How often do you hear rude words from your

temmates about you or another player?
183 responses

® Aways
® Sometimes
Never

Fig. 11 How often do you hear rude words

Sometimes when people play games, they can make a
friendship with someone else if that person is friendly. To
confirm this, we introduced a question. As we can see in Fig.
12, 80.9% formed a friendship from playing games, which
means, yes, people who play games can form a friendship
with somebody.

Have you formed a friendship with another player

2

while playing games?
183 responses

® YES
® nNo

Fig. 12 Chart about forming a friendship in games

And for the final question for our research, we had to ask the
students, do they watch e-sports or traditional sports? And
for our luck 43.5% watch e-sports which is a new way of
entertainment the younger and for the older generation.
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Do you watch esport or traditional sport?
170 responses

@® Esport
® Traditional

-

Fig. 13 Do high school students watch e-sports or
traditional sports

DISCUSSION

With the first hypothesis we wanted to confirm does
playing games can disturb the mental and physical condition
of people, so we asked if they ever had a physical or mental
disorder from playing video games, and most of them hadn't.
To confirm the second hypothesis, we asked two questions:
how often they interact with their teammates, and how they
think that gaming can improve their way of thinking and
coping in certain situations. The third hypothesis is linked
with question 9 and question 14.

In one article from Dailymail [2], we can see that a man
goes blind in one eye after playing video games on his
mobile all night. He stared at the tiny screen of his phone all
night. Yes, playing video games can damage the eyes, if the
person is addicted to games and can stop. But this is not
because of the games, but by looking at the screen for a long
period, the eye can be damaged whether it is reading an e-
book, watching videos, etc.

The third hypothesis is also true. If students play online
games, they connect with different people around the world.
This means they meet new people every day and if the other
person is friendly, they can make a good conversation,
whether it is for the game or their private life. Yes, in online
games students often play games in teams, which means they
can benefit their social development if its done in moderation
[5]. Video games also provide the players with the
opportunity to take a leader's position, which requires greater
social networking skills and teamwork to keep other players
happy. These skills are important the outside of the world
for creating and maintaining friendships, especially in school
and work environments.

In one study from pewresearch [7], more than half of the
teens have made a new friendships online, and a third of
them said that they met their new friend or friends while
playing video games.

In another study from CNN [3] and our answers from the
survey, we can also confirm that the first hypothesis is not
true. In our survey and the survey from the study, we can see
that many people who are in high school said that playing
video games helps them either to deal with stress and
difficult emotions or escape it from them. Especially during
COVID-10 lockdowns. They also said video games allowed
them to maintain friendship bonds in a multifaceted way.

Students must know how to limit themselves from
playing video games for a long period. In research by
Knepublishing [6] and from our question five on how much
students spend their time playing games we can confirm that
they know how to limit their time to function well in class.
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From an article on the hightechwiz website [8], we can see
several advantages and disadvantages which can be taken as
an example. The first advantage is concentration. The levels
in video games are designed with challenges and require the
player to pay attention to the game. With concentration, the
players can get analytical skills to solve those levels and their
problems. This helps high school students to improve their
thinking skills, which can be great for their future. Also,
there is stress relief. If they play computer games, their brain
release a hormone called dopamine which means they are
happy and they can calm down. For the disadvantages, the
article shows addiction which we wanted to confirm and
other disadvantages for example socialization or health
problems.

According to a survey conducted in the paper published by
the National Library of Medicine [10], there is concern about
the potential negative impact of video games on youth.
Among gamers, 4.9% reported problematic gaming, defined
as reporting trying to cut back, experiencing an irresistible
urge to play, and experiencing a growing tension that could
only be relieved by playing. Boys were more likely to report
these problems (5.8%) than girls (3.0%). Correlates of
problematic gaming included regular cigarette smoking, drug
use, depression, and serious fights.

Jonathen Bartholomew, Board-certified Pediatrician in his
article [9] highlights the pros and cons of video games for
children. According to him although video games get a lot of
bad press, they do have some benefits. The trick is to strike
the right balance of good content and appropriate limits.
After all, video games should enhance a child's life, not take
it over. Video games can play a positive role in children’s
lives, but people need to be there to help set limits. If the
parents are worried that their child is becoming too obsessed
with games, then it's time to sit down and talk. They should
be sensitive and nonjudgmental. If people need help, they can
contact their pediatrician. He or she may have great tips and
can even recommend a therapist who specializes in tweens or
teens.

CONCLUSION

As we can see from our survey students who are in high
school, can see that playing video games is not a time-
wasting, i.e. by playing video games students can find a new
way to communicate with others in a time when we have the
Covid-19 pandemic. Also while playing video games,
students don’t go outside and they don’t hang up with people
in huge groups. By playing video games, they have a new
way to socialize and if they use it with a good purpose, they
can learn different skills from the games that simulate a real-
life job. And they can boost our intelligence if they play
mind games, or they can play games to earn some money,
which can be used to pay student bills, etc. High school
students must arrange their time and set their school tasks
first, then if there was free time left, they can use that time to
play games.
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Abstract—The goal of this paper is to identify the most popular
users' call security worries and users' perceptions about provided
call security by popular VolP-based applications during the
COVID-19 pandemic. To accomplish this goal, we did a survey
among different age categories in North Macedonia. In this paper,
we describe how applications provide call security and we present
and analyze the results of the survey.

Keywords—VolP, security, COVID-19 pandemic

L

Voice over Internet Protocol (VoIP) is a highly effective
technology for enabling voice communications and media
sessions over Internet Protocol (IP). VoIP offers significant
cost savings over traditional landline service, long-distance
phone calls become very inexpensive and that has attracted
the most attention. Covid-19 has changed how we live, study,
work and interact. Following the essential remote working
protocols, there was a transition to work-from-home and the
use of VoIP-based applications increased significantly.

INTRODUCTION

In our paper, we describe how popular VolP-based
applications:  Viber, Facebook Messenger, Discord,
Whatsapp, Skype, Instagram, and Telegram provide call
security. Our research focuses on the answers to the survey
about call security perception from users of VoIP bases
applications during the COVID-19 pandemic. We conclude
that users consider that applications provide excellent and
satisfactory call security and they are right.

II. CALL SECURITY

A. Call encryption

Analyzed applications ensure call security by providing
end-to-end encryption (E2EE) or by using Transport Layer
Security (TLS) protocol [1].

TLS provides encryption between users and service
providers (applications), while E2EE provides encryption
directly between users. E2EE ensures that only call parties
can listen (and view), and nobody in between. We can
conclude that applications that provide E2EE provide more
privacy and security than applications that use only TLS.

B. Applications security

Viber [2], Whatsapp [3], FaceTime [4], and Telegram [5]
provide end-to-end encrypted by default. Viber uses Salsa20
cipher [6] and other applications use AES-256 cipher [7].

Facebook Messenger [8], Instagram [9], and Skype [10]
provide end-to-end encryption using AES-256 cipher, but not
by default. To have end-to-end encrypted you have to use
Secret Conversation on Facebook Messenger, End-to-end

128

Sasho Gramatikov
Faculty of computer science and engineering
Ss. Cyril and Methodius, University
Skopje, North Macedonia

sasho.gramatikov@finki.ukim.mk

encrypted chat on Instagram, and Private Conversation on
Skype.

Discord [11] does not provide end-to-end encryption.

C. Comparation

Viber, Whatsapp, FaceTime, and Telegram provide more
secure and privacy calls than Facebook Messenger,
Instagram, and Skype default conversations. All applications
(can) provide more security and privacy than Discord.

Viber, Whatsapp, FaceTime, and Telegram provide
excellent call security. Facebook Messenger, Instagram, and
Skype by default provide satisfactory call security, but there
is an option to have excellent call security. Discord provides
only satisfactory call security.

[II. METHODOLOGY

In our work, we surveyed 161 people in North
Macedonia. We were distributing the survey through social
media and analyzed applications, with our friends and
family, and gathered the responses for about 1 week. Our
survey was answered by 36% male respondents and 64%
female respondents. Because of the distribution of the
survey, most of the respondents 61.49% belong to the 18-24
age group, and other respondents belong to the other age
groups with a representation of around 10%. Our survey was
answered by students 63.35%, employees 22.36%, retirees
9.32%, and 4.97% not employed. The respondents were
asked a different set of questions about their use of the
applications and VolP call security perception. The results of
the survey are presented and discussed in the next section.

V. RESULTS
We asked our respondents which applications they use

most for calls and which applications they started using
(more) during the COVID-19 pandemic. As we can see from

1.86%
—

I

Discord I

_—
Skype FaceT

Telegram

Viber

Facebook Messenger Whatsapp nstagram

Fig.1 the most used applications for often calling are Viber
and Facebook Messenger.

Fig. 1. Use of application for often calling
During the lockdown period in the 2020 year, we almost

did not have live communication with family members,
friends, and colleagues, though we live in the same city, and
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we wanted to talk with them and see them, so we started
using analyzed applications for local calls more. Also maybe
because of that, our respondents use applications the most for
local calls (77.5%), although VoIP at the beginning was the
most used for international calls. The responses about which
applications respondents started using (more) during the
COVID-19 pandemic are shown in Fig.2.

45.00

40,00

% 36.659

20.00%

15.00%

0.00%

! 11.18%)

8.7%
. .
0.00%

Discord

1.86%
_—

Telegram

2.48%
|
FaceT

Viber  Facebook Messenger Whatsapp Instagram Skype

Fig. 2. Increased use of application during COVID-19 pandemic

We can see from Fig.2 that the most used applications
Viber and Facebook Messenger have increased in usage for
calling during the COVID-19 pandemic, but Skype,
Discord, and Telegram have the largest increase. On the
report of Viber in 2020 increase was 170% in all group-
related activities, including chats, calls, and Communities
[12]. As stated by Meta in February 2020 in Italy time in
group calling increased by over 1,000% during the last
month [13]. According to CNET in March 2020, 70% more
people were participating in group video calls using
Facebook Messenger, and the amount of time spent on those
group video calls has doubled globally [14]. Many people
started learning new languages during the COVID-19
pandemic, and the classes of a big part of the courses were
conducted on Skype, maybe this is the reason of the large
increase in use by our respondents has Skype with 105.87%.
As claimed by CNET Skype saw a massive increase in
usage as coronavirus spread, Microsoft said 40 million
people are using Skype daily in March 2020, up 70% from
February 2020 [15]. According to the Statista during the
COVID-19 pandemic, there was an increase in playing
games [16], and Discord can be described as a gaming
social media application, so we can suppose that is the
reason for a large increase in usage with 100%. The most
important conclusion from Fig.2 is that all applications have
an increase in usage for calling, and the respondents' reason
for using the application is described below.

VoIP has become a widely used technology because it
offers free calls. So we asked our respondents about the
reasons Why they use these VolP-based applications for
calling? The most common reason for using applications is
offered Free calls (77.9%). Also, the common reason is
offered the Video call option (76.5%), accordingly most
respondents make video calls, as we can see in Fig.3, and
another not common reason is offered the Screen share
option (22.1%).

W Voice call
W Video call
Screen sharing
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Fig. 3.
sharing

Respondent makes the most video call, voice call or screen

Almost all respondents (99.38%) use their mobile phone

“l.. Ll

Daily

for VoIP calls, because it is always with them (99.38%) and
it is practical for calls (89.44%).

Fig. 4.

70.00%

60.00%

W Viber

M Facebook Messenger
‘Whatsapp

H Discord

W Instagram

50.00%
40.00%

30.00%
Skype

20.00% W FaceTime
oA Telegram

10.00%

0.00%

Exclusively daily ~Few timesaweek  Oncea week

Frequency of use of application for calls

We asked our respondents how often they use
applications for calls during the COVID-19 pandemic and
Fig.4 is a detailed view of their answers. We conclude that
applications are used mostly daily by our respondents, but
also they often use applications in general. Accordingly,
respondents are concerned about call security. Also, we
asked respondents about their most VoIP call duration during
the COVID-19 pandemic. The most common call durations
are less than 30 minutes (39.7%) and 30 minutes - 1 hour
(36.8%). On the other hand, less represented are calls
duration 1 hour - 2 hours (13.2%) and 2 (and more) hours
(10.3%).

W Friends
B Family

34.5%

Fig. 5. Respondent use applications the most for call with friends, family
or colleagues

Our respondents were asked With whom they
communicate the most (during the COVID-19 pandemic)
through applications. We can conclude from Fig.5, that our
respondents the most communicate with their friends,
appropriately, they started to use applications more for a
calls with their friends during the COVID-19 pandemic, as
we can see from Fig.6. It is important to say that there is an
increase in the use of applications to communicate with
family and colleagues too.

 Friends
m Family
Colleagues

24.84%

Colleagues
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Fig. 6. Respondents use applications the most for call with friends, family
or colleagues during COVID-19 pandemic

Heretofore we presented our necessary general analysis
of the use of popular VolP-based applications. Next, we
present the analysis of call security worries of respondents
and a discussion of the reasons for those concerns, relying on
a general analysis.

Our respondents were asked:

e For what type of communication are you most worried
about the security of the conversation?

e For what type of call are you most worried about the
security of the conversation?

e What level of security do you think the applications
provide?

 Friends
m Family
Colleagues

36.8%

Fig. 7. Respondent is most worried about call security with colleagues,
family or friends

We can conclude from Fig.7 that our respondents are the
most worried about call security with colleagues, although
they communicate the most with their friends, as we
concluded before. This may be due to that they may be
talking with colleagues about work or they maybe work from
home.

W Voice call
 Video call
Screen sharing

Fig. 8. Respondent is most worried about video call security, voice call
security or screen sharing security

According to Fig.8 we conclude that the most common
concern is video call security.

For video calls and screen sharing calls, we have a
causal-consequential relationship between the use of the call
type and concern about that call security type, for voice calls,
there is no dependence between the use of voice call and
concern about voice call security. All respondents that mostly
make video calls and screen sharing calls are the most
worried about video call security and screen sharing call
security. Out of all respondents that mostly make voice calls,
47.1% are worried the most about video call security, 30.3%
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are worried the most about screen share call security, and
only 22.6% are worried the most about voice call security.

ill]‘|ll|

Excellent security ~ Satisfactory security

0.7

0.6
W Viber

M Facebook Messenger
Whatsapp

m Discord

M Instagram
Skype

M FaceTime
Telegram

0
Good security

Fig. 9. Respondent’s opinion about call security level

From Fig.9 we can conclude that our respondents
consider that Excellent security is provided the most from
Whatsapp, FaceTime, Viber, and Telegram. Satisfactory
security they think is provided by Facebook Messenger and
Instagram and Good security is provided the most by Discord
and Skype.

According to the conclusions that we made in Section II
about provided call security by applications, we can say that
our respondents are right about provided security by Viber,
Whatsapp, FaceTime, Telegram, Facebook Messenger, and
Instagram, but they are not right about provided security by
Discord and Skype. Discord provides Satisfactory call
security, Skype provides Satisfactory call security by default,
but there is an option to have Excellent call security.

CONCLUSION

In our work, we describe how popular VolP-based
applications:  Viber, Facebook Messenger, Discord,
Whatsapp, Skype, Instagram, and Telegram provide call
security. Viber, Whatsapp, FaceTime, and Telegram provide
excellent call security. Facebook Messenger, Instagram, and
Skype by default provide satisfactory call security, but there
is an option to have excellent call security. Discord provides
only satisfactory call security.

We did a survey among 161 people in North Macedonia
about their use of applications during the COVID-19
pandemic, their call security worries, and their call security
perception. We concluded that the respondents started use
more applications during the COVID-19 pandemic. The most
of respondents use applications daily, accordingly, they are
concerned about call security. Respondents use applications
the most for calls with friends, but they are the most worried
about call security with friends. Most of the respondents use
applications for video calls and they are most worried about
video call security. Opinion of our respondents about
provided call security is correct for Viber, Whatsapp,
FaceTime, Telegram, Facebook Messenger, and Instagram,
but it is not correct for Discord and Skype.

REFERENCES

Ashutosh Satapathy, Jenila Livingston, "A Comprehensive Survey on

(1

SSL/TLS and their Vulnerabilities", International Journal of
Computer Applications,November 2016
[2] Viber encryption overview, available at

https://www.viber.com/app/uploads/viber-encryption-overview.pdf

[3]
(4]

WhatsApp Security, available at WhatsApp Security

FaceTime & Privacy, available
https://www.apple.com/legal/privacy/data/en/face-time/

at



https://www.viber.com/app/uploads/viber-encryption-overview.pdf
https://www.whatsapp.com/security/#:~:text=Privacy%20and%20Security%20is%20in%20our%20DNA&text=Some%20of%20your%20most%20personal,falling%20into%20the%20wrong%20hands
https://www.apple.com/legal/privacy/data/en/face-time/

[15]

The 19th International Conference on Informatics and Information Technologies — CIIT 2022

Telegram End-to-End Encrypted Voice Calls, available at

https://core.telegram.org/api/end-to-end/voice-calls

Daniel J. Bernstein, "The Salsa20 family of stream ciphers",
December 2007

Massimo Bertaccini, "Cryptography Algorithms", 2022

Messenger Secret Conversations Technical White Paper, available at
Messenger Secret Conversations Technical Whitepaper (fb.com)

What is end-to-end encryption on Instagram?,
https://help.instagram.com/491565145294150

available at

Does Skype use encryption?, available at
https://support.skype.com/en/faq/FA31/does-skype-use-encryption
Discord Developer Documentation, available at

https://discord.com/developers/docs/intro

Viber - A Year of the “New Normal” — How People Stayed
Connected, available at https://www.viber.com/en/blog/2021-03-24/a-
year-of-the-new-normal-how-people-stayed-connected/

Meta - Keeping Our Services Stable and Reliable During the COVID-
19 Outbreak, available at https://about.fb.com/news/2020/03/keeping-
our-apps-stable-during-covid-19/

CNET - Facebook sees 70% increase in Messenger group video calls
following coronavirus outbreak, available at
https://www.cnet.com/tech/services-and-software/facebook-sees-
surge-of-engagement-worldwide-following-coronavirus-outbreak/
CNET - Microsoft's Skype sees massive increase in usage as
coronavirus spreads, available at

131

https://www.cnet.com/tech/mobile/microsofts-skype-sees-massive-
increase-in-usage-as-coronavirus-spreads/

[16] Statista - COVID-19 impact on the gaming industry worldwide -

statistics & facts, available
https://www.statista.com/topics/8016/covid-19-impact-on-the-

gaming-industry-worldwide/#topicHeader _wrapper

at


https://core.telegram.org/api/end-to-end/voice-calls
https://about.fb.com/wp-content/uploads/2016/07/messenger-secret-conversations-technical-whitepaper.pdf
https://help.instagram.com/491565145294150
https://support.skype.com/en/faq/FA31/does-skype-use-encryption
https://discord.com/developers/docs/intro
https://about.fb.com/news/2020/03/keeping-our-apps-stable-during-covid-19/
https://about.fb.com/news/2020/03/keeping-our-apps-stable-during-covid-19/
https://www.cnet.com/tech/services-and-software/facebook-sees-surge-of-engagement-worldwide-following-coronavirus-outbreak/
https://www.cnet.com/tech/services-and-software/facebook-sees-surge-of-engagement-worldwide-following-coronavirus-outbreak/
https://www.cnet.com/tech/mobile/microsofts-skype-sees-massive-increase-in-usage-as-coronavirus-spreads/
https://www.cnet.com/tech/mobile/microsofts-skype-sees-massive-increase-in-usage-as-coronavirus-spreads/
https://www.statista.com/topics/8016/covid-19-impact-on-the-gaming-industry-worldwide/#topicHeader__wrapper
https://www.statista.com/topics/8016/covid-19-impact-on-the-gaming-industry-worldwide/#topicHeader__wrapper

The 19th International Conference on Informatics and Information Technologies — CIIT 2022
Forecasting the prices of the day-ahead electricity
markets using real data from SEEPEX

Pavle Petkovski
Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, North Macedonia
pavle.petkovski @students.finki.ukim.mk

Abstract—Forecasting the day-ahead electricity prices can be
significant for every business involved in the electricity market.
In this paper, we compare different machine learning techniques
and algorithms using real data from Serbian Power Exchange,
weather data from Serbian capital city Belgrade and generation
per production type data for Serbian electricity production.
Then on this data, we train different machine learning models:
Linear Regression, Decision Trees, Support Vector Machines,
Random Forest models, Extreme Gradient Boosting models,
Deep Learning models. Metric that we used for comparison
between models is the coefficient of determination.

Index Terms—electricity, price forecasting, machine learning,
deep learning

I. INTRODUCTION

The importance of forecasting prices comes from the
volatile nature of electricity production and consumption.
Electricity cannot be stored as easily as gas, it is produced at
the exact moment of demand. The purpose of this research
is to try to predict electricity prices for day-ahead using
historical exchange data and other useful data. The electricity
price can be affected by many factors, some of which are
historical price, volume, day of a week, season, is it a holiday,
hour of the day. With the increasing usage of renewable
energy sources, the effect of weather conditions such as wind,
rain, sunlight on electricity prices also increases.

With the rise of popularity of machine learning there had
been rise of interest to research electricity price forecasting in
the last few years. The paper [1] compares common statistical
method Lasso Estimated Auto Regressive(LEAR) with deep
neural networks on various power exchanges historical data.
Hybrid methods are gaining popularity one of them is [2]
which combines Deep belief networks, Long short-term mem-
ory and Convolutional neural networks to make a powerful
forecasting model. These papers, use data for markets that
exist for many years and are mostly located in developed
countries.

The data used for this research is gathered from the Serbian
Power Exchange containing hourly prices and volumes from
2016-02-18 to 2021-08-16, historical weather data for Bel-
grade in the same period and historical electricity production
data for Serbia from Enstso-e transparency platform. The
Power Exchange works in a way that during the day based on
the traders bids the prices for next day (from 00:00 to 23:00)
is set. The goal of this research is to predict prices for all 24
hours. SEEPEX data and weather data were gathered using
web scrapping tools more precisely Selenium WebDriver and
BeautifulSoup Python library and production data was freely
available on official site [3]. The weather data for Belgrade
contains temperature, air pressure, wind speed and visibility.
Electricity production data contain hourly production from
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biomass, fossil brown coal (lignite), hydro pumped storage,
hydro run of the river and poundage, hydro water reservoir
and other resources. With all these parameters, machine
learning algorithms should be able to spot patterns that affect
electricity prices assuming our data has insignificant noise.

The paper is structured as follows. First analysis of the data
set is presented, than a description of the methodology used
is given, followed by the results and corresponding discussion
and conclusion.

II. DATA SET ANALYSIS

Using statistical tools and visualisations of the gathered
data it can be seen that most of the assumptions made
previously in this paper are to some degree true. First, we
have analysed the average prices at monthly level (Figure
1). Knowing that January is the coldest month it is expected
that electricity prices are highest and in summer electricity
is needed for cooling so a spike in July and August proves
that the assumption is true. The second assumption that the
day of the week affects the electricity prices can be justified
from Figure 2. The graph plot shows that weekend prices
decrease. Significant difference between prices can be seen
if a day is a holiday or not (Figure 3). Last visualisation and
maybe most valuable for this research is the average price in
different hours of the day. Figure 4 shows the price pattern
during 24 hours of the day from which it can be seen that
morning prices are lowest and the peak is at 19:00.
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Fig. 1. Visualisation of prices over Months
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Fig. 4. Visualisation of prices over Hours of the Day

III. METHODOLOGY

Methods used for this research are:

o Linear Regression - widely used statistical method which

presents response as a linear function of the inputs using
the following equation:

D
y(x) =wls +e= ijxj +e (1)
j=1

where the w”x represents the inner or scalar product

between the input vector x and the model’s weight vector
w7, e is the residual error between our linear predictions
and the true response and y is electricity price. The goal
is to minimise € for given data.

Decision Trees or Classification and regression trees -
defined by recursively partitioning the input space, and
defining a local model in each resulting region of input
space. This can be represented by a tree, with one leaf
per region. It may seem that this approach is not suitable
for the regression task but if we get mean value for each
region this method can perform decently.

Support Vector Machines - Support Vector Regression
used for solving regression problems means solving

minimise(1/2||w||?) subject to y; — (w,z;) —b < €
2)
where z; is a training sample with target value y;, The
inner product plus intercept (w,x;) — b is the prediction
for that sample and € is a free parameter that serves as
a threshold, all predictions have to be within an € range
of the true predictions.
Random Forest - technique used to reduce variance. The
idea is to train M different decision trees on different
subsets of data chosen randomly with replacement, and
then compute the ensemble

M

fle)=">" %fm(x) 3)

m=1

where f,, is the m’th tree.

o Extreme Gradient Boosting (XGBoost) - extremely pop-
ular algorithm and was go to algorithm for machine
learning competitions until the rise of Deep Learning.
It improves the Boosting and Gradient Boosting algo-
rithms. The idea behind boosting is to combine lots of
weak learners or classifiers to create strong regressor. At
the beginning of training all training samples have same
weight but, as training weak learners continues weight
of samples that are correctly predicted decreases and
weight of incorrect ones increases, in most cases this
results lower bias and lower variance. Gradient boosting
uses a gradient descent algorithm to minimize error
using following equations:

w=w+nVw
oL

= 4

Vw 0 4)

where L is loss function, w is weight vector and 7
is learning rate. Improvements that XGBoost brings to
Gradient Boost are Tree Pruning, Sparsity Aware Split
Finding, as well as computational improvements like
parallelization and cache aware optimisation.

o Deep Neural Networks (DNN) - more precisely Feed
Forward Neural Networks which moves information
only to next layer not to layer behind or to nodes at
same layer,this can be represented as directed acyclic
graph which has one input layer, one or several hidden
layers and one output layer. Between each node from
neighboring layers there is weight that affects the output.
Using BackPropagation Algorithm DNN model adjusts
the weights to fit the training set. The power of DNN
comes from the ability to learn non-linear patterns and
for that is used in a wide variety of problems including
price forecasting.The relationship between input x and
output y is presented by this equation:

Y= zh: [wjf(iwijxi)} %)
i=0 i=0

where w; and w;; represent the weight and biases that
connect the layers.

For loss function Mean absolute error (MAE) was used
which can be calculated by the following equation:

n
where y; is true value and z; is predicted value.
During training there was some overfitting present and
because of that Lasso Regularisation (L1 Regularization)
was used which penalizes large values for weights.

Coefficient of determination (R?) was used as metric for
comparison of machine learning models used in this research.
R? is a measure of the goodness of fit of a model. R? is
calculated using the following equation:

Yoy (yi — fi)?
S (i —7)?

where f; is predicted value, y; is true value. An R? of 1
indicates that the regression predictions perfectly fit the data.

RP=1- (7
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A. Inputs

After experimenting with lots of different input variables,

the

following ones were selected:

Hour of the day

Day of the week

Month

Holiday flag

Volume

Average electricity price for previous day
Electricity price for previous seven days in exact hour
Daily average temperature

Daily maximal temperature

Daily minimal temperature

Daily average pressure

Daily average wind speed

IV. RESULTS AND DISCUSSION

The initial data sets were divided into two parts, one for
training and one for test. Training data set contained values
for the period from 25-02-2016 to 25-12-2019 and test set
contained values for the period from 26-12-2019 to 16-08-
2021 meaning first 70% of data were used for training and
remaining 30% for testing. On this test set all models were
tested. The results after training, fine tuning and testing are
the following:

Linear regression model got R? of 0.834 on training set
and 0.870 on test set. High R? value from the test set
comes from predicting peak at the end of test period
which few of next models did. (Fig. 5)

Decision tree regressor got R? of 0.859 on training set
and 0.833 on test set. This model had problems with
generalization, it would get high R? score on training
set but low R? score on test. This problem was solved
using maximal depth parameter which prevents the tree
from overfitting on the training set. (Fig. 6)

Support vector machine training was time consuming
and with that very hard to fine tune the parameters.
On training set R? was good but, on test set was
surprisingly low with maximal R? at 0.647. There was
no improvement with different kernels and different ”C”
values hardly affected anything.

Random forest regressor got R? of 0.902 on training set
and 0.863 on test set. For fine tuning there a was trade
off between number of estimators and max depth and in
the end this model did very well. (Fig. 7)

Extreme gradient boost had the highest R? of 0.938 on
training set and decent score of 0.867 on test set. Fine
tuning was mainly between number of estimators and
maximal tree depth as well as learning rate. (Fig. 8)
Deep Neural Network model got R? of 0.871 on training
set and on 0.882 test set with 9 hidden layers and 691
nodes. In fine tuning main challenge was to choose the
number of layers and number of nodes. With higher
number of layers there was increase in R? training
score, but decrease in R2 test score. Improvement was
made using L1 regularization, which highly improved
generalization. (Fig. 9)

It is important to note that great increase was made by
adding weather information to data set, almost all model
got 0.01 to 0.03 R2 score boost. (Fig. 10)
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Fig. 5. Comparison between actual and predicted electricity prices using
Linear Regression on test data set
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Fig. 6. Comparison between actual and predicted electricity prices using
Decision Tree on test data set
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Fig. 7. Comparison between actual and predicted electricity prices using
Random Forest on test data set
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Fig. 8. Comparison between actual and predicted electricity prices using
Extreme Gradient Boosting on test data set
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Fig. 9. Comparison between actual and predicted electricity prices using
Deep Neural Network on test data set
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on test set, red bar indicates that model was trained without weather data
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V. CONCLUSION

Using historical price data and weather data all of the
mentioned machine learning models were able to predict
the electricity prices. Differences between them still exist
and from the obtained results, the most adequate are Deep
Neural Networks and Extreme Gradient Boosting. Using the
electricity production data by generating unit from ENTSO-E
did not improve the results as much and in some situations
can act as a noise. The reasons for this are still to be
analyzed, including the analyzes of the completeness of the
data. It would be very interesting in the future to see these
methods used on markets where most of the traded electricity
is produced from renewable sources.
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Abstract— This paper is a brief attempt to understand the
current situation with digital piracy on the territory of the
Western Balkans with special reference to the situation in North
Macedonia.

Digital piracy is a state of owning, using, copying, and
distribution of copyrighted material without the permission of
its owner. As a phenomenon, piracy has long time been a global
problem, which, among other things, causes great material
losses to many individuals, and private entire industries.
Especially affected are the software industry, music, film, and
other industries. For the purposes of this paper, a survey was
conducted regarding the use, prevalence, ways, causes, and
awareness of the legal consequences of the use of pirated
materials in our country. The results of our work should lead to
possible directions for further action in order to reduce this
problem.

Keywords — Digital piracy,
copyright, ethics.

Intellectual property,

I. INTRODUCTION

With the fast development of information technologies,
their easy availability, and the entering of Internet technology
to the most remote areas around the world as one of the global
and priority problems in a long period of time the widespread
prevalence of piracy is imposed.

Notably, every ("producer"), in this case of computer
programs but also a composer and performer of music, film
directors, producers, and countless other people and
professions who create copyright and intellectual products
should receive appropriate material compensation for their
work. Proper protection of their labor is a serious challenge
for today's information society.

One of the main assumptions for their protection is the
creation and adoption of appropriate legislation that should
deter potential ("thieves") of people’s intellectual labor. Even
though in the last years this phenomenon is regulated
everywhere within the legal limits, by putting lawbreakers in
prison conditions, it is visible that piracy is widespread
around the world and especially in our environment in the
Western Balkans.

So, even though they are legally regulated there are many
other reasons why piracy is generally present in the area. In
order to find the reasons for the presence of this phenomenon,
we conducted a survey regarding North Macedonia results of
which are presented in the upcoming parts. Territorial
proximity, the relative similar mentality of the citizens but
also the similar capacity of the states and their institutions
would probably give an answer to what are the reasons why
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piracy is used and above all is widespread in the Western
Balkans.

In terms of the research, several papers such as [5] and [6]
which treat the topic of piracy in the countries of the Western
Balkans, were found and used. However, since no reference
data were found on this matter for North Macedonia, we
decided to prepare small research in the form of a survey.

II. DIGITAL PIRACY IN THE WESTERN BALKANS

While researching piracy in the Western Balkans, we used
analysis by the American International Intellectual Property
Association (IPPA) with reference available data for specific
countries that are the subject of our paper. It is notable that in
the same previous reports some of the countries were on the
("priority list") for observation for a long time [10]. For the
same country, there is research by Albanian and Viennese
authors (paperwork) which primarily covers digital piracy
where is concluded that the problems in the area in that
country are noticeable [6].

At the same time, we used data from research of the
Business Software Alliance (BSA), according to which the
rate of software piracy (especially for unlicensed software)
was kept for a long time at 75%, the same as in the Republic
of Montenegro, which according to the same institution is
extremely high. It should be noted that both Macedonia and
Serbia have a relatively high percentage of using unlicensed
software [7].

RATES OF UNLICENSED SOFTWARE INSTALLATION
2017 2015 2013 2011

CENTRAL AND EASTERN EUROPE

I Albania 74% 73% 75% 75%
B Armenia 85% 86% 86% 88%
Bl Azerbaijan 81% 84% 85% 87%
[ Belarus 82% 85% 86% 87%
] Bosnia 61% 63% 65% 66%
[l Bulgaria 57% 60% 63% 64%
&= Croatia 50% 51% 52% 53%
B Czech Republic 32% 33% 34% 35%
N Estonia 41% 42% 47% 48%
FYROM 63% 64% 65% 66%
H3 Georgia 81% 84% 90% 91%
E= Hungary 36% 38% 39% 41%
[EN Kazakhstan 74% 73% 74% 76%
= Latvia 48% 49% 53% 54%
[ Lithuania 50% 51% 53% 54%
Moldova 83% 86% 90% 90%
Il Montenegro 74% 76% 78% 79%
= Poland 46% 48% 51% 53%
B Romania 59% 60% 62% 63%
il Russia 62% 64% 62% 63%
Pl Serbia 66% 67% 69% 72%
Em Slovakia 35% 36% 37% 40%
Slovenia 41% 43% 45% 46%
9 Ukraine 80% 82% 83% 84%

Rest of CEE 86% 87% 89% 90%

TOTAL CEE 57% 58% 61% 62%

Figure 1 Rates of Unlicensed PC Sofiware Installations (BSA 2018) [7]

At the same time, it is interesting to note that in addition
to the widespread use of unlicensed software by citizens and
private companies, in these countries there is use of illegal
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software by some state and public institutions. As a result in
one of the IPPA reports, North Macedonia was warned and
was given recommendations to overcome the detected
problems [8]. However, according to the latest available
report from this institution where North Macedonia is
mentioned (2014) and having in mind that certain
recommendations have already been implemented in our
country, it can be concluded that at least in the legislative part
but also in a certain amount of practice North Macedonia has
certain progress. The same can be said for Albania and Serbia
too. It is interesting that the Republic of Bulgaria, despite the
fact being a member of the EU, was on the so-called ("watch
list") for 2016, which means that it is in a worse situation with
the use of piracy [9].

III. LEGAL PROVISIONS

For the purposes of this paper, only the provisions of the
Criminal Codes of several countries in the Western Balkans
that regulate this problem were considered and the Republic
of Bulgaria was considered as a country for comparison which
is a member of the EU. Of course, in all these countries there
are ("Laws for protection of copyright and related rights")
which, according to the limited space for research, are not
taken into detail in this paper.

It can be concluded that in all these countries
("infringement of copyright and other related rights") is
generally covered and prohibited. For example in North
Macedonia, it primarily means unauthorized publication,
display, reproduction, performance, broadcasting, or the
manner of encroachment on another's copyright work,
performance, or subject of related rights, for which
imprisonment from 3 to 5 years is provided. In Serbia, it is
sanctioned to put copyright work under one’s own name in
whole or in part and their publication of copies of another
author's work or interpretation and without the author's
permission edit or rewrite another work or recorded
interpretation,  unauthorized  publication,  recording,
duplication or otherwise public announcement copyright,
interpretation, phonogram, videogram, show, computer
program or database with a fine and imprisonment of between
six months and three years [3], [4].

The Albanian Criminal Code provides for these actions
based on ("lllegal reproduction of someone else's work"),
which means: Full or partial reproduction of a literary,
musical, artistic, or scientific work that belongs to another, or
if their use is carried out without the consent of the author
when his personal and property rights are violated, constitutes
a crime and is punishable by a fine or up to two years in prison

[1].

As a comparison of these three countries from the Western
Balkans, Bulgaria, a country from our closest environment,
was taken as representative of the EU. In Bulgaria the above-
mentioned regulations are covered by the following
provisions:

("A  person who records, reproduces, distributes,
broadcasts, transmits, or makes any other use subject to
copyright or related right without the consent of the owner of
such right as required by law, shall be punished by
imprisonment of up to five years and a fine of up to EUR
2,553") [2].

It is also sanctioned that anyone who, without the consent
of a person, translates carriers of material containing a subject
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matter of copyright or related right, which is a large-scale
value, or who retains a matrix for the reproduction of such
material shall be punished by imprisonment of two to five
years and a fine of EUR 1,022 to 2,553. [2].

There is an additional sanction which foresees that if the
act from the previous paragraphs is repeated or significant
harmful consequences occur, the punishment will be increased
from one to six years in prison and a fine of EUR 1,532 to
5,106 and they are sanctioned for damage from larger areas,
as well as for lighter cases for which is provided an
administrative. [2].

The general conclusion from this brief analysis of the legal
provisions that regulate piracy is that (except with a small
specificity in Albania) in all these countries the illegal actions
regarding piracy are covered to the same degree. They are
legally regulated in any case, but the general remark of the
public is that there is a lack of serious discovery activity and
proper implementation of all these provisions. We will try to
give some of the answers in the upcoming part by presenting
the results of the conducted survey that refers to North
Macedonia. Territorial proximity, the relative similar
mentality of the citizens but also the similar capacity of the
states and their institutions would probably give an answer to
the reasons why digital piracy is widely used and above all in
the Western Balkans.

IV. SURVEY ANALYSIS

Given the fact that the last exact data on the use of piracy
in North Macedonia for the needs of this paper are nowhere
to be found, we conducted a survey to determine the degree
of use, the reasons, the familiarity of citizens with the legal
consequences, the frequency of use, etc.

The survey was conducted in a range from 22.03.2022 till
27.03.2022 with 346 respondents aged 14 to over 50,
covering secondary, higher education, and employees.

The survey was split into several parts and they are as
follows:

® 1419
® 2025
26-35
@ 3650
@ 50+

Figure 2. Age Distribution

A. Familiarity and use of illegal content

According to the results from the survey, almost 90% of
respondents answered that they have heard of the term piracy.
Only 10% answered NO, as shown in figure 3.

From the answer, it can be concluded that a large
percentage of respondents know about the term digital piracy,
and given that the survey includes people aged 14 years it is
expected that some of them only formally have not heard of
this term.
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® Yes
® No

A

Figure 3. familiarity with the terminology

Figure 4 shows a large percentage of 80.1% of the
respondents answered in the affirmative, which refers to the
wide range of citizens who admit that they have used illegal
content. It should be emphasized that in the framework of
surveying by sending the material in groups, in the comments
of the respondents, a partial fear and reservation were
expressed as to whether their answers could be abused in
possible proceedings against them for using illegal content.
Accordingly, it is to be expected that the expressed
percentage of 80%, although Ilarge, is probably not
completely accurate, i.e. that the percentage is certainly even
higher than shown.

® Yes
® No

Figure 4. The use of illegal content (Digital piracy)

B.  Availability and widespread of digital piracy

e  What type of digital piracy have you used?

The results from the question (“What type of
digital piracy have you used?”) in figure 5, most of
the respondents answered (79.2%) that have used
movies and TV series, 62.4% answered that it is
music, 58.7% answered that they have used pirated
video games, 41.3% E-books, etc. which indicates
the fact that RN Macedonia covers all areas of
intellectual copyright and related rights violations.

Music 216 (62.4%)

Video games 203 (58.7%)
Movies and TV series 274 (79.2%)
Software 169 (48.8%)
E - books 143 (41.3%)
Internet TV 104 (30.1%)
Other 71 (20.5%)

0 100 200 300

Figure 5. The use of digital piracy in categories

The next answers obtained from the survey show
an almost balanced result in the given possible
answers from Everyday (26.3%) to monthly
(30.1%) etc. There is a relatively confusing
percentage of 21.4% who answered that they do not
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use digital piracy which is contradictory with the
previous general question for use of illegal content,
but it is probably about the age category from the
early years of high school who don’t know what the
term piracy is but later in the survey they saw that
they are using.

B

@ Everyday
® Weekly
Monthly
® Don'tuse
@ Often
®Alot

\

Figure 6. The frequency of use

The question ("For what reasons did you decide
to use pirated content") (figure 7) is showing the
expected answer. Namely 76.3% answered that it is
free, 41.6% think that the original products are very
expensive, 34.4% answered that the material
condition does not allow them to buy legal content
and 34.1% think that they use it because our country
is still not prosecuting for using pirated content.

Itis free 264 (76.3%)

When searching the searc 47 (13.6%)

1think the original content 144 (41.6%)

Material condition does no 119 (3¢.4%)

I'think that in our country 118 (34.1%)

I think that in our country ... |3 (0.9%)

I think the original conten 2(0.6%)

When searching the searc |1 (0.3%)

200 300

Figure 7 Reasons for using digital piracy

C. legal content

The set of questions in the legal aspect part
("How often do you use legal content") the answers
to the scaling possibility are heterogeneous and it
can be concluded that it is often used. The answers
to the question ("which legal services do you use")
are expected and they move within all the latest
modern services, applications, and social networks.

When asked which services are used, the answers
are expected. There are almost all current and
modern services and applications and of course,
about 70% answered positively to the question of
whether there is a difference in the quality of use of
legal and illegal content.

D. Legal aspect

° 78% are aware that using piracy is an illegal act
which indicates that a huge percentage of
respondents are quite clear about their choice when

using illegal content.



The 19th International Conference on Informatics and Information Technologies — CIIT 2022

® Yes
® No

Figure 8. Awareness of illegal act

We have a defeated percentage of almost 80% of
respondents who have not heard in the media about
the illegality of using illegal content. This points to
the fact that probably there are not enough topics on
portals, TV shows, or other magazines that point out
the legal procedures and their consequences.

Figure 9. Media coverage

80.9% of the respondents have not heard of
measures taken by state institutions for use of illegal
content which leads to the conclusion that either
such measures are almost not taken in our country
or if they are taken they are not sufficiently
exploited in public.

® Yes
® No

\ 4

Figure 10. Awareness of taken measures

V. CONCLUSION:

In this paper, we gave an overview of the legal
consequences of piracy in the Western Balkans. We also
conducted a survey to get a glimpse of the situation in North
Macedonia.
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In a general conclusion, piracy is widespread in the
Western Balkans, for which it is noted and is constantly
monitored by relevant international institutions and
organizations that have a positive, directing, and advisory
role.

Furthermore, it can be concluded that there are relatively
good legal preconditions for preventing and punishing it.

In Macedonia, specifically, piracy is also widespread and
its breadth and coverage are largely due to the poor economic
situation of citizens, the weak media coverage of its impunity,
and the weak activity of state institutions committed to
preventing and prosecuting this phenomenon.

With the improvement of the last few findings, the use of
piracy will likely be reduced to a tolerable level, similar to
the advanced Western European countries and the United
States.
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Abstract—Online social networks (OSN) have served as a
catalyst in increasing social interaction in the 21st century.
Because of their nature, social networks attract many people
where they can share information such as text and multimedia
content using sites such as Facebook, Twitter, Instagram and
more. While OSNs provide a simple and fun way to share
information about one’s self, these networks also give rise to new
and serious privacy and security issues that could potentially
harm users in serious manners. Phishing attacks, the spread of
malware, internet fraud, online stalking are a few examples of
the vast landscape of possible security dangers that target OSNs.
This paper is intended to reach the general audience and will
focus on the privacy concerns and classic security threats in
OSNs.

Index Terms—Online Social Networks, Privacy, Security,
Risks, Threats, Issues

I. INTRODUCTION

As a result of living in today’s digital world and having
access to Internet technology, various online social networks
have emerged, allowing people to stay connected. While
social networks attract a large number of users due to the
variety of interesting features and services they provide,
their huge number of active users is exactly what makes
them more prone and vulnerable to security and privacy
risks. Cyber-attackers target websites and social networking
platforms that have a large number of users to gain access
to user’s data and use it for their own personal gain. This
data can include: personal information, emails, passwords,
credit card credentials and more. There are various ways to
illegally obtain information of users, such as phishing attacks,
malware, cross-site scripting attacks (XSS), cyber fraud and
more. The paper is organized as follows. Section II. lays
out the related work. Section III. defines OSNs and their
popularity. Section IV. gives a brief discussion of security
concerns and privacy issues. Section V. describes classic
threats and provides a table of security threats found in OSN
platforms using the Internet as a research tool. Section VI.
provides the conclusion and future work.

II. RELATED WORK

Fire, Goldschmidt and Elovici [8] provided a comprehen-
sive review by presenting a taxonomy of various security
threats that endanger the well-being of OSN users and chil-
dren, offer an overview of existing solutions that improve
OSN user protection, security, and privacy. The authors [7]
discuss various security and privacy challenges and threats
to OSNs. Furthermore, they present the findings of a survey
in which participants were asked how they handled various
types of privacy-related inquiries; the results revealed that

Aleksandar Karadimce
Faculty of ICS
University of Information Science and Technology
St. Paul the Apostle
Ohrid, North Macedonia
aleksandar.karadimce @uist.edu.mk

the responses were unsatisfactory, as many users did not use
the existing privacy settings provided by service providers.
Ali, Kamran, Ahmed, Raza, Ilyas [6] explored security and
privacy issues of OSNs, presented a taxonomy of OSNs
threats by categorizing threats into several categories, and
provided privacy recommendations for OSN users. The study
[9] examines many security issues and challenges in Social
Networking Sites, as well as a classification and explanation
of various security risks and threats in Social Networking
Sites. Jain, Sahoo, Kaubiyal [10] go through several security
and privacy issues, as well as existing defensive solutions
that can keep users safe. The popularity, benefits, drawbacks
of OSN, as well as key challenges and appropriate security
standards for protecting account information, are all examined
in this study.

III. DEFINING OSNS AND UNDERSTANDING THEIR
POPULARITY

A. Defining Online Social Networks

A growing number of different kinds of services are now
accessible via a computer network. These services have
created a new type of virtual society known as online so-
cial networks. Web-based social networks, computer-assisted
social networks, and virtual communities are all terms that
have been used to describe them [2]. Boyd and Ellison [3]
have defined social network sites as web-based services where
individuals can create a public or semi-public profile within
a limited system, aggregate a list of other users with whom
they share a connection and view that list of connections.

B. The popularity of OSNs

Online social networks being the most widely used, easy
to access and low-cost communication and information medi-
ums have reached a remarkable increase in popularity in
recent years. People’s lives have become increasingly reliant
on social networks due to their variety of features. Through
social media, people can interact, communicate with their
family and friends more easily, meet people with whom they
share similar interests and hobbies and as well participate
in discussion groups and forums. People can easily access
news, information, as well as share, create, and access various
types of content such as text, multimedia content, music and
more by using social networks. Over the last few years,
the popularity of OSNs has greatly increased and they have
become a global technology phenomenon, with billions of
users accessing them around the world. According to recent
statistics there are 4.48 billion social media users around the
world in July 2021, equating to almost 57 percent of the total
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global population [11]. Table I shows the most popular social
networks and their population.

TABLE I
SOCIAL NETWORKS POPULATION

Most Popular Social Networks | Active Users
Facebook 2.853 billion
YouTube 2.291 billion
WhatsApp 2 billion
Instagram 1.386 billion
FB Messenger 1.3 billion
WeChat 1.242 billion
TikTok 732 million
QQ 606 million
Douyin 600 million
Telegram 550 million
Sing Weibo 530 million
Snapchat 514 million
Kuaishou 481 million
Pinterest 478 million
Reddit 430 million
Twitter 397 million
Quora 300 million

* Most popular social networks of 2021 [11].

According to publicly available data up to July, 2021, at
least 17 social media networks have 300 million or more
monthly active users [11].

IV. PRIVACY AND SECURITY ISSUES ON OSNS FOR
USERS

While, indeed, there are many benefits and positive aspects
using these networks, there are also certain downsides that
can cause severe challenges and problems for both individual
users and for the companies that own these networks. In
today’s society, online social networks have exploded in
popularity. People are more inclined to use several networking
sites, such as Facebook, Twitter, Instagram, LinkedIn and
Reddit [12]. In recent years, privacy and security in social
networks has been a major concern. People who use Social
Networking Sites expose themselves to a variety of risks, the
most common of which being the breach of their privacy
[5]. People are sharing an increasing amount of information
on social networking sites in different forms, potentially
providing access to personal information such as a person’s
name, gender, location and private images. This content is
saved electronically and therefore it can easily be shared
with more people than the user intended because many social
networks are open to the public, given this, user’s information
can attract malicious people who want to harm someone [7],
[10], [13]. Privacy and security risks can include various
data breaches, identity theft, theft of banking information
and credit card credentials for financial gain, cyber-bullying,
stalking and more [12]. Phishing attacks, malware, cross-site
scripting attacks (XSS), internet fraud, are a few examples of
the variety of methods used to obtain information from users
illegally. The lack of appropriate OSN tools and design, as
well as the users’ inadequate knowledge and awareness, do
little to help the situation [13]. A social network’s privacy
component is large, with different sub-problems. User pri-
vacy, for example, comprises a number of sub-problems such
as location data privacy and user personal data privacy [12].
Data in OSNs can include: personal information (derived
from the user’s profile), connections (such as group of friends
or followers), messages (information that can be exchanged
between users, but also posted publicly or privately on social

media spaces), multi-media, tags, groups (a collection of
users sharing information and resources), behavioral infor-
mation, login credentials and location data [13]. All of these
mentioned types of data can be the subject of privacy and
security risks. This information could fall into the wrong
hands through browsing, hacker attacks, or simple data sales
[13]. There are many ways to illegally obtain information of
users, such as phishing attacks, malware, cross-site scripting
attacks (XSS), internet fraud and more.

V. SECURITY THREATS FOUND IN ONLINE SOCIAL
NETWORKS

According to authors threats can be classified in two main
categories: classic threats and modern threats [7], while other
authors add a third category, which is targeted threats and/or
threats targeting children [8], [10]. The purpose of this paper
is to conduct research using the Internet for content analysis
to see whether users have ever been exposed and if any
of the most popular social networking platforms (sec. III,
Table I) have been subject to any classic security threats.
Table II provides data for classic threats found on OSNs.
The table is based on our findings. The data is obtained
by using the Internet as a research tool to see if there have
been any reported incidents of classic threats in the twelve
OSN platforms given in the table. The data is obtained from
references and the table II was created on that basis. [15]—
[39].

User’s personal information that is published on OSNs can
be exploited by classic threats and compromised, but these
attacks can be also tailored to target the user’s friends.

e Malware - Malware is malicious software that is de-
signed to disrupt a computer’s operation in order to steal
a user’s credentials and access their personal information
[8]. Because of the key characteristic of online social
networks, which is that they connect a large number of
users, malware can spread quickly among their users
and infect more users [14]. There have been reported
incidents of hackers targeting the popular messaging app
Telegram with the ToxicEye remote access trojan. The
ToxicEye malware can take over file systems, install
ransomware, and leak data from victims’ computers
[38].

« Phishing Attacks - Phishing is a type of fraud in which
an intruder obtains personal information from a user
by impersonating a trustworthy third party using a fake
or stolen identity [7]. There are incidents reported on
Instagram where hackers have been seen targeting high-
profile accounts on Instagram and getting access to
accounts using phishing attacks [18].

e Spammers - Unwanted messages are known as spam.
Spam appears as a wall post or a spam instant message
on OSNs. Because users engage more on OSNs than
they do on email, spam in OSNs is more hazardous
[7]. For example, spam on Facebook and Twitter can
involve sending these frauds suggesting that you’re in
a scandalous video. When you go to watch the video,
you're directed to update a program, such as your
Flash player. Instead of improving your computer, you're
downloading malware that can hijack your Facebook
account, collect your personal information, and even
harm your computer [23], [24].
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o Cross-Site Scripting (XSS) - Cross-site scripting (XSS)
is a sort of attack against Web applications, including
OSNs, in which the attacker involves injecting malicious
script into targeted web-pages and induces the user to
run it in order to steal sensitive information [14].

o Internet Fraud - Internet fraud, which is a cybercrime
activity, involves using the Internet access to deceit or
take advantage of people [8]. For example, fraudsters
on Instagram like to impersonate well-known brands in
order to trick you into purchasing counterfeit goods.
They may also simply want your payment details in
order to create bogus charges or empty your bank
account [18], [31].

Given Table II we can note that reported incidents of phishing
attacks [18]-[22], [34], [35], [37], [39], and Internet fraud
[28]1-[31], [33], [34], [36], [37], [39], can be found in most
OSNs (in nine OSN platforms), followed by malware [15]-
[17], [35], [38], [23] (in six OSN platforms) and spam attacks
[23]-[27] (in five OSN platforms), whereas no reported
incidents of cross-site scripting attacks (XSS) have been
found.

VI. CONCLUSION AND FUTURE WORK

OSNs have grown in popularity as a global technology
phenomenon, with billions of users throughout the world
accessing them. Many individuals are drawn to using them
because of the various unique features they provide such
as posting and sharing information and multimedia content,
staying connected with friends, participating in discussion
forums and more. However, while OSNs are entertaining
to use, they also raise privacy concerns and security risks
that could potentially cause harm to the individuals using
them. From Table II we can conclude that most OSNs have
been exposed to classic security threats. This is an ongoing
research that will explore more content in the future and
will be expanded, an extension to the security threat table
will be provided where modern threats (such as clickjacking,
socialbots, identity clone attacks) will be also added. A
more detailed analysis of the privacy awareness of users on
these networks and as well as protection recommendations
and proposed solutions to better protect OSN users are also
planned to be included.

RESEARCH LIMITATIONS

This paper is limited due to the following reasons:

o Research was not made for all most popular social
networking sites of 2021 (sec. III, Table I). Included are
those sites that have the most international and English-
speaking users.

o« The data was not acquired from a specific dataset,
therefore the exact number of times the threats were
encountered in each OSN is not known. Instead, Table
IT was created and the data was collected by using the
Internet as a tool for content analysis to see if there
have been any reported incidents of classic threats on
each OSNss, respectively.

o Because the Internet was used as a research tool, data
for some threats could not be found. For example, no
cross-site scripting (XSS) attacks were reported on any
of the platforms, but it does not mean that the platforms
and users have never been exposed to such attacks.
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Abstract—The amount of data has been exponentially rising
over the years and data centers have invested heavily in research
for solutions to efficiently transport and store the data. One of
the fields that is crucial to solving this problem is compression
of the generated data to reduce the amount of hardware
needed for storage of said data. Multiple solutions have already
been explored and proposed, and in this paper we experiment
with GPU parallelization of compression algorithms to reduce
the time required to compress data while maintaining the
maximal possible compression ratio. The experiments in this
paper explore the viability of using general purpose GPUs for
accelerating at home data compression, with the possibility of
scaling up to large data centers i.e. using GPU parallelization
to reduce compression times.

Index Terms—GPU, CUDA, Parallelization, Compression

I. INTRODUCTION

Data compression has been around for a long time and
is a widely researched topic for many years. It’s a crucial
part of data storage and transfer, especially in systems that
utilize large amounts of data transmission. We divide data
compression into lossy and lossless approaches. Audio and
image data can tolerate some data loss and therefore can
utilize lossy compression, but more sensitive data, such as
scientific calculations or private user data, cannot tolerate
losses during compression.

II. RELATED WORK

Previous research in the field of lossless compression
proposed the use of GPU based lossless compression for
specific types of data. Fang et al. found that Run-Length
encoding based compression yields a significant increase in
performance for compressing databases [1], while O’Niel et
al. suggested the GFC algorithm that’s specifically targeted
towards double-precision floating point data [2].

Balevic also worked on RLE using GPUs, but only got in-
crease in performance compared to the serial implementation
on the CPU [3]. The parallel algorithm for variable-length
encoding used atomic operations and the shared memory for
computing codeword offsets in a compressed data stream and
cached the codeword in a look-up table in the low latency
memory.

Huffman encoding has also been studied by Cloud et al.
and showing that GPUs cannot significantly impact perfor-
mance using the Huffman algorithm because of the algo-
rithms deficiencies [4]. It’s proposed that form optimal use of
the GPUs SMID cores requires the complete elimination of if
statements from the GPU sub-routine. Rahmani et al. presents
an algorithm that managed to get a pretty sizable performance
increase by parallel implementation of the Huffman algorithm
by bypassing the constraints of the maximum codeword
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length and entropy [5]. With the amount of new research
being conducted every day and with technology always im-
proving, resulting data from studies can be extremely precise
and can only be represented by the floating-point data type.
Ratanaworabhan et al. compare a number of compression
algorithms for scientific floating-point data and conclude
that real-time compression and decompression is possible on
modern hardware [6].

Works in the lossless family of algorithms, such as Lempel-
Ziv family of lossless compression algorithms, suggest that its
variations can benefit from parralelisation, as shown in Zu and
Hua’s work where they improve the LZSS algorithm by using
their own approach called GLZSS and managed to get double
speedup over the existing LZSS algorithm [7]. Concerning the
efficiency of these algorithms there are works showing that
efficiency is improved using multiple processors, as seen in
Erdodi’s paper where he implements the LZO algorithm using
a CUDA enabled GPU which exploits the number of cores
of the GPU and exceeds the CPUs efficiency when using the
same algorithm [8].

As previously stated, multimedia like pictures, audio and
video, is a data type that can tolerate some data loss. Utilising
the weakness of some of the human senses and the human
ability to fill in gaps given a context, lossy data can afford to
be highly compressed, even at the cost of losing some of the
nonessential data bits. For this type of data compression Patel
et al. find that performance can be gained when using GPUs
for lossy compression when algorithms are written with data
level parallelism in mind [9].

There have been instances where algorithms intended for
compressing lossless data have been used to compress lossy
data. Funasaka et al. implement the LZW (Lempel-Ziv-
Welch) compression algorithm to show that compressing
TIFF images using a GPU yield much better performance
compared to using the same algorithm on a CPU [10].

We also have data that can be compressed using both
methodologies, and has pros and cons in each one. For exam-
ple we have Franklin et al. that propose the HD-ODETLAP
algorithm for lossy compression on high-dimensional arrays
of data which tackle a pretty significant problem, compressing
GIS (Geographic Information System) data [11]. GIS data
can be highly compressed at the expense of reconstruction
accuracy or be compressed using a lossless algorithm and
maintain full accuracy.

III. SOLUTION ARCHITECTURE

In this paper we will be comparing the execution times
of three different compression algorithms on different pro-
cessing units i.e. on the CPU, where we will be running the
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algorithm in sequential mode, and on the GPU, where we will
be running the algorithm in parallel mode. Figure 1 presents
a general overview of both of these scenarios.

o - o
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Fig. 1. Scenarios A and B

Suppose we have a large data set comprised of different
types of data (audio, video, image or text data) stored in
system storage (HDD or SSD). If we are running any of
the compression algorithms on a file from the data set using
Scenario A, the file first has to be loaded from the system
storage to the main memory i.e. the RAM. After the file
is put into RAM, the CPU reads it line by line and passes
it through the compression algorithm which compresses the
data according to the specified compression algorithm and
loads the compressed file into RAM, then the resulting file
is written to the system storage for the user to access.

Using Scenario B we attempt to improve upon scenario
A by using the GPU as the processor for the compression
algorithm to utilise to improve compression times. The pro-
cess starts similarly as scenario A i.e. the desired file is
loaded from system storage to RAM where the CPU can send
the file using PCle connections to the GPU. The GPU then
runs the received data through the compression algorithm and
generates a compressed file which is sent back to the RAM
and written to the system storage.
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Fig. 2. GPU thread assignment

In Figure 2 we observe, in detail, the way that GPU
assigns work to its multiprocessors. The desired file is loaded

into RAM and gets copied to the GPUs input buffer where
the work is split into threads. The individual threads and
are assigned a GPU processing core which executes the
compression algorithm and sends the result to the output
buffer which collects all of the individual outputs and sends
them to the RAM where the compressed file is temporarily
stored before it gets permanently stored in the system storage.

In both of these scenarios we evaluate the time it takes
to get a compressed file from the moment the command
is executed using the Measure-command in the Windows
terminal (equivalent to time in UNIX based systems) and the
compression ratio of each file. All of the tests will be run on
the same machine with an AMD Ryzen 5 3600 CPU with
6 cores and SMT (Simultaneous Multi-Threading) enabled,
an Nvidia GTX 750Ti with 2GB of memory and 640 CUDA
cores, a HDD which spins at 7200RPM and 16GB of RAM.

The compression algorithms which we will be using for
these benchmarks are:

o BZip2, an open-source program that uses the Burrows-
Wheeler algorithm, Run-length encoding, Huffman cod-
ing and Delta encoding to compress a desired file.
It’s much more efficient than traditional compression
algorithms but it’s noticeably slower.

e LZMA aka the Lempel-Ziv—-Markov chain algorithm
is mainly used for lossless data compression that uses
a dictionary compression algorithm whose output is
encoded with a range encoder utilising a complex model
to make a probability prediction for each bit. This
algorithm is also noticeably slower that traditional al-
gorithms, but can compress much larger data inputs and
is also characterised with a fast decompression time.

o PPMd i.e. the Prediction by Partial Matching algorithm,
is an algorithm that chooses how to compress the data
further in the receiving stream by comparing it with the
data it has most recently encountered. This algorithm is
also lossless and is effective at compressing text files
that contain natural language text but at the cost of a
relatively large amount of RAM consumption because
of the needs of the prediction model.

The data set on which we will be running the test consists
of a large text file that contains generated Lorem-ipsum text,
an image with the RAW format and a regular JPEG image.

IV. RESULTS

In this section we evaluate how quickly the files are
compressed on our machine using different compression
algorithms and see which compression algorithm and/or file
type benefits the most from GPU acceleration.

As previously mentioned, our data set consists of a large
text file with a size of 953 MB, an image with the RAW file
format which has a size of 27.2 MB i.e a large uncompressed
image that contains all of the data captured by the DLSR
camera and an uncompressed BMP image with a size of 116
KB. All of the tests are repeated 4 times and an average time
is calculated.

Figure 3 illustrates the time needed to compress the large
text file. As we can see from the graph all of the algorithms
execute faster when running GPU acceleration, but the time
delta is minimal in most cases. The LZMA algorithm benefits
the most from GPU acceleration which reduces execution
time by 27.2 seconds but is slowest out of the three by
quite some margin and reduces the file size to 203 MB. The
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Fig. 3. Execution time of text compression

BZIP2 algorithm has the fastest execution time but also has
the worst compression, only managing to reduce file size
to 242 MB and the resulting file is 42MB larger than the
most compressed file, i.e the resulting file from the PPMD
algorithm with a resulting file size of 200 MB, but has the
lowest benefit from GPU acceleration. The PPMD algorithm
speeds up by 9.3 seconds when using the GPU and is the best
out of the three algorithms when compressing textual data.
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Fig. 4. Execution time of RAW image compression

In the graph in Figure 4 we observe negligible speedup
when using the GPU and in the table we can see that all of
the algorithms achieve the same amount of compression. This
type of data i.e RAW images, is minimally compressible due
to the nature of the contained data and results in all of the
algorithms having the same compression result of 26.3MB.
The purpose of these files is to edit the image without losing
any crucial data like colour, ISO etc., so compressing the
file RAW only compresses the overhead and metadata in the
picture which results in minimal overall compression.
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Fig. 5. Execution time of BMP image compression

Figure 5 illustrates the execution time of the compression
of a BMP image. The very short execution times are a

result of the overall small file size of the image and the fact
that BMP images are highly compressible. The compression
algorithms all gain from the GPU acceleration but it’s very
negligible, but the compressed file sizes are half of the
original file size. The LZMA algorithm achieves the best
compression with a resulting file size of 69.2 MB, while
the PPMD algorithm achieves the worst compression with a
resulting file size of 77.2 MB and BZip2 algorithm generates
a file size of 74.8 MB, which shows that the PPMD algorithm
is better optimized for compressing textual data.
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Fig. 6. Resulting compression ratios by file type

Figure 6 depicts the compression ratios of all of the files
from the testing data set. We can see that the text data
sample and the RAW image have a constant compression ratio
that isn’t affected neither by the algorithm nor whether the
GPU is used or not. The only difference in the compression
ratio is observed in the BMP image compression and it only
differs based on the algorithm used, not the hardware used
to compress the file.

V. CONCLUSION

In this paper, we compared the execution times and the
compression ratios of different file types using three different
compression algorithms and executing those algorithms on
two different processing units, the CPU and the GPU. We
observed a small speedup in execution when running the
algorithms on the GPU versus running the same algorithms
on the CPU, showing that some algorithms and file types
benefit from running on parallel processors. This speedup
is almost negligible in most user cases and doesn’t make it
viable in a personal working scenario, but may prove useful
in professional work when compressing very large data sets,
like user data bases or data resulting from a large experiment,
which take a very long time to complete.

The results from our experiments confirm the results from
already existing work i.e. it is possible to accelerate the
execution process of compression algorithms when running
them on parallel processors.
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Abstract—This paper aims at presenting how to implement
face detection and tracking on a low powered robot that uses
hardware such as the Raspberry Pi using the Viola Jones algo-
rithm. With face detection and tracking implemented, the robot
can follow the movement of a person, and move accordingly.

I. INTRODUCTION

This paper aims to explain how the challenges of face

detection and tracking with robots that have low processing
power can be overcome. Face detection in image processing
is a computer technology that is able to identify the presence
of people’s faces within digital images or videos, and it is
not to be confused with face recognition, which refers to the
ability to distinguish and recognize the person in the image.
The main challenge that we face is the face detection part. For
a mobile robot (robot with wheels or caterpillars) to be able
to move towards a person and also to orient towards them,
first we need a method by which we will detect the person’s
face. Even though the whole human figure can be detected,
in this research paper, we focus on face detection because the
face of a person always has the same order of characteristics.
In contrast, the whole human figure can change depending of
the movement or pose that the person is in, such as stretched
arms or bent knees.
When it comes to face detection, we do not have a huge
choice to solve this problem. A widely used approach to
overcome this challenge is by applying deep learning tech-
nique, but in our case, there is a problem with that. Deep
learning is too demanding in terms of computing power for
devices like the Raspberry Pi. Deep learning would be an
adequate approach if the embedded computer used has built-
in CUDA cores. Such embedded computers can cost more
than 100 USD, but this paper focuses on devices that cost
less than 50 USD, as per example Raspberry Pi devices
and similar variants. The purpose of this is to demonstrate
a way for students to be able to implement tracking func-
tionality in robots that are built with low cost. This research
explains an implementation that is a good compromise be-
tween performance and functionality using Viola-Jones face
detection algorithm. Once the face is detected we apply an
algorithm to calculate the distance and location of a person
in relation to the robot. The code for this paper running on
the Ricardo robot can be found on the following repository
https://github.com/dimitarbez/Ricardo

II. RELATED WORK

Many existing works use neural networks to implement the
feature of user following [4]. Other works use a Bayesian

Aleksandar Stankovski
Ss. Cyril and Methodius University
Faculty of Computer Science and Engineering
Skopje, North Macedonia
aleksandar.stankovski @students.finki.ukim.mk

based approach for facial recognition and following using
SIFT descriptors [5]. This is effective however it is a prob-
lem when implementing such functionality on a device that
doesn’t have a dedicated graphics processor such as the
Raspberry Pi.

III. VIOLA JONES ALGORITHM

The Viola-Jones object detection algorithm [1] is an object
detection algorithm that was proposed by Paul Viola and
Michael Jones in 2001. Although it can be trained on various
classes of objects, the main motivation of the algorithm was
detection of faces.

The Viola-Jones algorithm uses a machine learning approach
to detect objects in pictures. The classifier works with very
simple image features. One part of the image is subtracted
from another one. That alone is not very good. But if there
are thousand such features, then we are well on our way to
detection.

When we have a black and white image, the eye area is darker
than the forehead area. When we subtract the lighter part from
the darker part, we get classification. The algorithm works on
this simple principle. Viola-Jones requires a full front-facing
view. So in order for the face to be detected it will have to
be aimed at the camera and it should not be tilted to one
side. While this sounds like something that would reduce the
usefulness of the algorithm, in practice these limitations are
quite acceptable.

The features found by the algorithm involve a sum of pixels
within the boundaries of rectangular regions. As such, they
have similarities to the Haar basis functions, which have been
used to detect objects in an image. But because the features
used in Viola-Jones depend on more than one rectangular
region, they are generally more complex.

This algorithm consists of fours stages:

1) Haar features.

2) Create an integral image
3) AdaBoost training

4) Cascading

A. Haar features

The detection procedure classifies based on values from
simple features. There are several motivations for using
features instead of working with pixels directly. The most
common reason is because with features knowledge can be
encoded in ad hoc domain. There is another critical reason
and that is that a feature-based system is much faster than a
pixel-based system. The simple features used are reminiscent
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of Haar basis functions. The algorithm uses three types of fea-
tures. The value of a two-rectangular feature is the difference
between the sum of the pixels in the two regions. The regions
have the same size and form and are vertically or horizontally
adjacent. Feature with three rectangles calculates the sum of
the two outer rectangles subtracted from the middle rectangle.
Finally, a feature with four rectangles calculates the difference
between diagonal pairs of rectangles.

Fig. 1. Haar features [1].

B. Integral image

Rectangular features can be computed very quickly using
an image that is called an integral image. The integral
image at location X,y contains all the pixels above and left,
inclusively.

ii(z,y) = Z i(x',y)
z' <x,y' <y
A B
1 2
C D
3 4

Fig. 2. Calculating the area with the integral image [1].

ii(x,y) is the integral image and i(x,y) is the original image.
Using the following formulas:

s(x,y) = s(x,y — 1) +i(z,y)
(where s(x,y) is the cumulative sum of the row, s(x,-

1) = 0) the integral image can be calculated with just
one iteration across the pixels of the original image. Using

the integral image, any rectangular sum can be calculated
using four references to an array. The difference between
two rectangular sums can be calculated in eight references.
Because two rectangular features above involve neighboring
rectangles, they can be calculated in six references to an array,
eight in case of three rectangle features and nine in four
rectangle features. With this, the calculation complexity of the
sum of the rectangular regions becomes of O(1). Calculation
of the integral image has to be done only once per new frame
and its complexity is O(n). This is way better than having
complexity of O(n?) for the entire image.

C. Cascades with attention

This section explains the algorithm for constructing a
cascade of classifiers that manages to increase detection
performance but drastically reduce the computation time. A
smaller and more effective classifier can be constructed that
will reject many of the negative sub-windows while at the
same time it will detect almost all positive instances. Simpler
classifiers are used to reject most of the sub-windows, before
more complex classifiers are used in order to obtain a low
negative rate. The general form of the detection process is
that of the degenerative decision tree, which we call cascade.
A positive result from the first classifier provokes the
evaluation of the second classifier which is also set to
manage to reach very high rates of detection. A positive
result from the second classifier causes the third classifier
and so on. A negative result in any step is followed with the
rejection of sub-window.

All Sub-windows

Reject Sub-window

Fig. 3. Processing of sub-windows [1].

The cascade tracks are constructed by training a classifier
using AdaBoost and then changing the threshold values
to minimize false negatives. The default threshold values
is designed to have a low error rate for data training. In
general, a lower threshold leads to higher installments of false
positives. For example, an excellent first-stage classifier can
be constructed from two functional strong classifiers with
threshold reduction to minimize false negatives. Measured
against validation data, the threshold can be adjusted to detect
100% of persons with a false positive rate of 40%. The
calculation of the classifier of the two features is about 60
instructions for a microprocessor. It seems hard to imagine
that any simpler filter can achieve higher bounce rates. For
comparison, to scan a simple template per image or a single
layer of perceptron, 20 times more sub-window operations
are required.
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D. Training of a cascade of classifiers

The cascade training process involves two types of ex-

changes. In most cases, multi-feature classifiers will achieve
higher detection rates and lower false positive rates. At the
same time, the classifiers with more features require more
time to calculate. Optimization framework can be defined
in which the number of classification stages, the number of
features in each phase and the threshold of each phase is
traded in order to minimize the expected number of rated
features. Unfortunately, finding this optimum is an incredibly
difficult task.
In practice, a very simple framework is used to produce an
effective classifier which is highly efficient. Each phase of
the cascade reduces the false positive rate. Target is selected
to minimize false positives and to maximize detection. Each
stage is trained by adding characteristics until the targets are
met, the stages are tested with testing the detector on the
validation set.

Fig. 4. Example of frontal upright face images used for training [1].

IV. PRACTICAL IMPLEMENTATION ON THE ROBOT

The goal of the implementation is to give the robot the
ability to follow users it sees. It does this by detecting their
faces [2]. This can be implemented on any kind of robot
that uses wheels or tank tracks to allow it to move. For this
implementation the Ricardo robot is used. A 3D printable
robot that uses tank tracks powered by DC motors. The robot
has four DC motor that drive the two tank tracks.

Fig. 5. Frontal view of Ricardo.

The movement of the robot to follow the user is being cal-
culated based on the size (width) of the user’s face bounding

Fig. 6. Angle view of Ricardo.

box on the screen and its position accordingly [2]. The robot’s
movement can be divided into two categories: translational
and rotational. The translational movement is being calculated
based on the user’s face size, meaning whether the user is
close or far away from the robot, the robot should move
forward or backward. There are two thresholds for calculating
at which distance the robot needs to be from the user. The
value we are working with is the width (size) of the users
face. The higher threshold is for detecting when the user is
too close. It means that the size of the user’s face on the
screen has passed the upper threshold. In that case the robot
has to move backwards to get to a far enough distance. The
lower threshold means that the size of the face has become
too small on the screen. This is when the user gets too far
from the robot. In this case the robot has to move towards
the user to get close enough. The robots stops moving when
the face size reaches a value in between the two thresholds
(3].

These thresholds have to be set accordingly to the reso-
Iution of the image. For the current implementation which
runs on a resolution of 400x300, the upper threshold works
best at a value off 150 (pixels wide) and the lower threshold
should be a value of 120 (pixels wide) for a robot placed on
a table in front of you. These thresholds can be increased
or decreased depending on what distance we like to keep the
robot at and also keeping in mind the resolution of the image.
The rotational movement is calculated based on the position
of the face on the image. There are two borders that trigger
the rotational movement. If the face bounding box enters the
left border then the robot starts to rotate towards the left. If
the face enters the right border then the robot proceeds to
turn right. If the robot is in neither of the borders then just
the translational movement is being calculated. If the face
has entered both borders then the translational movement is
being calculated only.

File Edit Tabs Help

Display

Fig. 7. Dimitar Bezhanovski.

If the face has entered both borders then the user is too
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Fig. 8. Dimitar Bezhanovski.

Fig. 9. Aleksandar Stankovski.

close and the robot has to back off. The rotation speed
increases linearly as the user’s face enters deeper into the
border that triggers rotation.

V. CONCLUSION

The optimal way to implement face detection and tracking
on a robot with low powered embedded computer is:

« Detect faces using the Viola-Jones algorithm

« Implement translational movement based on the person’s
face size in the image

« Implement rotational movement based on the person’s
face position in the image

This implementation is for devices that do not have a dedi-
cated graphics processor. An argument could be made that the
Nvidia Jetson Nano which has a dedicated graphics processor
falls into the low powered embedded computer category
and that we can run a neural network on it. But devices
such as the Jetson Nano are not as available and abundant
compared to devices like the Raspberry Pi. Especially due to
the ongoing chip shortage, devices with graphics processors
are hard to find to and are very expensive. With this Viola
Jones implementation we can effectively implement a basic
robot following system od readily available and cost effective
hardware.
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Abstract—We implement a system that allows providing
human-like answers to human-like questions extracted from a
considerable amount of data in a reasonable time measured
in seconds. To prove that the volume of the data used as a
knowledge base where the answers to the questions are searched
for, we used a complete English Wikipedia dump running on a
local laptop under Windows10 OS, exposed to a software that
receives questions and provides the three most relevant solutions.
The entire technology stack of the implementation is the subject
of this research.

The main conclusion of this research is that it is possible
to implement semantic search over a vast amount of text data
on a local computer with an average hardware specifications,
which is of outermost importance in developing different NLP
systems.

Keywords—semantic search, deep learning, transformers,
BERT

I. INTRODUCTION

The semantic search is where the semantic meaning of the
question is inlined with the provided search results. According
to Fazainga et at.[ 1], there is no unique definition of the notion
of semantic search on the Web. However, the most common
use is the one as an improved form of search on the Web,
where meaning and structure are extracted from both the user’s
Web search queries and different forms of Web content.

According to Berners-Lee at al.[2], The Semantic Web is
a vision about an extension of the existing World Wide Web,
that provides software programs with machine-interpretable
metadata of the published information and data. In this way,
the contextual meaning of the content of the web page would
be embedded into the HTML with appropriate extensions,
easily recognizable by a software. As a final result, this
would expose them to an advanced search engines to be easily
recognized as potential candidates for search queries where
matching of the contexts of the question and the answers
would play a significant role.

Therefore, it goes beyond looking for exact or similar
matches of the words used in the search queries in the answers
provided at the end of the search process. That leads us to
the possibility of structuring questions less formally and more
humanly, still recognizable by the software, which is capable
of extracting answers that do not necessarily contain the exact
words used in the questions, sill the meaning of the answers is
with (at least partially) preserved correctness from a semantic
perspective, as recognized by the humans.

Unfortunately, this ideas never gain wide adoption, due
to the several factors. The most significant one is the fact
that is hard to design a taxonomy of terms that would cover

Ana Madevska Bogdanova
Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, North Macedonia
ana.madevska@finki.ukim.mk

a wide area of topics that would be both detailed enough
to cover all necessary subjects of the humans’ interests, and
to be acceptable for a wide population of naive users, i.e.,
ordinary end users who are not necessarily familiar with
domain specific semantic data and just read news, and on
the other side, highly specialized experts that look for very
specific terms, context-wise.

The problem of the semantic search have been a subject
of various research studies and applied with variable success
using various approaches. Still, the breakthrough in this field
is put on the scene by introducing the Transformers neural
network architecture and with the BERT language model as
the first helpful result of it [Attention is all you need], both
applied by Google’s researchers. In the following months,
BERT became the fastest adopted new technology in the field,
on such a scale as Google’s search engine is.

The rest of the paper is organized as follows. Section 2
presents an overview on similar papers or related researches.
The implemented methods, including the data set and the
model selection, is described in Section 3. The results and the
discussion are presented in Section 4. Section 5 presents the
conclusion. The following text will provide technical details on
how this technology can be applied on an average-performing
home computer/laptop, still using the same technology running
on Google’s servers.

II. RELATED WORK

Semantic search engine for XML documents is elaborated
in the work of Cohen at al. [3], and the same approach can
be used for HTML content as well.

The fact that searching by keyword and do not understand
polysemy and synonymy are some reasons the traditional
search engine is not suitable anymore, is well documented by
Kasim at al.[4]. He successfully pinpoints the need of semantic
search engine that is born of traditional search engine, but
with a goal to overcome this limitation.

One implementation of semantic search is SemSearch
engine, described by Lei at al.[5] that pays a special attention
to hiding the complexity of semantic search from end users
and making it easy to use and effective.

GeneView, described by Thomas at al.[6] is built upon
a comprehensively annotated version of PubMed abstracts
and openly available PubMed Central full texts. This semi-
structured representation of biomedical texts enables a number
of features extending classical search engines. For instance,
users may search for entities using unique database identifiers
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or they may rank documents by the number of specific
mentions they contain. Annotation is performed by a multitude
of state-of-the-art text-mining tools for recognizing mentions
from 10 entity classes and for identifying protein—protein
interactions.

A plausible approach to the semantic search problem is
presented by Nagarajan at al.[7]. He presents an idea of
giving semantic to a web page so a system can understand the
semantic behind the web page which automatically increases
the efficiency of information search.

Dietze at al.[8] introduces GoWeb, which combines
classical keyword-based Web search with text-mining and
ontologies to navigate large results sets and facilitate question
answering.

The need of organizing data in easily findable, accessible,
interoperable and reusable way, exposed to effective searches
without exact text/word matching is recognized by Sadeeq at
al.[9]. In his paper, he provides a wide review of Semantic
Search and Semantic Web techniques. Various types of
semantic search engines are investigated and the differences
between the Semantic Search and Semantic Search keywords
are determined. Additionally, the benefits of using Semantic
Search were highlighted.

III. IMPLEMENTATION METHODS
A. Datasets

We used a complete English Wikipedia dump, available on
https://dumps.wikimedia.org. Various dump files are available:

« Database backup dumps, in a form of MySQL DB dumps
o Static HTML dumps

o Backup dumps of wikis which no longer exist

o Analytical data files

« Titles and descriptions only

o URLs to the pages only

« Complete articles, all the revisions included

o Complete articles, the last revision only

We used the last one, with complete articles included, but
without the revisions history, so only the latest versions of the
pages were used. The dump file is compressed in a format
that allows parallelized decompressing, optimized for speed.

B. Data Cleanup

The data dump, decompressed, is in the format of one
big XML file, 42 GB big. When XML tags are completely
removed from it, still there is a lot of unusable text that
acts like a noise to the search procedure, increasing the data
volume, search time, and lowering the accuracy of the results
and the quality of the provided data as the result.

, with many tags and metadata surrounding the leading
articles that appear on the wikipedia.org site when some
specific page is visited. For example, when an image is
embedded in the page, the content contains the author and
description of the image that is not directly connected to the
page’s content.

Some of the most valuable cleanup steps that did effective
cleanup of the most of unwanted content are the following
ones executed:

« Removing XML tags. What remains after this step is a
content in Wiki syntax, that has to be cleaned further.

o Removing non-XML tags that provide information about
the content in just a few words, but are not suitable for
presenting to the user as a search result text.

o Removing the names of the main categories and sub-
categories. Reason: again, does not provide plausible
information to the user in a form of human-readable

plain text.
o Removing all extra characters that act like a noise.
Examples: °—’, ’*’ and ’=’.

We cleaned up the XML tags metadata too short to
contain any semantically valuable information. The cleanup
was implemented with a Linux sh script containing 62 sed
commands. This procedure took 22 hours to run on a Lenovo
ThinkPad laptop with 16 GB of RAM and an Intel i7 processor,
running Windows 10 as the primary OS but utilizing his Linux
subsystem because of its fast ’sed’ command.

C. Data Split

The texts were intended to be processed by the Hugging-
Face Transformers library with the BERT (or his variation)
fine-tuned with SQUAD dataset for the Q&A downstream
task. One limitation of the BERT and similar models is that
the input can be 512 tokens long. That means that we had
to split the content of a big single-file Wikipedia dump into
many small pieces of text files with content that does not
exceed 512 tokens when tokenized. Otherwise, either we will
produce error during the searches, or all of the tokens that
exceeds 512 would be ignored.

In addition to that, we implemented text split with
overlapping, meaning that the following text piece of the
same article will contain the last 150 tokens of the previous
text. The reason for this is the intent not to split texts in a
way that possible answers to some questions would be split
into two texts.

The side effect of this approach with a sliding window
with padding is data redundancy. Still, since the final selection
of the answer to a given question was made according to
the biggest confidence score, this did not affect the user
experience.

Also, a positive drawback of this padding is a fact that it
is possible that a same answer to the same question might
appear in two different texts. Since we are ranking the provided
answers accordingly to the relevance score, and it is calculated
within the provided single document only, during the question
extraction phase, this approach give additional benefit of
regularizing relevance score, because the bigger one will be
chosen, pointing to the same answer, therefore, the chances of
neglecting valuable but omitted search result due to accidental
low relevance score with having contextual surrounding, will
are effectively lower.

One technical detail on splitting text into chunks: the total
number of files was too big to be stored in a single folder.
Both Windows and Linux OSs showed problems handling
folders with more than 60.000 files. We created subfolders in
three levels to solve this issue, each containing no more than
1000 files. The complete text split duration: 19 hours.
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D. Data Ingestion

Q&A pipeline consists of implementing a full-text search
over provided texts, with the user question provided as an
input. To perform fast searches over more than 19276500 files,
we used Elastic Search. Its concept of inverted indexes showed
its potential on a significant scale, having an average duration
of the searches of less than a second. Since the texts were
physically present on the disk in many small files, we used
FSCrawler [https://fscrawler.readthedocs.io/en/fscrawler-2.9/].
Time spent on this task: 8.5 hours.

E. BERT Model Selection

We used BERT-like models available on the Huggingface
models’ repository, fine-tuned to Q&A downstream tasks.
There were 45 models at that time, and we were doing this in
April 2020. All of the models were fine-tuned using SQUAD
1.1 or 2 dataset. SQuAD stands for Staford Question and
Answering Dataset. Original SQuAD 1.1 contains 107,785
question-answer pairs on 536 articles. The models trained with
it showed SOTA results in finding the answers to the given
questions in provided texts that should contain the answer.
As a result, such models effectively answer any question in
any provided text, no matter whether the text contains a valid
answer to a question or not. These models were not trained
to recognize an absence of a valid answer in a given text.

SQuAD 2.0 was introduced to overcome this drawback,
with an additional 50.000 examples of questions and provided
texts where no answer is labeled. As a result, BERT-like
models trained with this dataset showed slightly lower accu-
racy in providing valid answers but can effectively recognize
situations with no answer to a given question in a provided
text.

Beyond this variation of the available modes, the following
classifications were also considered:

Model size:

e small
¢ medium
o large

Model variation:

o original BERT
+ RoBERTa
« AlBerta

There are combinations of models with all the possible
sizes and variations, trained both with SQuAD 1.1 and SQuD
2.0 datasets, and in the end we ended with experimenting
with 48 models

The bigger models showed better results in finding answers
but were significantly slower, and that was unacceptable having
the hardware we had in our possession when we were running
the experiments. Therefore, we had to find the right balance
with a reasonable accuracy vs. speed tradeoff. The resulting
model was a small RoOBERTa model that was fine-tuned with
the SQuAD 2.0 dataset chosen among 45 applicable ones
available on Huggingface.

IV. RESULTS AND DISCUSSION

The semantic searches were enabled after performing all
of the described data preprocessing and preparation steps. The
interaction with the proposed Q&A engine is enabled by two
different approaches: a slight application build using Streamlit
Python library and a Flask-based website.

In Fig. 1 is presented one example of the Q&A engine
in action. There might be (and usually there are) multiple
answers to a certain question. Answers are ordered by the
relevance score, in descending order, and the multiplicity of
answers is expected when the relevance scores are close with
their values.

One possibly confusing fact is that the relevance scores
are calculated for the given question having only provided
text. Consequently, the relevance scores are not necessarily
comparable between two different texts, but the differences are
not significant and reflect the human reasoning and the context
of the question and the texts quite well. Normalizing texts,
i.e., moving over long texts with overlapping sliding windows,
as described above, makes this issue less recognizable.

V. CONCLUSION

In this paper we implemented a system that provides
human-like answers to human-like questions. The knowledge
base is extracted from a big amount of data in several seconds,
using only a local PC/laptop hardware environment. The used
data knowledge is the complete English Wikipedia dump. The
total volume of data, after uncompressing and before data
cleanup was at about 42 GB. The main conclusion of this
research is that it is possible to implement semantic search
over a vast volume of text, in a way that Google does, on a
local computer with an average hardware specifications.
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HAL Quotes
Talk to me Dave. Please.

hi there

how are you doing today ? i hope you are having a good day . have a great day !
I'm doing well. How about you?

i am doing well , thank you . do you like video games ? i like playing video games .
My guestion was: whao is albert einstein?

science and mathematics making him one of the most influential scientists in
human history and one of the greatest mathematician of all times. the great
physicist , albert einstein, thought that newton's idea of gravity was not
completely accurate. he corrected many of the

mean:. albert einstein. albert einstein (14 march 1879 — 18 april 1955) was a
german-born scientist . he worked on theoretical physics. he developed the theory
of relativity. he received the nobel pr in physics in 1921

of the year three times. the december 31, 1999 issue of "time" named albert
einstein the " person of the century”. franklin d. roosevelt and mahatma gandhi
were chosen as runners-up. élisabeth

Restart

01:29
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Fig. 1. Q&A in action
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Abstract—There are some segments of the business that
require simple and everyday tasks, high-risk steps, or processes
that include multiple people and steps, so implementing these
working requirements can be automated, and it can leave more
time for the employees to dedicate themselves to more
important business goals. Process automation is simplifying
complex business processes with the help of the technology.
Robotic process automation (RPA) is one of the ways how a
company can imitate human tasks through robots (boots). RPA
is focused on the automation of repetitive actions, aiming to
bring organizations an easier way of handling these actions in
the most efficient way. RPA is helping companies in achieving
maximum results in an effective manner. The purpose of this
paper is to highlight the advantages of robotic process
automation and the positive influence that this process is
having over the business sector. This paper shows different
tools for RPA and how they can be used to solve some
challenges that businesses are facing. We describe how RPA
could be used in various application areas, and also we present
several case studies.

Keywords—robotic process automation, business processes,
business process automation.

L

The global economy today is driven by new emerging
technologies that are satisfying the new needs and demands
set by the customers. Companies nowadays are looking for
new ways to be more efficient, competitive, save costs, and
be more agile, so they use their maximum and deliver the
best value. One of the emerging technologies that is placed as
a solution to this challenge is robotic process automation
(RPA).

RPA is replacing the repetitive tasks done by the
employees, leaving them a place to work on more
complicated tasks that can bring better performance to the
organization. RPA software can automate some simple tasks
such as online transactions, but also can simplify more
complicated tasks. The main aim is to improve the overall
operations of the business, lower the operations costs and
bring value to the organization. There have been
successfully implemented processes in different projects in
banking, customer service, finance, digital services and
commerce [1]. Different reports are showing a very positive
impact that RPA is having in decreasing the operational costs
from 30% to 50% [2]. RPA can be extended with artificial
intelligence, text mining or natural language processing, and
it can help in forecasting scenarios and improving the
operational and business processes.

INTRODUCTION

There are different techniques for automation processes
that have been used so the efficiency in the companies has
been increasing through the years [3]. Customer software is
one of them, precisely custom-made software for performing
repetitive tasks has helped companies to increase their
effectiveness. Runbooks are used for sets of tasks and IT
based operations, and they can be used offline as well.
Batches are commands that can be run with a single click.
Batch can be even scheduled so it can run at specific times.
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Wrappers are watchdogs of the host client applications, and
they can validate a mainframe of applications with the help
of a hummingbird. There is a browser and desktop
automation, so the website can be saved to a database. The
data and web service integration are a process where the
reading and writing into the client database is done directly.

In this paper, we give an overview of the area of RPA.
Different tools for RPA are presented, as well as the
capabilities that they have. We give evidence about the
advantages of using RPA. Also, we give details on how RPA
could be used in various areas, along with the types of
problems that could be solved in these areas. Several case
studies are also presented that show how RPA is used in
different companies.

The rest of this paper is organized in the following
manner. In section 2 we define what RPA is, while section 3
gives an overview of several existing tools for RPA. Section
4 highlights the advantages that could be earned using RPA.
Section 5 shows how various areas and business processes
that occur in the companies from these areas could gain
benefit from RPA, and in section 6 we present several case
studies. Finally, section 7 concludes the paper.

IL.

RPA can be defined as tools that perform operations
connected with user interface in a way that people can do it.
The information system does not have any changes, rather
RPA is concentrated on the interactions with user interfaces
and their connection with APIs to the client services. The
process is mapped in the RPA tools, so software robots can
follow and execute the scripts (can be referred to as "bots)
[4]. The bots can mimic or emulate certain or business
processes such as manipulation of data, exchanging data,
answering predefined questions etc. [5].

ROBOTIC PROCESS AUTOMATION

RPA process is done with the help of artificial
intelligence employees and the automation services, where
the variables are set up by the developer. RPA is using
software that can do human activities, interact with different
applications and implement rule-based tasks.

RPA is not a traditional method, and it is not part of the
information structure, rather it is on the top. Through RPA,
different actions can be completed, even complicated ones
such as decision-making that is usually based on data and
predefined objectives. There is an opportunity to use state
activity that consists of three transition sectors such as
trigger, condition and action, which are giving you the
opportunity to set up a trigger or a new condition for the next
state. This is a huge advantage that RPA is allowing to the
users. Also, the RPA platforms have a trained software robot
that is using the instructions, and even a person with little
programming experience can be responsible for automating a
simple or complex process with proper training [3].
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I1I.

In the past years, artificial intelligence and machine
learning approaches have been stimulating the process of
dealing more efficiently with data, reflecting different
approaches such as statistics, business cases, automatic
discovery, data transformations etc. We can make extractions
from information by identifying patterns, grouping,
optimizing, predicting, and categorizing, but there are a lot of
challenges that are arising nowadays [6]. Studies done by
Deloitte [7] are suggesting that Al algorithms should be
implemented in strategic processes such as reducing fraud,
optimizing routine procedures, improving customer
satisfaction, procedures defined by the government and other
processes, which can be considered as stable and mature
ones. Since there are a lot of potentials and confrontations of
the automation processes, we will present some of the open-
source tools that are implemented with RPA, as well as Al
techniques or algorithms, and what you can expect from each
of them.

TooLSs FOR ROBOTIC PROCESS AUTOMATION

UiPath [8] is a platform that consists of three modules
UiPath Studio, UiPath Robot and UiPath Orchestrator, and it
allows the users to create and execute programming scripts
with an option for customized plug-ins for business
processes. UiPath Studio can help users in transferring and
managing packages, executing flows, storage of records that
are linked with Microsoft's Information Services Server and
SQL Server, as well as with Elasticsearch, which is an open-
source search engine. There is a Kibana data visualization
plugin, which is mainly oriented towards analytics. This
software standouts with many advantages such as
recognition,  classifications,  optimization,  extracting
information with the usage of images or character recognition

[9].

Automation Anywhere [10] is a tool that is oriented
towards artificial intelligence algorithms, providing
information about how Al techniques can be implemented
and is applicable in areas such as CRM, supply chain, HR
etc. Automation Anywhere can be connected to SAP and
Oracle, but there is an opportunity to connect it with other
software as well. The most used process is “Digital
Workers”, which allows incorporation of cognitive
automation and analytical data analysis tools with different
functionalities in the configuration, operation and
implementation process with fuzzy logic and other Al tools
in order to extract information with efficiency in document
validation. Automation Anywhere has an IQ Bot platform

[11].

Kofax [12] is offering automation services that are
oriented towards data analyses and document recognition
(through Optical Character Recognition - OCR processes).
This tool can extract the data from different sources such as
email, files etc. into various formats, so it can optimize the
tasks with ERP and allows the flows between the different
applications. This application can classify and recognize the
data content, as well as analyze and validate the content.
Furthermore, reaching the full potential of Kofax, clients can
manage, monitor and deploy different processes. Having
good analytics is also an important segment with
unsupervised analyses through Cognitive Document
Automation module, Automation platform and information
clustering [13].
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IBM is combining RPA and Al so it can unlock new
levels of automation processes by extending in areas where it
has not been used for automation and increasing the yield of
robotics. IBM is offering an automation process strategy and
design that includes a virtual workspace, 30000 cognitive
consultants, and setting up an automation center for
implementation. There is an option for implementing control
methodologies, so a systematic approach for automation
programs can be on the highest level. IBM is implementing
analytics techniques for extracting data and performing
statistical analyses so it can discover and identify
relationships, test correlations in order to enable the most
effective root cause analyses. IBM is using Watson Analytics
so it can discover sustainable improvements, new
opportunities, and increased performance. On the other hand,
IBM can make correcting actions and find the error within a
robot data log, and in this way it can improve the processing
by 50%. IBM is offering an option to the clients, so they can
connect with Automation Anywhere and other well-ranked
providers as well [2].

Iv.

There are many advantages that RPA is gaining on its
side and many of them are attracting companies to implement
this process [14]. One of the most important segments for
companies is data security [15]. We are facing a lot of data
leaks in the security systems and on the other hand, we have
strict data regulations [16], so selecting a well-maintained
solution is contributing to the confidence in the company
[17].

RPA is processing faster since there is no human factor
involved, so customer satisfaction levels in some cases are
getting on a higher scale. We can expect better feedback
from customers and increased trust and loyalty [18].

ADVANTAGES OF ROBOTIC PROCESS AUTOMATION

There are a lot of ways to handle the metrics from the
company, but the RPA system can continuously track the
activities since the system is automated and even the smallest
improvement can be tracked. These metrics are precise, and
even though the process can become more complex, the RPA
system can grow in a more intelligent way.

On the other hand, it is easier to track the errors made in
RPA since the process is automated and it points out and
detects the errors easier. Each of the steps is followed and
recorded so removing the mistake is easier.

The RPA process is helping with improved analytics and
the completed time can be even faster. All data have tags and
metadata, so it is easier for better insights. On the other hand,
there are reduced costs, and it is said that one robot can
handle the work of at least three humans and can work 24
hours [19]. This PRA process is making better performance,
increased  productivity, better decision-making and
multitasking results that are of high quality [3].

V.

The RPA processes are applicable in many areas, and
they can solve different problems that have risen for the
companies. Besides some commonly used RPA cases, there
are a lot of business departments and industries that can have
an implementation of RPA practices. When we are speaking
about sales, RPA can offer test cases with creating and
delivering invoices since the records are updated and the
invoices can be delivered [20]. CRM system can be also
updated and the channel for communication with the

APPLICATION IN DIFFERENT AREAS
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customers can be constantly corrected. Also, the linkage
between HR department and CRM can help in tracking the
progress of the employees in sales. Automation of sales is
helping the companies to spend more time on building the
relations with the customers and making bigger sales rather
than spending time on operational activities.

RPA techniques can also be implemented in the financial
sphere [21]. Financial planning involves a lot of financial
statements from different departments, so processing and
merging are automated for some repetitive tasks. The bank
statements can be easily automated as well, so the records
can be reconciled and compared between company records
and banks’ spreadsheets. The reports are done for daily profit
and lots are followed by companies such as trading
businesses, and for them it is important to automate the
preparation of the reports. The accuracy after automation has
reduced the time by one third, from 60 minutes to 20 minutes
that is important for companies in financial industries.
Despite the fact that loan processing is complex business
logic, it can be automated, especially the decision of who is
getting an approval for a loan. Account closure on the other
hand is also a time-consuming process and it can be
automated with an electronic form that covers all required
tasks, but without manual intervention.

The insurance process is a crucial segment when it comes
to processing a claim [22]. The customer experience with
claims can be unpleasant and time consuming. The customers
are also not able to follow the process of their claims and get
an update. RPA boots can deal with these issues with
predefined rules, so various data and changes can be easily
made. The appeals process can be also automated with 99%
accuracy, which is a high percentage.

Healthcare is an important service that can be easily
automated via bots for appointments, doctors’ availability,
financial statements, and insurance information [23]. RPA
can be used for patient records, billing and claim
management where data input, processing and evaluation are
taking place [24]. RPA combined with other technologies
like image recognition can be used for data extraction of
imputing telecopying images into transactional systems [25].

Manufacturing is a rising industry, so automating
different tasks can lead to reduced mistakes, increased
production cycle and better customer satisfaction [26]. The
inventory control in retail can help the companies to get a
warning when the stock is low, and if this process is
automated there won’t be any chain or production loss. On
the other hand, the customer service department needs
logistic support for delivery. RPA automated boots can track
when delivery occurs, and it can improve the response time.
The linkage between the warehouse and delivery to the final
destination can be automated and reported in the system in a
manner of time.

VL CASE STUDIES

We need to highlight that the successful stories of RPA
implementation are even for companies that are worldwide
known. The RPA techniques, designs and proper
implementation have helped businesses in different areas.

Dell Technologies is a company that builds a digital
future all over the world, transforming the IT segment and
creating technologies that are delivered across 180 countries.
The company has over 10.500 employees, which is big
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human capital that requires a lot of management. Dell’s HR
processes have been high volume of repetitive tasks, so RPA
has helped Dell in improving its cost-effectiveness [27]. The
company has removed some processes such as notification or
status updates, on-boarding process reminders and recruiter
assignments, and it made HR employees freer in this
segment. The RPA process in Dell has helped the HR
department to focus more on personal interactions. Dell is
one of the first companies that has implemented bots for HR.
There was a pilot program that enabled the employees to
have a hands-on experience while building and using the
bots. So far, Dell has automated the following processes:
Open requisition recruiter assignments, Offer status
management, On-boarding progress reminders, Concur
expense error reports, Talent Acquisition (TA) Leadership
Team Reporting, Learning and Development reports and
communications, Quarterly Performance and Compensation
Review (PCR) letters, Employee travel invitation letters, and
Job reference letters.

Another successful example of RPA is Coke Canada
Bottling [28]. This company has created immediate values by
automating the processes and it gained a strategic
competitive advantage. The proof of concept was created in
48 hours and the results were outstanding. RPA has helped
Coke Canada Bottling to deliver a value in 6 weeks, rather
than waiting years for the new integration. In this case, RPA
was standing as an immediate solution, which is a big
advantage and step forward. Coke Canada Bottling’s
Intelligent Automation team was building boots, called
digital workers. Digital workers were implementing RPA in
uploading forms related to equipment orders for the
Environmental Protection Agency, automating product
sampling requests that were tracked for the accounting
department. As an outcome of RPA, Coke Canada Bottling
has saved 7.500 hours per month, all the solutions that are
implemented have quick deployment and resolve in a shorter
time.

Uber is another successful company that has implemented
automation processes, so it had the chance to experience the
growth and advantages of this digital transformation [29].
Uber is growing daily, so it is difficult to track the changes
and coordinate global operations. Uber was in a need of
automation in the operation processes in order to keep the
track of them. One of the other challenges for Uber was
managing the costs and hiring people. RPA has helped Uber
to develop advanced solutions, to increase employees’
satisfaction and processes to be inline with company’s
standards. Uber is having more than 100 processes, which
makes Uber savings for about $10 million per year. Uber has
reduced errors that were made in their systems and has over
70% of invoices done through the automation system.
Customers' satisfaction has increased due to the main portals
that Uber has built, and team members can concentrate more
on problem-solving.

VIL

This paper gives an overview of RPA processes, their
relations with artificial intelligence, and a set of tools such as
Kofax, UiPath, IBM (Watson Analytics) and Automation
Anywhere, which are part of RPA features. The integration
of these tools is essential for better optimization, efficiency,
extraction of data, presenting information to the customers,
classifications and analytics. We also presented how RPA
can be used for solving different problems in various areas.

CONCLUSION
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Also, several case studies from particular companies are
presented.

The combination of artificial intelligence, statistical
methods, text mining, fuzzy logic, intelligent automation and
devices are bringing another era of digital processes that are
improving the RPA processes, and we can reach today
another level of automation that has never been implemented
before. The RPA concepts together with artificial intelligence
techniques are essential for the companies that want to bring
the automation processes on their agenda and increase
companies' efficiency and profit.

RPA automation is beneficial since saves time, money,
and resources. The technology is helping people to do more
valuable work, improving the accuracy of work and making
emphasizing of more complicated tasks. RPA is improving
the data insights and it is increasing customers’ and
employees’ satisfaction. The stimulating experience that
RPA is creating, it is helping to the development capabilities
and it is making an impact all over the business segments.
RPA will contribute to even bigger efficiency in the future as
we all expect that the technology will revolutionize even
more.
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Abstract—Process mining is a research area that provides
an opportunity to utilize the gathered data about business
processes that occur in organizations in order to provide
improved business process models. That could be made by
using process mining algorithms that analyze the event logs
data from the business processes. Different research groups
have proposed various algorithms for process mining by
employing different approaches. This paper gives an
introduction in the area of process mining, as well as an
overview of the algorithms used within process mining, by
describing how they work and how they are applied.

Keywords— process mining, business process, business
process intelligence.

1. INTRODUCTION

As business processes are automated with fast speed, the
organizations have many data that are gathered, which could
be utilized in order to improve the way how the
organizations perform their work. The data from the business
processes are in a form of event logs, so they present how the
process executes in time for each instance (for example: a
particular purchase order in the process for handling
purchase orders). Since there is a huge amount and volume
of data, it is not appropriate to analyze them manually.
Therefore, there is a huge need for development of
algorithms that could discover knowledge from these data
that could be used to improve the business processes and the
way how the work is done.

Process mining starts from the moment of data collection,
their selection, analysis, and finally documentation. It is
based on facts and is completely objective, and also it is
made in automated manner thus we can save time and effort.
In this way, there is no need for traditional methods for
process discovery such as workshops, interviews and
filtering of manual documentation, but by identifying the
problems and finding solutions how they can be resolved
based on the results obtained from the analyses that are made
objectively and in real-time. Besides visualization of how the
actual process flows, it also enables various analyses so that
organizations can understand the attributes that influence the
business processes and discover which activities they could

improve. Process improvement, time reduction, cost
reduction, increased transparency, improved customer
experience, error reduction, better compliance and

performance management are the main benefits of using
process mining, which is a key component of business
process management. It is necessary for the stakeholders to
understand what their critical points are where problems
arise and to rearrange the business processes for solving
them [1].

There are several types of analyses that can be made in
process mining, depending on the stage of the business
process [2]. The most important are process discovery,
compliance checking and model improvement. If these
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160

Skopje, Macedonia
georgina.mirceva@finki.ukim.mk

analyses are used together, they will help organizations
maintain a high level of standardization, predictability, and
continuous improvement. Organizations can use process
mining to optimize a single process, individual department,
or even the entire organization.

In this paper we give a short introduction into process
mining, and we present the most important algorithms that
could be used in order to discover business process models.
The rest of this paper is organized in the following way. In
section 2, we give an introduction into process mining
algorithms and the types of problems that could be solved
using them. Section 3 presents the Alpha Miner algorithm.
Then, in section 4, the Heuristic Miner algorithm is
described. The Genetic Miner algorithm is presented in
section 5. Finally, section 6 concludes the paper.

II. PROCESS MINING ALGORITHMS

When we mention the word business, the things we
initially think of are processes that give rise to problems,
which we need to solve in the simplest way, and that in
business is achieved with steps that will help us achieve the
desired success. For that purpose, particular algorithm could
be created, which shows how its steps (activities) can be
defined as a series of rules or a sequence of well-defined
instructions that are used to solve a particular problem.
Within the business world, over time, various changes occur
that can lead to slowing down the course of activities, the
occurrence of unwanted inefficiencies, bottlenecks, increased
costs, and so on. These changes are tracked and detected
through process mining. Process mining can reveal better
models and can help to design and redesign the processes
within an organization. For example, if an organization
wants to reduce its total customer interactions from 5% to
3%, with the help of process mining it will be revealed which
parts can be optimized in order to achieve the desired goal

[3].

Every organization wants to work efficiently and
effectively, to produce more in less time, but to maintain the
desired quality. To achieve this, it is necessary to provide
well-defined business processes, which means discovering
the dependencies between activities (for each activity to
discover from which activity it is dependent on), in what
order they can be performed, as well as the possibility of
parallelization of certain activities that are part of the
business process. For the success of each innovation in the
organizations, it is important in each change to review the
processes, and if necessary to redesign them with the aim of
maximizing the effect of introduced change [4].

The main function of the algorithms used in process
mining is to provide information that is part of the current
operation that plays a key role in improving existing business
processes, implementing a new operating model, audit, and
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analysis [5]. The key to algorithms in this regard is to
provide improvement.

The algorithms used in the process discovery help
analysts to better understand the business processes and the
problems that are part of them through the process models
that result from the input data (event log) of the system [6].

In the next sections, we present some of the most
important algorithms used in process mining, i.e. Alpha
Miner, Heuristic Miner and Genetic Miner.

III.

Alpha Miner is the first algorithm to bridge the gap
between event logs or monitored data and the discovery of a
specific process model [7]. It is an algorithm that first
appears in the process of process research (play in
technique). This algorithm concisely determines the purpose
of the research, adequately addresses the competition, and
provides an overview (model) of the relationship between the
activities that are an integral part of the process that is being
examined. Each algorithm has a certain input that it
processes and based on which in the end it produces an
output or result. As input to the Alpha Miner algorithm, an
event log is given, the algorithm analyzes the input, so based
on the relations between the activities results in the
construction of a graph or Petri network. The input data, i.e.
the event log that is given to the Alpha Miner algorithm,
consist of information about a specific activity or the whole
process [8].

ALPHA MINER

Here are some important facts about the Alpha Miner
algorithm [8]:

e  Uses a basic approach to process research.

e  There are a number of limitations.

e Reveals key elements of the process.

It is very important that the algorithm is used
correctly using concrete examples.

L is a log of events resulting from the set of activities. T
denotes trace where the activities are in a particular order.
a(L) is the graph that represent the model of the business
process, which is obtained with the following steps [9]:

() TL={t€T|JeeLt €E 5}
(2) Ti= {t € T | JoeL t = first(c)}
(3) To={t € T | JoeL t =last(o)}

@DXe={(AB)|JASTLAA=0ABCSTLAB=0A
VaeAVbeB @ =L b A Vala2ea a1 #L a2 A Vbib2eB b1 #L bz}

(5) Yi={(AB) € Xi | V(A" B)EX,AC A" ABC B
= (A,B)=(A"B)}

(6) PL= {pwxB) | (A,B) € YL}U{iL,oL}
(7) FL = {(a,pa.p)) | (A,B) € YL A a € A}U{(p@xB),b) |

(A,B) e YLADb EB} U{(i,t) | t € T1} U{(t,oL) |t € To}
(8) a(L) = (PL,TL,FL).
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Step 1: The first step is to determine all the events,
i.e. to determine all the activities that are part of the
event log (Tv).

Step 2: Defining - discovering all the start activities
(Ty), i.e. all the activities that appear first within the
events.

Step 3: Defining - discovering a set of end activities
(To), i.e. all activities that appear at the end or are the
last within the events.

Step 4 and Step 5: Define the basics of these
algorithm. The main challenge in these two steps is to
discover the set of activities and their connection, i.c.
to discover their interrelationships. Within these steps,
two sets A and B are created, set A represents input,
while B represents output transitions. All activities
that are part of the set A should be conditionally
dependent on those that are part of set C. That is, (a,
b) € A x B: a —L", the elements that are part of set A
should not depend on each other, the same applies to
those that are part of set C. In the 5th step, non-
maximal pairs are removed, i.e. this step is also
known as creating a relational matrix called Footprint
matrix.

Step 6: If the analysis of the relation matrix is done, it
will be seen that for each element, i.e. pair there is a
certain relation ( =, #, ||). Basically, the basic goal of
all these steps and globally the Alpha Miner
algorithm is to determine the position and relation of
the overall process.

— Steps 7 and 8: In these steps, the arcs are created - the
relations between the activities, i.e. all the starting
activities with the final transitions as an exit points.

The Alpha Miner algorithm can detect four types of
relations [10], i.e. direct succession, causality, parallel
(temporal independence), choice (no direct relation). These
relations are described below.

e Direct Succession

Initial, basic and direct relation, on which the setting and
execution of the other relations depend. This relation is
denoted by the sign greater (>), which essentially means -
"directly follows". (a > b) means that a is directly followed
by b (the performance of activity b is always preceded by the
performance of activity a). For example: from the event log
[(a, b, c, d), (e, d, a, b), (a, €)], we can see that a and b are
always in the same order, it is initially a, then b follows.

This relation represents the temporal dependence
between the activities. The relation is represented by the
arrow sign (=). More specifically, if we take the activities a
and b, (a 2 b) — in translation "b conditionally depends on
a", i.e. this relation is valid if and only if (a> b) - "b directly
follows a" and if (a >/ b) - "a never follows b". Basically, b
depends on a.

Causality

e Parallel — temporal independence

Relation when certain activities are performed in parallel.
This relation is denoted by two parallel vertical lines (||),
which essentially denote parallel execution. If there are two
activities a and b and (a> b) - "b directly follows a" and (b>



The 19th International Conference on Informatics and Information Technologies — CIIT 2022

a) - "a directly follows b", it can be concluded that these two
activities are parallel, i.e. performed both activities in any
order. For example, from the event log [(a, b, ¢, d), (e, d, b,
a), (a, €)] we can see that a and b are activities that are
directly monitored with each other, that means that they are
temporally independent and can be performed in parallel

[11].

e Choice — No direct relation

Independence, i.e. when a certain activity is independent.
This relation is represented by the hash sign (#). If we take
the activities a and b, and neither b directly follows a neither
a directly follows b, then the activities are completely
independent. There is no direct relation between a and b (a #
b), if neither a>b nor b>a. For example, from the event log
[(a, d, c, b), (a, c, d, b), (a, €)] we can see that the activities a
and b are independent [11].

Iv.

The Heuristic Miner algorithm wuses a similar
representation as causal nets. It is important for this
algorithm to note that event frequencies and sequences are
taken into account when creating a process model. The basic
idea of algorithm development is to minimize paths, i.e.
those that are very rare to be completely omitted [12]. The
Heuristic Miner algorithm is essentially an improvement of
the Alpha Miner algorithm, the difference is that the
frequencies of the activities are taken into account, and as a
result it gives a model with complex dependencies in which
the rare ones are left out. This algorithm is used in the
research part of process discovery, it is very interesting and
tempting to use due to its wide range of applications [4]. The
main goal of the Heuristic Miner algorithm is to detect the
causal net from the input event log [5].

HEURISTIC MINER

The main improvements of Heuristic Miner over Alpha
Miner are [3]:

e Frequencies are taken into account, which allows

filtering of rare cases.

e Detection of short loops.

e Detection of skipping activities.

Heuristic Mining Algorithm uses dependency graph and
causal matrix [13].

Dependency graph is a graph that shows the
interdependencies of different activities and events. To build
this model, first, you need a matrix in which the
dependencies are displayed, and then it is necessary to
determine the loops of length one and the loops of length
two.

When analyzing event logs, it is difficult to determine
whether certain activities or processes are parallel or
sequential. A Heuristic Miner is an algorithm that builds a
causal matrix in order to build an accurate and realistic
process model.

There are two types of raw activities, AND and XOR.
AND represents parallel activity, while XOR represents
sequential activity.

When creating a graph dependency, thresholds could be
set for the events and activities that would be modeled.
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1. Threshold — is the minimum dependence between
activities.
2. Positive observation threshold — is the minimum value of

the frequencies between activities.

. Relative to the best threshold — is the minimal difference
between the value of the activity dependency and the
maximum value (dependency value).

4. Length-one threshold — is the minimum dependency
value of the same event.
5. Length-two threshold — is the minimum value of the loop

dependency.

V.GENETIC MINER

Alpha Miner and Heuristic Miner create process models
in a direct and determining way. On the other side,
evolutionary approaches use iterative procedures to create
and mimic the process of natural evolution. These types of
approaches are mnot deterministic and depend on
randomization in order to find new alternatives [14].

Same as the well-known genetic algorithms, Genetic
Miner consists of four steps [14]: initialization, selection,
reproduction, and termination. These steps are described
below.

Initialization: Within the first step, the initial population
is created. Process models are created randomly using the
names of the activities that occur in the input event log.
Process models that are part of the initial population do not
have to initially correspond to the event log, i.e. the names of
the activities are the same, but the behavior of the initial
models will not be consistent with the input event log.

Selection: In this step, the "fitness" of each individual
(model in this case) is calculated. The fitness function
represents the quality of the model based on the event log. It
is important to note that there are different ways to calculate
the quality of a particular model. A simple criterion for
determining the quality of a given model is to consider the
proportion of traces in the event log that can be performed or
repeated by the model. But this feature is not good because it
is very likely that none of the models will be able to play any
of the directions (paths) specified in the log. Also, if this type
of criterion is used over universal models, then the fitness
function will be too high. It is therefore necessary to use a
more refined fitness function that rewards the partial
correctness of the model and takes into account all four
specified criteria. The best models of this generation, which
are the models with highest fitness values, are passed on to
the next phase, which is called elitism. In essence, only the
best models go ahead and "survive", while the individuals
(models) that do not have high fitness value are not retained,
i.e. are considered as "dead" individuals.

Reproduction: As the name of the reproduction step
itself states, it refers to the creation of new generation from
the selected "parent" process models. As part of this step,
two genetic operators are used, i.e.: cross-over and mutation.
With cross-over two parent models are taken and used to
create new ones which end up in a set of models - children.
Children inherit from their parents, but they change to some
extent as a result of mutations.

Termination: Reproduction and selection are repeated
with the aspiration that each newly created generation will be
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better than the previous one. The actual process of evolution
ends at the moment when the created model is considered as
a satisfactory solution. However, due to the event log, it will
likely take a long time to determine the desired model, but it
is also possible that the desired fitness value will not be
found, so other criteria can be added and the reproduction for
up to predefined number of generations can be made, so at
the termination, the model with the best fitness value is
returned.

VL

In this paper we gave a short introduction into process
mining, as well as the benefits that it could provide to the
organizations in order to rearrange how the work is
performed by improving their business processes. We
presented the most important algorithms that could be used
to mine business process data that are gathered as event logs.

As described, the Alpha Miner algorithm discovers the
temporal relations between the activities. Heuristic Miner
extends this by considering the frequencies of the activities.
This way, Alpha Miner and Heuristic Miner discover the
process model in deterministic way. On the other side, the
Genetic Miner uses randomization to randomly select initial
population, as well as randomization to make reproduction
(cross-over and mutation), thus it could give as an output
different models in different trials.

CONCLUSION
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